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◖ⱴfi♪ꜞⱨ□꜠fi☻ - 1 ⁷CLI─
1.4 ◖ⱴfi♪꜠ⱬꜟ

◖ⱴfi♪⌐│
◖ⱴfi♪꜠ⱬꜟ30



























◖ⱴfi♪ꜞⱨ□꜠fi☻ - 1 ⁷CLI─
◖ⱴfi♪ⱥ☻♩ꜞ43





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 1 ⁷CLI─
◖ⱴfi♪◄▬ꜞ▪☻





















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷ ─
ₒ ₓ

5 ⁸ 64 ≢ ⇔╕∆⁹

2.1.10 sntp server

ₒ ₓ

SNTP◘כⱣ─

ₒ ₓ

sntp server dhcp <DHCP◒ꜝ▬▪fi♩▬fi♃ⱨ▼כ☻> [version <NTPⱣכ☺ꜛfi
⌐ ∆╢62





















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷ ─
2.5 SSH◘כⱣ─
SSH◘כⱣ─72







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷ ─

¡

ₒ ₓ

SFTP◘כⱣ ╩ ⌐⇔╕∆⁹

ₒ ₓ

SFTP◘כⱣ│ ⇔╕∑╪⁹

2.5.6 ssh-server access-class

ₒ ₓ

SSH◒ꜝ▬▪fi♩─ⱨ▫ꜟ♃ꜞfi◓

ₒ ₓ

ssh-server access-class <▪◒☿☻ꜞ☻♩ >

no ssh-server access-class <▪◒☿☻ꜞ☻♩ >

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

♪כ⸗

ₒ ₓ

⇔√▪◒☿☻ꜞ☻♩⌐ ™⁸SSH◒ꜝ▬▪fi♩╩ⱨ▫ꜟ♃ꜞfi◓⇔╕∆⁹ ≤ ↕╣√ ─

╖⁸▪◒☿☻│ ↕╣╕∆⁹ ⅜⌂™ ⁸⅔╟┘ ▪◒☿☻ꜞ☻♩⅜⌂™ ⌐│⁸ⱨ▫ꜟ♃ꜞ

fi◓ ⅜ ∑∏⁸∆═≡─▪◒☿☻⅜ ↕╣╕∆⁹ ∆╢SSH

�

SSH◘כⱣ─75











◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷ ─
2.8 DNS◘כⱣ─

2.8.1 ip name-server

ₒ ₓ

DNS◘כⱣ▪♪꜠☻─

ₒ ₓ

ip name-server [vrf <VRF >] <DNS◘כⱣ> [source-interface <▬fi♃ⱨ▼כ☻ > <▬fi♃ⱨ▼כ☻
>]

no ip name-server [vrf <VRF >] <DNS◘כⱣ> [source-interface <▬fi♃ⱨ▼כ☻ > <▬fi♃ⱨ▼כ☻
>]

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

♪כ⸗

ₒ ₓ

DNS◘כⱣ─▪♪꜠☻╩ ⇔╕∆⁹IPv4⁸IPv6 ╘≡ ⇔√ ⌐│⁸show current.cfg(show 
DNS◘כⱣ─80

















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷ ─
ₒ ₓ♪כ⸗

♪כ⸗

ₒ ₓ

ProxyDNS─ ⅝ ╩ ⇔╕∆⁹

ipcp⁸dhcp ╩⇔≡⅔╡ ⌂DNS◘כⱣ ╩ ≢⅝≡™⌂™ │◄fi♩ꜞ ≤⌂╡╕∆⁹

ₒ ₓ

ProxyDNS─ ⅝ ─ ╩⇔╕∆ ◄fi♩ꜞ 1⁸ ⅝ ▪♪꜠☻ ⱪ꜠ⱨ▫♇◒☻

10.0.0.0/24⁸ⱪꜝ▬ⱴꜞDNS◘כⱣ IP▪♪꜠☻ 172.16.100.5 ⁹

ₒ ₓ

ProxyDNS ─ ⅝│ ⇔╕∑╪⁹

▬fi♃

ⱨ▼כ☻

DNS
DNS◘כⱣ─88











◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷ ─
2.9.6 aaa authentication suppress-log

ₒ ₓ

꜡◓ⱷ♇☿כ☺─

ₒ ₓ

aaa authentication suppress-log {type < ꜡◓> | auth-method < > | username <ꜚכ◙ > | line 
console}

no aaa authentication suppress-log {type | auth-method < > | username <ꜚכ◙ > | line console}

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

♪כ⸗

ₒ ₓ

─꜡◓ⱷ♇☿כ☺╩ ⇔╕∆⁹

Ɽꜝⱷ♃

type [< ꜡◓>] ꜡◓↔≤⌐ ⇔╕∆⁹ login-success ꜡◓▬
─93
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◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷ ─
◙כꜚ RADIUS◘כⱣ─





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷ ─
ₒ ₓ

TACACS+◘כⱣ⌐╟╢ ╩ ™╕∑╪⁹

2.11.2 tacacs-server key

ₒ ₓ

TACACS+◘כⱣ≤─ ─כ◐

ₒ ₓ

tacacs-server key < כ◐ >

no tacacs-server key

ₒⱤꜝⱷ♃ₓ

*1) ─ ☻Ɑכ☻ │ ≢∆⁹ ─ ☻Ɑכ☻ │ 1 ⌐╕≤╘╠╣╕∆⁹

ₒ ₓ♪כ⸗

♪כ⸗

ₒ ₓ

TACACS+◘כⱣ≤─ ╩כ◐ ⇔╕∆⁹tacacs-server host◖ⱴfi♪⅜ ↕╣≡™╢ │⁸

∕─ ⅜כ◐ ↕╣╕∆⁹
◙כꜚ TACACS+◘כⱣ─104





◖ⱴfi♪ꜞⱨ□꜠fi☻ -



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷ ─
2.12 TACACS+▪◌►fi♥▫fi◓─

2.12.1 aaa accounting commands

ₒ ₓ

◖ⱴfi♪▪◌►fi♥▫fi◓─

ₒ ₓ

aaa accounting commands <◖ⱴfi♪꜠ⱬꜟ> {<ꜚכ◙ > | default} <▪◌►fi♥▫fi◓ >

no aaa accounting commands <◖ⱴfi♪꜠ⱬꜟ> {<ꜚכ◙ > | default}

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

♪כ⸗
TACACS+▪◌►fi♥▫fi◓─107









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷ ─
ₒ ₓ

◙כꜚ ⅜NULL─▪◌
TACACS+▪◌►fi♥▫fi◓─111



















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷ ─
2.16 ─

2.16.1 notify-nhid-usage

ₒ ₓ

↕╣√ ⌐ ⇔√ ⌐꜡◓╩ ∆╢ ₒ ♃ ѵּז
─120
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◖ⱴfi♪ꜞⱨ□꜠fi☻ - 3 ⁷▬fi♃ⱨ▼כ☻─
3.1 802.1Q TPID

3.1.1 dot1q tunnel tpid

ₒ ₓ

IEEE801.1Q tunnel─
802.1Q TPID123
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◖ⱴfi♪ꜞⱨ□꜠fi☻ - 3 ⁷▬fi♃ⱨ▼כ☻─
⅜☻כ▼port-channel▬fi♃ⱨה ↕╣≡™╢gigaethernet▬fi♃ⱨ▼כ☻ trunk-channel▬fi♃ⱨ▼כ
▬fi♃ⱨ▼136☻כ



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 3 ⁷▬fi♃ⱨ▼כ☻─
3.7 ▬fi♃ⱨ▼כ☻description
▬fi♃ⱨ▼כ☻ description137







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 3 ⁷▬fi♃ⱨ▼כ☻─
▬fi♃ⱨ▼כ☻



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 3 ⁷▬fi♃ⱨ▼כ☻─
MAC▪♪꜠☻141













◖ⱴfi♪ꜞⱨ□꜠fi☻ - 3 ⁷▬fi♃ⱨ▼כ☻─
3.17 ▬fi♃ⱨ▼כ☻ꜞfi◒

3.17.1 link-state always-up

ₒ ₓ

▬fi♃ⱨ▼כ☻─ꜞfi◒ ╩ ⌐up≤∆╢

ₒ ₓ

link-state always-up

no link-state always-up

ₒ ₓ♪כ⸗

port-channel▬fi♃ⱨ▼כ☻ ♪כ⸗

ₒ ₓ

▬fi♃ⱨ▼כ☻─ꜞfi◒ ╩ ⌐up≤∆╢ ⌐ ⇔╕∆⁹

ₒ ₓ

port-channel▬fi♃ⱨ▼כ☻─ꜞfi◒ ╩ ⌐up≤⇔╕∆⁹

ₒ ₓ

▬fi♃ⱨ▼כ☻│ ─ꜞfi◒ ⌐ ™⁸▬fi♃ⱨ▼כ☻ ₒ ⸗ ▬fi♃ⱨ▼כȾ� �  ° � Š �g�&Y
▬fi♃ⱨ▼כ☻ꜞfi◒147









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 3 ⁷▬fi♃ⱨ▼כ☻─
3.19 ▬fi♃ⱨ▼כ☻☻Ⱨכ♪ ♦ꜙⱪ꜠♇◒☻

3.19.1 speed-duplex

ₒ ₓ

▬fi♃ⱨ▼כ☻─ speed/duplex─

ₒ ₓ

speed-duplex <▬fi♃ⱨ▼כ☻ > <duplex>

no speed-duplex [<▬fi♃ⱨ▼כ☻ > <duplex>]
▬fi♃ⱨ▼כ☻☻Ⱨכ♪ ♦ꜙⱪ꜠♇◒☻151





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 3 ⁷▬fi♃ⱨ▼כ☻─
♩fiⱠꜟ▬fi♃ⱨ▼כ☻ ♪כ⸗





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 3 ⁷▬fi♃ⱨ▼כ☻─
3.21.2 vlan-id

ₒ ₓ

◘Ⱪ▬fi♃ⱨ▼כ☻≢ ∆╢↓≤⅜≢⅝╢VLAN ♃◓─
VLAN ID155





4 ⁷ꜞfi◒▪◓ꜞ◕כ◦ꜛfi─

↓─ ≢│⁸ꜞfi◒▪◓ꜞ◕כ◦ꜛfi─ ⌐ ∆╢◖ⱴfi♪⌐≈™≡ ⇔╕∆⁹

4.1 ꜞfi◒▪◓ꜞ◕כ◦ꜛfi











◖ⱴfi♪ꜞⱨ□꜠fi☻ - 4 ⁷ꜞfi◒▪◓ꜞ◕כ◦ꜛfi─
ₒ ₓ

switchport transparent

no switchport transparent
ꜞfi◒▪◓ꜞ◕כ◦ꜛfi162















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 4 ⁷ꜞfi◒▪◓ꜞ◕כ◦ꜛfi─
ₒ ₓ

trunk-group transmit-pause-time < >

no trunk-group transmit-pause-time [< >]

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

trunk-channel▬fi♃ⱨ▼כ☻ ♪כ⸗

ₒ ₓ

ⱳכ♥☻♩כ♃☻⅜ ↔ 10ⱴ▬◒꜡ ╩ ↔ ∆⁹

trunk-channel─ ⅜ ↔

ₒ ₓ

ⱳכ♥☻♩כ♃☻⅜ ↔ 10ⱴ▬◒꜡ ╩

↔ ∆ 0ⱴ▬◒꜡ ⁹

ₒ ₓ

│1Ⱶꜞ (100)≢ ↔ ∆⁹

4.1.16 trunk-group collector-max-delay

ₒ ₓ

LACP≢ꜞ⸗כ♩ ⌐ ∆╢
ꜞfi◒▪◓ꜞ◕כ◦ꜛfi169











◖ⱴfi♫







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 5 ⁷PPPoE─
ₒ ₓ♪כ⸗

♪כ⸗

ₒ ₓ
PPPoE─177







6 ⁷RIP─





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 6 ⁷RIP─
ₒ ₓ

♦ⱨ◊ꜟ♩ꜟכ♩╩ ⇔ ⇔╕∆⁹

ₒ ₓ

♦ⱨ◊ꜟ♩ꜟכ♩╩ ⇔╕∑╪⁹

6.1.3 default-metric

ₒ ₓ

ⱷ♩ꜞ♇◒ ─

ₒ ₓ

default-metric <ⱷ♩ꜞ♇◒ >

no default-metric [<ⱷ♩ꜞ♇◒ >]

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

RIP◘כⱦ☻ ♪כ⸗

ₒ ₓ

⇔√ connected │ ↄ ─♦ⱨ◊ꜟ♩─ⱷ♩ꜞ♇◒ ╩ ⇔╕∆⁹

connected ─ ⌐│⁸♦ⱨ◊ꜟ♩─ⱷ♩ꜞ♇◒ │1⌐⌂╡╕∆⁹
IPv4 ─182













◖ⱴfi♪ꜞⱨ□꜠fi☻ - 6 ⁷RIP─
ₒ ₓ

Split-Horizon ╩ ℮ ⌐ ⇔╕∆⁹"poisoned"╩ ⇔√ │⁸Split-Horizon with Poisoned 
Reverse ⅜ ⇔╕∆⁹

ₒ ₓ

Split-Horizon ╩ ™╕∆⁹

ₒ ₓ

Split-Horizon ╩ ™╕∆⁹

6.1.11 maximum-prefix

ₒ ₓ

ⱪ꜠ⱨ▫♇◒☻ ─ ─

ₒ ₓ

maximum-prefix <ⱪ꜠ⱨ▫♇◒☻ >

no maximum-prefix <ⱪ꜠ⱨ▫♇◒☻ >

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

RIP◘כⱦ☻ ♪כ⸗

ₒ ₓ

↑ ↑╢ⱪ꜠ⱨ▫♇◒☻ ─ ╩ ⇔╕∆⁹
IPv4 ─188















7 ⁷OSPF─

↓─ ≢│⁸OSPF





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF─
ₒ ₓ♪כ⸗
IPv4 ─197









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF─
7.1.7 area range
IPv4 ─201





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

OSPF◘כⱦ☻ ☻ⱦכ◘⁸OSPF6♪כ⸗ ☻ⱦכ◘⁸OSPF-VRF♪כ⸗ ♪כ⸗

ₒ ₓ

☻♃Ⱪ◄ꜞ▪╩ ⇔╕∆⁹☻♃Ⱪ◄ꜞ▪─ABR─ │⁸area default-cost◖ⱴfi♪≢ ↕╣√◖☻

♩≢⁸
IPv4 ─203













◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

OSPF◘כⱦ☻ ☻ⱦכ◘⁸OSPF-VRF♪כ⸗ ♪כ⸗

ₒ ₓ

▪◒☿☻ꜞ☻♩ ≤ ⇔√ⱪ꜡♩◖ꜟ╩ ⇔≡⁸OSPF─LSA ╩ⱨ▫ꜟ♃ꜞfi◓⇔╕∆⁹

ₒ ₓ

LSA ╩ⱨ▫ꜟ♃ꜞfi◓⇔╕∆ ▪◒☿☻ꜞ☻♩ 1⁸ ∆╢ static ₒ Ν
IPv4 ─209





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF─
ₒ ₓ

area authentication◖ⱴfi♪⌐ ™╕∆⁹

7.1.20 ip ospf authentication-key

ₒ ₓ

simple-password≢ ∆╢ ─כ◐

ₒ ₓ

ip ospf authentication-key < כ◐ >

no ip ospf authentication-key [< כ◐ >]

ₒⱤꜝⱷ♃ₓ
IPv4 ─211







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF─
ₒ ₓ7
IPv4 ─214







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF─
ₒ ₓ

OSPF▬fi♃ⱨ▼כ☻─Ⱡ♇♩꞉כ◒ ╩ ⌐ ⇔╕∆ (non-broadcast)⁹

ₒ ₓ

Ⱡ♇♩꞉כ◒ │broadcast≢ ⇔╕∆⁹

7.1.29 ip ospf priority

ₒ ₓ

OSPF─ ─

ₒ ₓ

ip ospf priority < >

no ip ospf priority [< >]

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

management▬fi♃ⱨ▼כ☻ ☻כ▼⁸port-channel▬fi♃ⱨ♪כ⸗ ⁸tunnel♪כ⸗ ₒ
IPv4 ─217



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF─
ₒ ₓ

ip ospf retransmit-interval < >

no ip ospf retran Tf
-21.012 74 
IPv4 ─218





















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF─
ₒ ₓ

HelloⱤ◔♇♩─ ╩ ╦⌂™▬fi♃ⱨ▼כ☻╩ ⇔╕∆ ▬fi♃ⱨ▼כ☻ port-channel⁸▬fi♃
ⱨ▼כ☻ 1 ⁹

ₒ ₓ

HelloⱤ◔♇♩─ ╩ ™╩
IPv4 ─228













◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF─
LSA
IPv4 ─234





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF─
ₒ ₓ

trap lsa originate

no trap lsa [originate]

ₒ ₓ♪כ⸗

OSPF◘כⱦ☻ ☻ⱦכ◘⁸OSPF6♪כ⸗ ♪כ⸗

ₒ ₓ

ospfOriginateLsaTrap(OSPF⁸OSPF6)╩
IPv4 ─236







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF─
Virtual Link



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF─
ₒ ₓ
Virtual Link─240



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF─
ₒ ₓ

dead interval │40 ≢ ⇔╕∆⁹

7.2.5 area virtual-link hello-interval

ₒ ₓ

Virtual-Link─Helloⱷ♇☿כ☺─ ─

ₒ ₓ

area <◄ꜞ▪ ID> virtual-link <ꜟכ♃ ID> hello-interval < >

no area <◄ꜞ▪ ID> virtual-link <ꜟכ♃ ID> hello-interval < >

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

OSPF◘כⱦ☻ ☻ⱦכ◘⁸OSPF6♪כ⸗ ☻ⱦכ◘⁸OSPF-VRF♪כ⸗ ♪כ⸗

ₒ ₓ

Virtual-Link─Helloⱷ♇☿כ☺─ ╩ ⇔╕∆⁹

ₒ ₓ
Virtual Link─241









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF─

P F 6 C

OSPF6�§��1
7.3 IPv6 ─

7.3.1 router ipv6 ospf

ₒ ₓ

OSPF6◘כⱦ☻ ─┼♪כ⸗

ₒ ₓ

router ipv6 ospf

no router ipv6 ospf

ₒ ₓ♪כ⸗

♪כ⸗

ₒ ₓ

OSPF6◘כⱦ☻ ┼♪כ⸗ ⇔╕∆⁹◖ⱴfi♪─ ⌐O SOSPF6◘כⱦ☻ ┼♪כ ║─ ₒ ₓ
IPv6 ─245



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF─
ₒ ₓ

☻♃Ⱪ◄ꜞ▪╕√│NSSA⌐ ⇔≡⁸summary-LSA╩ ∆╢ ─◖☻♩ ╩ ⇔╕∆⁹

ₒ ₓ

summary-LSA╩ ∆╢ ─◖☻♩ ╩ ⇔╕∆ ◄ꜞ▪ ID 192.0.2.1⁸◖☻♩ 100 ⁹
IPv6 ─246







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗
IPv6 ─249





















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF─

̾

IPv6





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF─
ₒ ₓ♪כ⸗

OSPF6◘כⱦ☻ ♪כ⸗

ₒ ₓ

AS ─ ╩ ⇔╕∆⁹

ₒ ₓ

AS ─ ╩ ⇔╕∆ Ⱡ♇♩꞉כ◒▪♪꜠☻ 2001:db8::⁸ⱪ꜠ⱨ▫♇◒☻ 32⁸OSPF6≢
⇔⌂™ ⁹

ₒ ₓ

╩ ⇔╕∑╪⁹

7.3.22 timers spf

ₒ ₓ

LSA─ ╩ ⇔≡⅛╠Shortest Path First(SPF) ╩ ∆╢╕≢─ ⁸SPF ╩ ∫≡⅛╠

─ ⌐ ╢╕≢─ⱱכꜟ♪♃▬ⱶ─
IPv6 ─261









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF─
7.4 Virtual Link
Virtual Link─265







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF─
ₒ ₓ
Virtual Link─268





8 ⁷BGP─

↓─ ≢│⁸BGP─ ⌐ ∆╢◖ⱴfi♪⌐≈™≡ ⇔╕∆⁹
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◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP─
BGP─



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP─
ₒ ₓ

Next-hop
BGP─272

















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP─
ₒ ₓ♪כ⸗

BGP◘כⱦ☻ ♪כ⸗

ₒ ₓ

2≈─ ─ ≢ ╩ ℮ ⁸IGP metric╩ ∆╢ ⌐ ⇔╕∆⁹

ₒ ₓ

2≈─ ─ ≢ ╩ ℮ ⁸IGP metric╩ ⇔╕∆⁹

ₒ ₓ

IGP metric
BGP─280



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP─

N

E

X

T

H

O

P

8

1

BGP─
2











◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP─
ₒ ₓ

LOCAL-PREF ─♦ⱨ◊ꜟ♩ ╩ ⇔╕∆ LOCAL-PREFERENCE 200 ⁹

ₒ ₓ

LOCAL-PREFERENCE │100≢ ⇔╕∆⁹

8.1.21 bgp deterministic-med

ₒ ₓ

⌐ AS─ ╩ ∆╢

ₒ ₓ

bgp deterministic-med

no bgp deterministic-med

ₒ ₓ♪כ⸗

BGP◘כⱦ☻ ♪כ⸗

ₒ ₓ

⌐⅔™≡⁸ AS─ ╩ ⇔√№≤⌐⁸ ⌂╢AS─ ╩ ∆╢ ⌐ ⇔╕

∆⁹

ₒ ₓ

AS─ ╩ ⇔√№≤⌐⁸ ⌂╢AS─ ╩ ⇔╕∆⁹

ₒ ₓ

AS⌐ ⌂ↄ ╩ ⇔╕∆⁹

8.1.22 bgp enforce-first-as

ₒ ₓ

BGPⱧ▪⌐ ⇔√AS ≤ ∂⅛≥℮⅛╩♅▼♇◒∆╢

ₒ ₓ

bgp enforce-first-as

no bgp enforce-first-as
BGP─286

















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

BGP◘כⱦ☻ ⁸address-family ipv4 VRF♪כ⸗ ⁸address-family ipv6 VRF♪כ⸗ ♪כ⸗

ₒ ₓ

External BGP(EBGP) ⁸Internal BGP(IBGP) ꜟ◌כ꜡⁸ ─♦▫☻♃fi☻ ╩ ⇔╕∆⁹♦▫

☻♃fi☻ │ ↕™╒≥ ⅜ ↄ⌂╡╕∆⁹
BGP─294





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP─
BGP─











◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP─
ₒ ₓ

BGP
BGP─301









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP─
BGP─



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗
BGP─306











◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP─
ₒⱤꜝⱷ♃ₓ

*1) BGPⱧ▪⅜ IPv4⁸╕√│ peer-group ─ ⌐ ≢⅝╕∆⁹

*2) BGPⱧ▪⅜ IPv6⁸╕√│ peer-group ─ ⌐ ≢⅝╕∆⁹
BGP─311



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗
BGP─312



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP─
ₒ ₓ

BGP
BGP─313





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP─
IPv4 ─



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP─
IPv4 ─316









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

address-family ipv4 ⁸address-family ipv6♪כ⸗ ⁸address-family ipv4 VRF♪כ⸗ ⁸♪כ⸗

address-family ipv6 VRF ♪כ⸗

ₒ ₓ

OPENⱷ♇☿כ☺─○ⱪ◦ꜛfiⱤꜝⱷ♃≤⇔≡⁸Graceful-restart◔▬Ɽⱦꜞ♥▫╩ ⇔╕∆⁹

ₒ ₓ

Graceful-restart◔▬Ɽⱦꜞ♥▫╩ ⇔╕∆ BGPⱧ▪ 192.0.2.1 ⁹

ₒ ₓ

Graceful-restart◔▬Ɽⱦꜞ♥▫╩ ⇔╕∑╪⁹

8.2.8 neighbor default-originate

ₒ ₓ

♦ⱨ◊ꜟ♩ꜟכ♩╩BGPⱧ▪⌐ ∆╢

ₒ ₓ

neighbor <BGPⱧ▪> default-originate [route-map <route-map
IPv4 ─320



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP─
ₒ ₓ

BGP☻Ⱨכ◌ ♃כꜟꜟ◌כ꜡ ╩♦ⱨ◊ꜟ♩ꜟכ♩≤⇔≡ ℮√╘⌐⁸♦ⱨ◊ꜟ♩ꜟכ♩╩BGPⱧ▪
⌐ ∆╢ ⌐ ⇔╕∆⁹

ₒ ₓ

♦ⱨ◊ꜟ♩ꜟכ♩╩BGPⱧ▪⌐ ⇔╕∆ IPv4▪♪꜠☻ 192.0.2.1 ⁹

ₒ ₓ

♦ⱨ◊ꜟ♩ꜟכ♩╩ ⇔╕∑╪⁹
IPv4 ─321



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP─

⁸ in
ₒ ₓ

Nexthop ♅▼♇◒╩ ™╕∆⁹

8.2.10 neighbor distribute-list

ₒ ₓ

ⱨ▫ꜟ♃ꜞfi◓─

ₒ ₓ

neighbor <BGPⱧ▪> distribute-list <▪◒☿☻ꜞ☻♩ > {in | out}

no neighbor <BGPⱧ▪> distribute-list <▪◒☿☻ꜞ☻♩ > {in | out}

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

address-family ipv4 ⁸address-family ipv6♪כ⸗ ⁸address-family ipv4 VRF♪כ⸗ ⁸♪כ⸗

address-family ipv6 VRF ♪כ⸗

ₒ ₓ

BGP─ ⌐ ⇔≡⁸ⱨ▫ꜟ♃ꜞfi◓─ ╩ ™╕∆⁹▪◒☿☻ꜞ☻♩≢ ⇔√ ─╖

╩ ∆╢ ⇔⌂™⁸╕√│⁸ ∆╢ ⇔⌂™≤™∫√ ╩ ℮↓≤⅜≢⅝╕∆⁹

ₒ ₓ

ⱨ▫ꜟ♃ꜞfi◓─ ╩ ™╕∑╪ BGPⱧ▪ 192.0.2.1⁸▪◒☿☻ꜞ☻♩ 1 ⁹

ₒ ₓ

ⱨ▫ꜟ♃ꜞfi◓╩ ™╕∑╪⁹

Ɽꜝⱷ♃

BGPⱧ▪ BGPⱧ▪╩ ⇔╕∆⁹ IPv4▪♪꜠☻

IPv6▪♪꜠☻

peer-group 255
─CDATA

▪◒☿☻ꜞ☻♩ BGPⱧ▪⌐ ⇔≡⁸ ∆╢

⇔⌂™ ╩ ∆╢√╘

⌐ IPv6IPv6
IPv4 ─322



◖ⱴfi♪ꜞⱨ□꜠fi☻ -







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

address-family ipv4 ⁸address-family ipv6♪כ⸗ ⁸address-family ipv4 VRF♪כ⸗ ⁸♪כ⸗

address-family ipv6 VRF ♪כ⸗

ₒ ₓ

BGP
IPv4 ─326





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP─

r o u t e - s e r v e r - c l i e n t

e s s  f a m i l y - i p v 6
ₒ ₓ

BGPⱧ▪⌐ route-map╩ ⇔╕∆ BGPⱧ▪ 192.0.2.1⁸route-map route-map-A⁸in ⁹

ₒ ₓ

route-map╩ ⇔╕∑╪⁹

8.2.17 neighbor route-server-client

ₒ ₓ

BGPⱧ▪╩ꜟכ◘♩כⱣ◒ꜝ▬▪fi♩≤∆╢

ₒ ₓ

neighbor <BGPⱧ▪> route-server-client

no neighbor <BGPⱧ▪> route-server-client

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

address-family ipv4 ⁸address family-ipv6♪כ⸗ <⁸♪כ⸗  

no neighbor <BGP

⁸a♪כ⸗ d d r
IPv4 ─328



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP─
8.2.18 neighbor send-community
IPv4 ─329





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8











◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP─
IPv6 ─









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗
IPv6 ─340





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP─
ₒ ₓ

BGP
IPv6 ─342













◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP─
ₒ ₓ♪כ⸗

address-family ipv4 ⁸address-family ipv6♪כ⸗ ⁸address-family ipv4 VRF♪כ⸗ ⁸♪כ⸗

address-family ipv6 VRF ♪כ⸗

ₒ ₓ

╩ ∆╢ ⌐⁸AS-PATH ⅛╠ⱪꜝ▬ⱬכ♩
IPv6 ─348





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP─
8.3.18 neighbor route-server-client 

ₒ ₓ

BGPⱧ▪╩ꜟכ◘♩כⱣ◒ꜝ▬▪fi♩≤∆╢

ₒ ₓ

neighbor <BGPⱧ▪> route-server-client

no neighbor <BGPⱧ▪> route-server-client

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

address-family ipv4 ⁸address family-ipv6♪כ⸗ ⁸address-family ipv4 VRF♪כ⸗ ⁸♪כ⸗

address-family ipv6 VRF ♪כ⸗

ₒ ₓ

BGP
IPv6 ─350



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗
IPv6 ─351







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP─
8.3.23 no bgp lookup default-information

ₒ ₓ
IPv6 ─354











9 ⁷route-map─

↓─ ↓



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 9 ⁷route-map─
route-map─



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 9 ⁷route-map─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

route-maproute-map
route-map─361

route-map



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 9 ⁷route-map─
ₒ ₓ
route-map─362





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 9 ⁷route-map─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

route-map ♪כ⸗

ₒ ₓ

▪◒☿☻ꜞ☻♩╕√│ⱪ꜠ⱨ▫♇◒☻ꜞ☻♩⌐ⱴ♇♅↕∑╢ ⌐ ⇔╕∆⁹

ⱪ꜡♩◖ꜟ RIP⁸OSPF⁸BGP

ₒ ₓ

▪◒☿☻ꜞ☻♩⌐ⱴ♇♅↕∑╕∆ ▪◒☿☻ꜞ☻♩ 20 ⁹

ₒ ₓ

▪◒☿☻ꜞ☻♩╕√│ⱪ꜠ⱨ▫♇◒☻ꜞ☻♩⌐ⱴ♇♅↕∑╕∑╪⁹

9.1.7 match ip next-hop

ₒ ₓ

▪◒☿☻ꜞ☻♩⁸ⱪ꜠ⱨ▫♇◒☻ꜞ☻♩⌐ⱴ♇♅↕∑╢

ₒ ₓ

match ip next-hop {<▪◒☿☻ꜞ☻♩ > | prefix-list <ⱪ꜠ⱨ▫♇◒☻ꜞ☻♩ >}

no match ipefix-list <�”�¡��«�Ü�«�º$��•
route-map─364















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 9 ⁷route-map─
route-map─371









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 9 ⁷route-map─
ₒ ₓ

LOCAL-PREF ╩ ⇔╕∆ LOCAL-PREF 95 ⁹

ₒ ₓ

LOCAL-PREF ╩ ⇔╕∑╪⁹

9.1.22 set metric

ₒ ₓ
route-map─375













▪◒☿☻ꜞ☻♅

10 ⁷▪◒☿☻ꜞ☻♩─

↓─ ≢│⁸▪◒☿☻ꜞ☻♩─ ⌐ ∆╢◖ⱴfi♪⌐≈™≡ ♪ὅ∆ö



































◖ⱴfi♪ꜞⱨ□꜠fi☻ - 10 ⁷▪◒☿☻ꜞ☻♩─
▪◒☿☻ꜞ☻♩ ⱪ─398כꜟ◓☻☿◒▪



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 10 ⁷▪◒☿☻ꜞ☻♩─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

♪כ⸗

ₒ ₓ

TCP─ ₓ�ö�@��…�b1��Â���b1��Â��
▪◒☿☻ꜞ☻♩ ⱪ─399כꜟ◓☻☿◒▪



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 10 ⁷▪◒☿☻ꜞ☻♩─
▪◒☿☻ꜞ☻♩ ─ⱪכꜟ◓☻☿◒▪



















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 11 ⁷IPv4─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

♪כ⸗

ₒ ₓ

ARP ⌐ ↕∑╢Ɽ◔♇♩ ╩ ⇔╕∆⁹

ₒ ₓ

ARP ⌐ ↕∑╢Ɽ◔♇♩ ╩ ⇔╕∆ 1024⁸1◄fi♩ꜞ 16 ⁹

ₒ ₓ
ARP◐ꜗ♇◦ꜙ─409



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 11 ⁷IPv4─
ₒ ₓ

ARP ╖─Ⱡ▬Ᵽכ⌐ ⇔⁸ⱳכꜞfi◓╩ ℮↓≤⅜№╡╕∆⁹

11.1.4 ip arp pre-solution disable

ₒ ₓ

⌐▬▼►♩כ◕ ∆╢ARPꜞ◒◄☻♩─ ─

ₒ ₓ

ip arp pre-solution disable

no ip arp pre-solution disable

ₒ ₓ♪כ⸗

♪כ⸗

ₒ ₓ

│⁸ ⌐▬▼►♩כ◕⌐ ⇔ARPꜞ◒◄☻♩╩ ∆╢↓≤⅜№╡╕∆⅜⁸∕─ ╩

⇔╕∆⁹

ₒ ₓ

⌐▬▼►♩כ◕ ∆╢ARPꜞ◒◄☻♩─ ╩ ⇔╕∆⁹

ₒ ₓ

⌐▬▼►♩כ◕⌐ ⇔ARP
ARP◐ꜗ♇◦ꜙ─410



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 11 ⁷IPv4─

≢ ↔
ARP◐ꜗ♇◦ꜙ─411

















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 11 ⁷IPv4─

♩ꜝ♇◒>] [<
11.6 IPv4☻♃♥▫♇◒ꜟכ♩─

11.6.1 ip route

ₒ ₓ

☻♃♥▫♇◒ ─

ₒ ₓ

ip route <Ⱡ♇♩꞉כ◒▪♪꜠☻> <Ⱡ♇♩ⱴ☻◒> <Next-hop>  [event-track <♩ꜝ♇◒  >] [<♦▫☻♃fi
☻ >]

no ip route <Ⱡ♇♩꞉כ◒▪♪꜠☻> <Ⱡ♇♩ⱴ☻◒> <Next-hop>  [event-track <♩ꜝ♇◒  >] [<♦▫☻♃
fi☻ >]

ip route <Ⱡ♇♩꞉כ◒▪♪꜠☻> <Ⱡ♇♩ⱴ☻◒> <▬fi♃ⱨ▼כ☻ > <▬fi♃ⱨ▼כ☻ >  [event-
<08bf0.<
IPv4☻♃♥▫♇◒ꜟ419─♩כ























◖ⱴfi♪ꜞⱨ□꜠fi☻ - 11 ⁷IPv4─
DHCPv4◒ꜝ▬▪fi♩ Ᵽכ◘ fi♩430▼☺כ◄כ꜠ꜞ

















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 11 ⁷IPv4─
DHCPv4◒ꜝ▬▪fi♩ Ᵽכ◘ ♩fi▼☺כ◄כ꜠ꜞ



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 11 ⁷IPv4─
DHCPv4◒ꜝ▬▪fi♩ Ᵽכ◘ fi♩439▼☺כ◄כ꜠ꜞ





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12 ⁷IPv6─
12.1 DNS─
DNS─441



















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12 ⁷IPv6─
autoconfig─ ╩ ℮↓≤≢⁸▬fi♃ⱨ▼כ☻≢Stateless Address Autoconfiguration╩ ⇔⁸IPv6▪♪
꜠☻╩ ⇔╕∆⁹ ╩ ℮ │⁸ipv6 nd receive-ra◖ⱴfi♪─ ⅜ ≢∆⁹

ₒ ₓ

▬fi♃ⱨ▼כ☻ ─ ─▪♪꜠☻ ╛⁸ ⌂╢ ─Port-channel, Loopback, Tunnel, Management
▬fi♃ⱨ▼כ☻ ≢⁸ ◘ⱩⱠ♇♩╙⇔ↄ│◘ⱩⱠ♇♩⅜ ≤⌂╢╟℮⌂ IPv6▪♪꜠☻≤Ⱡ♇
♩ⱴ☻◒─ │≢⅝╕∑╪⁹

DHCP ⌂≥≢ ⌐▪♪꜠☻╩ ⇔≡™╢ ⌐⁸ ▪♪꜠☻≤ⱪ꜠ⱨ▫♇◒☻⅜ ∆╢▪♪

꜠☻╩ ∆╢≤⁸ ה ─▬fi♃ⱨ▼כ☻≢ ⇔ↄ ⇔╕∑╪⁹ⱪ꜠ⱨ▫♇◒☻⅜ ∆╢

▪♪꜠☻╩ ∆╢ │⁸™∫√╪◖fiⱨ▫◓⅛╠ ∆╢▬fi♃ⱨ▼כ☻╩ ⇔≡ refresh⇔≡ↄ∞
↕™⁹∕─№≤≢ ╘≡▪♪꜠☻╩ ∆╢ ⅜№╡╕∆⁹

ₒ ₓ

▬fi♃ⱨ▼כ☻≢ IPv6 ╩ ⌐⇔╕∆ IPv6▪♪꜠☻ fe80::1⁸ꜞfi◒꜡כ◌ꜟ▪♪꜠☻ ⁹

ₒ ₓ

IPv6 ╩ ℮↓≤⅜≢⅝╕∑╪⁹

12.6.2 ipv6 address dhcp

ₒ ₓ

DHCPv6◒ꜝ▬▪fi♩ ≢ ⇔√ⱪ꜠ⱨ▫♇◒☻╩ ∆╢ IPv6▪♪꜠☻─▬fi♃ⱨ▼כ☻─

ₒ ₓ

ipv6 address dhcp <DHCP◒ꜝ▬▪fi♩▬fi♃ⱨ▼כ☻ > <DHCP◒ꜝ▬▪fi♩▬fi♃ⱨ▼כ☻ > <▬
fi♃ⱨ▼כ☻ ID>/<ⱪ꜠ⱨ▫♇◒☻ >
IPv6▬fi♃ⱨ▼450─☻꜠♪▪☻כ



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12 ⁷IPv6─
IPv6





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12 ⁷IPv6─
ₒ ₓ

DHCPv6◒ꜝ▬▪fi♩ ╩ ⌐⇔╕∆ ▬fi♃ⱨ▼כ☻ port-channel 1 ⁹

ₒ ₓ

DHCPv6◒ꜝ▬▪fi♩ Ᵽכ◘ ♩fi▼☺כ◄כ꜠ꜞ ⅜ ≤⌂╡╕∆⁹

12.7.2 ipv6 dhcp client-profile

ₒ ₓ

DHCPv6
DHCPv6◒ꜝ▬▪fi♩ Ᵽכ◘ fi♩453▼☺כ◄כ꜠ꜞ













◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12 ⁷IPv6─
DHCPv6◒ꜝ▬▪fi♩ Ᵽכ◘ fi♩459▼☺כ◄כ꜠ꜞ





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12IPv612



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12 ⁷IPv6─
ₒ ₓ♪כ⸗

ipv6 dhcp serverⱪ꜡ⱨ□▬ꜟ ♪כ⸗

ₒ ₓ

DHCP○ⱪ◦ꜛfi Ᵽכ◘:(2) ID≢ ∆╢ ID ╩ ⇔╕∆⁹

ₒ ₓ

DHCP○ⱪ◦ꜛfi Ᵽכ◘:(2) ID≢ ∆╢ ID ╩ ⇔╕∆ DUID 12345678901234567890 ⁹

ₒ ₓ

DHCP○ⱪ◦ꜛfi Ᵽכ◘:(2) ID⌐MAC▪♪꜠☻╩ ⇔╕∆⁹

12.7.14 option

ₒ ₓ

─DHCP○ⱪ◦ꜛfi╩ ∆╢

ₒ ₓ

option <DHCP○ⱪ◦ꜛfi > hex <DHCP○ⱪ◦ꜛfi >

no option <DHCP○ⱪ◦ꜛfi > [hex <DHCP○ⱪ◦ꜛfi >]

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

ipv6 dhcp serverⱪ꜡ⱨ□▬ꜟ ♪כ⸗

ₒ ₓ

DHCP○ⱪ◦ꜛfi ≤○ⱪ◦ꜛfi ╩ ∆╢↓≤⌐╟╡⁸ ─DHCP○ⱪ◦ꜛfi╩ ∆╢↓≤

⅜≢⅝╕∆⁹

DHCP○ⱪ◦ꜛfi ⁸DHCP○ⱪ◦ꜛfi╣↕♩כ♁≢ ⅜ ↕™◄fi♩ꜞ⅛╠4 ╕≢⅜ ≤

⌂╡╕∆⁹

ₒ ₓ

─DHCP○ⱪ◦ꜛfi╩ ∆╢ ╩⇔╕∆ DHCP○ⱪ◦ꜛfi 100⁸DHCP○ⱪ◦ꜛfi
DHCPv6◒ꜝ▬▪fi♩ Ᵽכ◘ fi♩462▼☺כ◄כ꜠ꜞ













◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12 ⁷IPv6─
DHCPv6◒ꜝ▬▪fi♩ Ᵽכ◘ ♩fi▼☺כ◄כ꜠ꜞ















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12 ⁷IPv6─
ₒⱤꜝⱷ♃ₓ
IPv6 Neighbor Discovery Protocol475





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12 ⁷IPv6─
ₒ ₓ

─ ≢ ⇔╕∆⁹

Valid Lifetime: 2592000 30

Preferred Lifetime: 604800 7

onlink: №╡

autoconfig: №╡

12.9.11 ipv6 nd pre-solution disable

ₒ ₓ

⌐▬▼►♩כ◕ ∆╢Neighbor Solicitation─ ─

ₒ ₓ

ipv6 nd pre-solution disable

no ipv6 nd pre-solution disable

ₒ ₓ♪כ⸗

♪כ⸗

ₒ ₓ

│⁸3
IPv6 Neighbor Discovery Protocol477







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12 ⁷IPv6─
ₒ ₓ

ipv6 nd reachable-time <Reachable Time >

no ipv6 nd reachable-time [<Reachable Time >]

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

management▬fi♃ⱨ▼כ☻ ☻כ▼⁸port-channel▬fi♃ⱨ♪כ⸗ ♪כ⸗

ₒ ₓ

♩כ⸗ꜞ IPv6ⱡכ♪⌐ ⇔≡⌂╪╠⅛─ ▬ⱬfi♩⅜ ⇔√№≤⌐⁸∕─ⱡכ♪╩ ≤╖

⌂∆ Ⱶꜞ ╩ ⇔╕∆⁹0╩ ⇔√ ⌐│⁸ ⌐╟∫≡ ⇔⌂™

unspecified ↓≤╩ ⇔╕∆⁹

ₒ ₓ

ⱡכ♪╩ ≤╖⌂∆ Ⱶꜞ ╩ ⇔╕∆ Reachable Time 1700000Ⱶꜞ ⁹

ₒ ₓ

─ ≢ ⇔╕∆⁹

RA: 0Ⱶꜞ
IPv6 Neighbor Discovery Protocol480













◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12 ⁷IPv6─

≢

↕
╣
≡
℅

╩

≈

≤
╩

⇔
⁸

IPv6 Neighbor Discovery Protocol





13 ⁷NAT─

↓─ ≢│⁸NAT─ ⌐ ∆╢◖ⱴfi♪⌐≈™≡ ⇔╕∆⁹

13.1 NAT─  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 489



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 13 ⁷NAT





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 13 ⁷NAT─
ₒ ₓ♪כ⸗

port-channel 
NAT─491













◖ⱴfi♪ꜞⱨ□꜠fi☻ - 13 ⁷NAT─
ₒ ₓ

≤ ─▪♪꜠☻╩Ⱡ♇♩꞉כ◒▪♪꜠☻ ≢⁸ ▪♪꜠☻╩NAT ∆╢ ꜟכꜟ─

╩ ⇔╕∆ ▪♪꜠☻
NAT─497





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 13 ⁷NAT─
▪♪꜠☻│ ─╟℮⌐NAT ↕╣╕∆⁹

172.16.0.0   ќ 192.168.100.0

172.16.0.1   ќ 192.168.100.1

     ⁷  ⁷⁷⁷      

172.16.0.255 ќ
NAT─499



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 13 ⁷NAT─
ₒ ₓ
NAT─500





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 13 ⁷NAT─
13.1.14 ip nat acl permit
NAT─502







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 13 ⁷NAT─
13.1.18 ip nat translation udp-timeout

ₒ ₓ

UDP┬
NAT─505



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 13 ⁷NAT─

� 	 �
NAT─

	



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 13 ⁷NAT─
ₒ ₓ

∆═≡─ⱳכ♩ ╩
NAT─507





14 ⁷EtherIP─

↓─ ≢│⁸EtherIP─ ⌐ ∆╢◖ⱴfi♪⌐≈™≡ ⇔╕∆⁹

14.1 EtherIP─  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 510



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 14 ⁷EtherIP─
14.1 EtherIP
EtherIP─510







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 14 ⁷EtherIP─
14.1.5 tunnel protection
EtherIP─513





15 ⁷IPinIP─

↓─ ≢│⁸IPinIP─ ⌐ ∆╢◖ⱴfi♪⌐≈™≡ ⇔╕∆⁹

15.1 IPinIP─ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 516





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 15 ⁷IPinIP─

p i n i p  t u n n e l
ₒ ₓ♪כ⸗

ipinip tunnelⱪ꜡ⱨ□▬ꜟ ♪כ⸗

i

IPinIP─517







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 15 ⁷IPinIP─
ₒ ₓ

MTU ╩ ⇔╕∆ MTU 1460bytes ⁹

ₒ ₓ

MTU │1500bytes≢ ⇔╕∆⁹

15.1.7 set ip df-bit

ₒ ₓ

Outer IPv4Ɽ◔♇♩ ─Don't fragmentⱦ♇♩─

ₒ ₓ

set ip df-bit {0 | 1}

no set ip df-bit [0 | 1]

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

ipinip tunnelⱪ꜡ⱨ□▬ꜟ ♪כ⸗

ₒ ₓ

Outer IPv4Ɽ◔♇♩ ─Don't fragmentⱦ♇♩╩ ⇔╕∆⁹

ₒ ₓ

Outer IPv4Ɽ◔♇♩ ─Don't fragmentⱦ♇♩╩ ⇔╕∆ (1)⁹

ₒ ₓ

ⱨꜝ◓ⱷfi♩ (0)≢ ⇔╕∆⁹

#configure terminal

(config)#ipinip tunnel-profile ipinip-profile-A

(config-ipinip-profile)#set mtu 1460

Ɽꜝⱷ♃
IPinIP─520



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 15 ⁷IPinIP─
15.1.8 ipinip propagate-ttl
IPinIP─521





16 ⁷BFD─

↓─ ≢│⁸BFD─ ⌐ ∆╢◖ⱴfi♪⌐≈™≡ ⇔╕∆⁹

16.1 BFD─







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 16 ⁷BFD─
BFD─526



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 16 ⁷BFD─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗
BFD─527







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 16 ⁷BFD─
16.1.8 min_rx

ₒ ₓ
BFD─530









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 16 ⁷





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 16 ⁷BFD─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗
BFD─536











◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

♪כ⸗ IKEv1/IKEv2≢

ₒ ₓ

ISAKMPⱤ◔♇♩─ IPv6Ⱬ♇♄─♩ꜝⱨ▫♇◒◒ꜝ☻ ╩ ⇔╕∆⁹

ₒ ₓ

ISAKMPⱤ◔♇♩─♩ꜝⱨ▫♇◒◒ꜝ☻ ╩ ⇔╕∆ TOSⱨ▫כꜟ♪ 32 ⁹

ₒ ₓ

ISAKMPⱤ◔♇♩─♩ꜝⱨ▫♇◒◒ꜝ☻ │0≢ ⇔╕∆⁹

17.1.6 crypto ipsec udp-encapsulation-force

ₒ ₓ

IKEⱠ◗◦◄כ◦ꜛfi─ ≤UDP◌ⱪ☿ꜟ

ₒ ₓ
ISAKMP-SA/IKE SA─541





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
17.1.8 dont-route
ISAKMP-SA/IKE SA─543



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
ₒ ₓ

ISAKMP-SA/IKE SA─ ▪ꜟ◗ꜞ☼ⱶ╩ ⇔╕∆⁹ ─ ▪ꜟ◗ꜞ☼ⱶ⌐│⁸
ISAKMP-SA/IKE SA─544







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
17.1.13 lifetime
ISAKMP-SA/IKE SA─547







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
17.1.16 initiate-mode
ISAKMP-SA/IKE SA─550



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
ₒ ₓ♪כ⸗

ISAKMP
ISAKMP-SA/IKE SA─551





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─

ISAKMP-SAIPSEC-SA⌐
ₒ ₓ♪כ⸗

ISAKMPⱳꜞ◦כ ♪כ⸗ IKEv1≢─╖

ₒ ₓ

DPDⱤ◔♇♩─ ╛ ISAKMP-SA─♁ⱨ♩ꜝ▬ⱨ♃▬ⱶ ─ ≢ ISAKMP-SA╩ ∆╢ ⌐⁸

IPSEC-SA╙ ⌐ IPSEC-SA⅜ ∆╢ ∆╢ ⌐ ⇔╕∆⁹

ₒ ₓ

ISAKMP-SA╩ ∆╢ ⌐⁸IPSEC-SA╙ ⌐ ⇔╕∆⁹

ₒ ₓ

─ ◖ⱴfi♪≤⇔≡ ─ ⅜№╣┌⁸∕╣⌐ ™╕∆⁹

• crypto isakmp rekey continuous-channel

⅜≥ ⁸⌐ ⁸™╕≈ ⁹
ISAKMP-SA/IKE SA─553





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
ₒ ₓ

ISAKMP-SA/IKE SA─ ⅛╠≥╣ↄ╠™ ⌐⁸ ⇔™SA╩ ∆╢⅛╩ ⇔╕∆⁹

IPSEC-SA/CHILD SA⅜⌂™ │⁸ ⌐ ⇔™SA╩ ⇔╕∑╪⁹╕√⁸
ISAKMP-SA/IKE SA─555





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
17.2 IPSEC-SA/CHILD SA─

17.2.1 crypto ipsec policy

ₒ ₓ

IPSECⱳꜞ◦כ─◄fi♩ꜞ─

ₒ ₓ

crypto ipsec policy <IPSECⱳꜞ◦כ >

no crypto ipsec policy <IPSECⱳꜞ◦כ >
IPSEC-SA/CHILD SA─557



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
ₒⱤꜝⱷ♃ₓ
IPSEC-SA/CHILD SA─558





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─











◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
17.2.10 set esn
IPSEC-SA/CHILD SA─565



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
17.4 ISAKMP
ISAKMPⱪ꜡ⱨ□▬ꜟ─570





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
ₒ ₓ
ISAKMPⱪ꜡ⱨ□▬ꜟ─572





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
17.4.7 keyring
ISAKMPⱪ꜡ⱨ□▬ꜟ─574











◖ⱴfi♪ꜞⱨ□꜠fi☻





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─

VPN Ⱨ▪─ IP
ₒ ₓ

VPNⱧ▪─ IP▪♪꜠☻⁸╕√│♪ⱷ▬fi ╩ ⇔╕∆⁹

♩◒Ⱡ◖♃כ♦ ≢ IPsec ╩ ℮ │ sip profile
ISAKMPⱪ꜡ⱨ□▬ꜟ─581











◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
PPPoEⱪ꜡ⱨ□▬ꜟ │pppoe profile◖ⱴfi♪≢ ⇔√ ╩ ⇔╕∆⁹

ₒ ₓ

tunnel▬fi♃ⱨ▼כ☻ ♪כ⸗ ≢♩fiⱠꜟ⸗כ♪╩ ⇔√ ⁸ ─♩fiⱠꜟ⸗כ♪≢

⇔ↄ ⅜≢⅝╕∑╪⁹

tunnel▬fi♃ⱨ▼כ☻ ♪כ⸗ ≢♩fiⱠꜟ⸗כ♪╩ ∆╢⌐│⁸ ◖fiⱨ▫◓⅛╠ tunnel▬
fi♃ⱨ▼כ☻ ╩♪כ⸗ ⇔≡ꜞⱨ꜠♇◦ꜙ⇔√ ⁸ ⇔√™♩fiⱠꜟ⸗כ♪≢ ⇔ ∆

⅜№╡╕∆⁹

ₒ ₓ

tunnel▬fi♃ⱨ▼כ☻≢ ⌐∆╢VPN☿꜠◒♃╩ ⇔╕∆ VPN☿꜠◒♃ selector-A ⁹

ₒ ₓ

tunnel▬fi♃ⱨ▼כ☻≢ IPsec⁸IPinIP ⁸PPPoE ─ ⅜ ⇔╕∑╪⁹

17.5.6 vrf

ₒ ₒₒ ₓ
VPN☿꜠◒♃─586



◖ⱴfi♪ꜞⱨ□꜠fi☻ -





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗
589─☻כⱬ♃כ♦







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
ₒ ₓ♪כ⸗

CLIENT-
592─☻כⱬ♃כ♦





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
17.7 ─
─594







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
─



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
ₒ ₓ♪כ⸗

ISAKMPⱪ꜡ⱨ□▬ꜟ ♪כ⸗ IKEv2≢─╖

ₒ ₓ

IKEv2⌐⅔™≡⁸EAP-MSCHAPv2 ╩ ⇔≡VPNⱧ▪╩ ∆╢ ⌐VPNⱧ▪⌐EAP ID╩ ⇔╕

∆⁹ │ ◙כꜚ⌐ ID≤⇔≡ IKE ID╩ ⇔╕∆⅜⁸↓─ ╩ ∫≡™╢ │VPNⱧ▪⅛╠
⇔√EAP ID╩ ⇔╕∆⁹

ₒ ₓ

VPNⱧ▪⌐EAP ID╩ ⇔╕∆⁹

ₒ ₓ

◙כꜚ⌐ ID≤⇔≡ IKE ID╩ ⇔╕∆⁹
─598













◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
17.9 ─
─604











◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
17.9.7 crl vrf

ₒ ₓ

CRL╩ ∆╢▬fi♃ⱨ▼כ☻─VRF ─
─609













◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
DPD─



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
17.11 ESP─

17.11.1 crypto ipsec selector-check

ₒ ₓ

∆═≡─SA≢☿꜠◒♃♅▼♇◒ ╩ ⌐∆╢

ₒ ₓ

crypto ipsec selector-check

no crypto ipsec selector-check

ₒ ₓ♪כ⸗

♪כ⸗ IKEv1/IKEv2≢

ₒ ₓ

∆═≡─SA≢☿꜠◒♃♅▼♇◒ ╩ ⌐∆╢ ⌐ ⇔╕∆⁹☿꜠◒♃♅▼♇◒ ≤│⁸

─ ▪♪꜠☻⁸╕√│ ▪♪꜠☻⅜SA─☿꜠◒♃ ≤ ⇔⌂™ ⌐⁸Ɽ◔♇♩╩

∆╢ ≢∆⁹

crypto ipsec policy ⌐ ⅜№╢ │⁸∕∟╠─ ╩ ⇔╕∆⁹refresh ⌐ √⌐ ⇔√SA
⌐ ⇔≡ ≤⌂╡╕∆⁹ ─SA⌐ ⇔≡│ ─ rekey ⌐ ≤⌂╡╕∆⁹

☿꜠◒♃♅▼♇◒│ show crypto ipsec sa ≢ ↕╣╢☿꜠◒♃─ ⅛╠4≈ ╕≢⇔⅛♅▼♇◒╩ ™╕

∑╪⁹5≈ ─☿꜠◒♃⌐ ∆╢Ɽ◔♇♩╩ ⇔≡╙ ↕╣╕∆⁹☿꜠◒♃⅜5≈ ⌐⌂╢

∆═≡◒♃♅▼♇◒ ╩ ⌐∆╢
ESP─616



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗
ESP─617



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
crypto ipsec policy ⌐ ⅜№╢ │⁸∕∟╠─ ╩ ⇔╕∆⁹refresh ⌐ √⌐ ⇔√SA
⌐ ⇔≡ ≤⌂╡╕∆⁹ ─SA⌐ ⇔≤
ESP─618









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
ₒ ₓ

IPsec♩fiⱠꜟ≤⇔≡ IPv4♩fiⱠꜟ╩ ∆╢ │⁸Outer ESPⱤ◔♇♩ ─ IPv4Ⱬ♇♄─DFⱦ♇♩
Don't Fragmentⱦ♇♩ ╩ ⇔╕∆ (0)⁹

ₒ ₓ

"copy"≢ ⇔╕∆⁹

17.11.10 set ip fragment

ₒ ₓ

Post-Fragment╩ ℮
ESP─623









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17

















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
SA ⁸⅔╟┘ IPsec MIB─











◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
ₒ ₓ

∆╢ IPSEC-SA/CHILD SA ╩ ⇔╕∆⁹

ₒ ₓ

∆╢ IPSEC-SA/CHILD SA ╩ ⇔╕∆ IPSEC-SA/CHILD SA 1200 ⁹

ₒ ₓ

⌂⇔≢ ⇔╕∆⁹

17.14.11 set ipsec-tunnel ipsec-in threshold

ₒ ₓ

IPSEC-SA/CHILD SA ⁸ IPSEC-SA/CHILD SA ─

ₒ ₓ
SA ⁸⅔╟┘ IPsec MIB─640















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
17.15.2 crypto ip dns-query auto-refresh

ₒ ₓ

◐ꜗ♇◦ꜙ╩ ∆╢ ⁸♩כ꜠─ ™ ╦∑ ─

ₒ ₓ

crypto ip dns-query auto-refresh max-initiate < ◒◄ꜞ > max-pending < ◒◄ꜞ >
IPsec─647



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─

╩

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

♪כ⸗ IKEv1/IKEv2≢

ₒ ₓ

set peer domain◖ⱴfi♪ DNS─ ≢⁸▬ ♇◦ꜙ╩ IKE♠ fiꜛ◦כ◄◦ ♠ ♇◦ꜙ
IPsec─648





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
17.15.6 crypto ip name-server
IPsec─650







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
ₒ ₓ
IPsec─653







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
≥─ ╙⌂™ │⁸⌡
IPsec─656

















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─

• SA17
IPsec─664





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
IPsec─









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

IPSECⱳꜞ◦כ ♪כ⸗ IKEv1/IKEv2≢

ₒ ₓ ┴ я
IPsec─670

IPPSEC 7.
(--27.
SA/CHILD SA2)]TJ
/TT1 1 Tf
9 0 0 9 469.24 5 6.9603 Tm06 Tc
0 Tw[<08624v2



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
17.16 ꜡◓─
꜡◓─671



◖ⱴfi♪ꜞⱨ□꜠fi☻ -



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
IPsec HA─673







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
IPsec HA─676



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ⁷IPsec─
IPsec Hc



18 ─♩◒Ⱡ◖♃כ♦⁷

↓─ ─♩◒Ⱡ◖♃כ♦⁸│≢ ⌐ ∆╢◖ⱴfi♪⌐ ♣ ⅜









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 18 ─♩◒Ⱡ◖♃כ♦⁷
no ngn sip agent <◄fi♩ꜞ
SIP─682















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 18 ─♩◒Ⱡ◖♃כ♦⁷
SIP─



















19



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 19 ┘╟⅔♩◒Ⱡ◖♃כ♦⁷ IPsec≢ ™╢ RADIUS◘כⱣ─
IPsec≢ ™╢ RADIUS◘כⱣ─699



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 19 ┘╟⅔♩◒Ⱡ◖♃כ♦⁷ IPsec≢ ™╢ RADIUS◘כⱣ─
IPsec≢ ™╢ RADIUS





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 19



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 19 ┘╟⅔♩◒Ⱡ◖♃כ♦⁷ IPsec≢ ™╢ RADIUS◘כⱣ─
IPsec≢ ™╢ RADIUS



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 19 ┘╟⅔♩◒Ⱡ◖♃כ♦⁷ IPsec≢ ™╢ RADIUS◘כⱣ─
IPsec≢ ™╢ RADIUS◘כⱣ─







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 19 ┘╟⅔♩◒Ⱡ◖♃כ♦⁷ IPsec≢ ™╢ RADIUS◘כⱣ─
IPsec≢ ™╢ RADIUS









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 19 ┘╟⅔♩◒Ⱡ◖♃כ♦⁷ IPsec≢ ™╢ RADIUS◘כⱣ─
ₒ ₓ♪כ⸗

SIP RADIUS ⱪ꜡ⱨ□▬ꜟ ♪כ⸗

ₒ ₓ

♩◒Ⱡ◖♃כ♦ ≢RADIUS⌐╟╢ ╩ ℮ ⌐Ᵽכ◘⁸ ╩♪כⱤ☻꞉◙כꜚ╢∆

⇔╕∆⁹

"secret"╩ ⇔√ │⁸∆═≡─F2500⌐ ─ ╩ ∫≡ ⇔⁸"private"╩ ⇔√

│⁸ ─ ╩ ∫≡ ⇔╕∆⁹encrypted○ⱪ◦ꜛfi╩ ↑√ │⁸ ↕╣√

╩ ↕╣√ ≤ ⇔◖fiⱨ▫◓⌐ ⇔╕∆⁹

show running.e9S
≢♩◒Ⱡ◖♃כ♦ ™╢ RADIUS◘כⱣ─711

₉ ♦xכ♃◖Ⱡ◒♩ ≢RADIUS ⇔╕∂ Ɽ☻꞉כ♅w ԁ͆כ ⁹













◖ⱴfi♪ꜞⱨ□꜠fi☻ - 19 ┘╟⅔♩◒Ⱡ◖♃כ♦⁷ IPsec≢ ™╢ RADIUS◘כⱣ─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

CLIENT-RADIUS◘כⱣ ♪כ⸗ IKEv1/IKEv2/♦כ♃◖Ⱡ◒♩≢

ₒ ₓ

(Xauth/EAP)╩ ℮RADIUS◘כⱣ╩ ⇔╕∆⁹ │⁸ ⁹∆╕╣↕♩כ♁⌐

ₒ ₓ

(Xauth/EAP)╩ ℮RADIUS◘כⱣ╩ ⇔╕∆ RADIUS◘כⱣ 192.0.2.1⁸ כ◐

secret ⁹

ₒ ₓ

RADIUS⌐╟╢ IPsec/♦כ♃◖Ⱡ◒♩─ ╩ ™╕∑╪⁹

19.3.6 source-address

ₒ ₓ

RADIUS◘כⱣ┼─
≢ ™╢ RADIUS◘כⱣ─717





20 ⁷⸗♦ⱶ ─

↓─ ≢│⁸⸗♦ⱶ ─ ⌐ ∆╢◖ⱴfi♪⌐≈™≡ ⇔╕∆⁹

20.1 ⸗♦ⱶ ─ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 720



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 20 ⁷⸗♦ⱶ ─
⸗♦ⱶ ─





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 20 ⁷⸗♦ⱶ ─
ₒ ₓ♪כ⸗

⸗♦ⱶⱪ꜡ⱨ□▬ꜟ ♪כ⸗

ₒ ₓ

▪◒☿☻ⱳ▬fi♩─ ╩ ⇔╕∆⁹

ₒ ₓ
⸗♦ⱶ ─722

∆ ▪◒☿☻ⱳ▬fi♩─ ╩ ⇔╕⅔



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 20 ⁷⸗♦ⱶ ─
ₒ ₓ

PPP─ ⌐ ◙כꜚ╢∆
⸗♦ⱶ ─723



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 20 ⁷⸗♦ⱶ ─
ₒ ₓ

─♪כ⸗ ╩⇔╕∆ ♪כ⸗ ⁸
⸗♦ⱶ ─724













































◖ⱴfi♪ꜞⱨ□꜠fi☻ - 22 ⁷L2TPv3─
no l2tpv3 retransmit retries [<
L2TPv3─746







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 22 ⁷L2TPv3─
L2TPv3─



















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 22 ⁷L2TPv3─
ₒ ₓ♪כ⸗
L2TPv3─758







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 22 ⁷L2TPv3─

L2TPv3 ⱪ꜡ⱨ□▬╩
22.1.29 set profile

ₒ ₓ

L2TPv3ⱪ꜡ⱨ□▬ꜟ─

ₒ ₓ

set profile <ⱪ꜡ⱨ□▬ꜟ >

no set profile [<ⱪ꜡ⱨ□▬ꜟ >]

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

L2TPv3 Pseudowire ♪כ⸗
L2TPv3─761



23 ⁷bridge─

↓─ ≢│⁸bridge─ ⌐ ∆╢◖ⱴfi♪⌐≈™≡ ⇔╕∆⁹

23.1 bridge─  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 763







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 23 ⁷bridge─
23.1.4 bridge transparent eap

ₒ ₓ

⇔√▬fi♃ⱨ▼כ☻ Ⱪꜞ♇☺≢ ⇔√EAPOLⱨ꜠כⱶ╩L2 ∆╢

ₒ ₓ

bridge transparent eap

no bridge transparent eap

ₒ ₓ♪כ⸗

bridge ♪כ⸗

ₒ ₓ
bridge─765





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 23 ⁷bridge─
23.1.7 bridge transparent other
bridge─767









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 24 ⁷QoS/CoS─
QoS/CoS ⌐≈™≡

• IPsec ≤QoS ╩ ∆╢ ─

⌐QoS ╩ ⇔√ ⁸ Ɽ◔♇♩⅜◦כ◔fi☻ ≢│⌂ↄQoS─ ≢

↕╣╢√╘⁸ ☻fi◔כ◦≢ ⌐╟╢ꜞⱪ꜠▬ ▪fi♅ꜞⱪ꜠▬ ⅜

↕╣≡™╢≤⁸ ─ ™Ɽ◔♇♩⅜ꜞⱪ꜠▬ ≤ ↕╣≡ ↕╣╢ ⅜№╡╕∆⁹

≤QoS ╩ ∆╢ ⌐│⁸ ☻fi◔כ◦≢ ⌐╟╢▪fi♅ꜞⱪ꜠▬ ╩ ⌐

⇔≡ↄ∞↕™⁹
771



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 24 ⁷QoS/CoS─
24.1 classifier
classifier─772







◖ⱴfi♪ꜞⱨ□꜠fi☻ -



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 24 ⁷QoS/CoS─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗
classifier─776





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 24 ⁷QoS/CoS─
ₒ ₓ

IPⱤ◔♇♩≢⁸⅛≈⁸IPⱫ♇♄ ─ToSⱣ▬♩⅜ ToS
classifier─778



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 24 ⁷QoS/CoS─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

class-map ♪כ⸗

ₒ ₓ

QoS/CoS ╩ ↕∑╢ IPv6Ɽ◔♇♩─ ╩ ⇔√▪◒☿☻ꜞ☻♩╩ ⇔╕∆⁹

ₒ ₓ

QoS/CoS ╩ ↕∑╢ IPv6Ɽ◔♇♩─ ╩ ⇔√▪◒☿☻ꜞ☻♩╩ ⇔╕∆ ▪◒☿☻ꜞ☻

♩ 4000 ⁹

ₒ ₓ

▪◒☿☻ꜞ☻♩╩ ⇔╕∑╪⁹

24.1.12 match mac access-group

ₒ ₓ

L2 Ɽ◔♇♩⌐ ⇔≡⁸ ⇔√▪◒☿☻ꜞ☻♩⌐╟∫≡ⱴ♇♅∆╢ ─ ─

ₒ ₓ

match mac access-group <▪◒☿☻ꜞ☻♩ >

no match mac access-group <▪◒☿☻ꜞ☻♩ >

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

class-map ♪כ⸗

ₒ ₓ

L2 Ɽ◔♇♩⌐ ⇔≡⁸ ⇔√▪◒☿☻ꜞ☻♩⌐╟∫≡ⱴ♇♅∆╢ ╩ ⇔╕∆⁹

Ɽꜝⱷ♃

▪◒☿☻ꜞ☻♩ ▪◒☿☻ꜞ☻♩ ╩ ⇔╕∆⁹ ▪◒☿☻ꜞ☻♩

#configure terminal

(config)#class-map class-map-A

(config-cmap)#match ipv6 access-group 4-MƵꜝⱷ
classifier─779















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 24 ⁷QoS/CoS─
ₒ 
service-policy─786











◖ⱴfi♪ꜞⱨ□꜠fi☻ - 24 ⁷QoS/CoS─
24.2.12 set 802.1p priority

ₒ ₓ

IPⱤ◔♇♩─VLAN♃◓─ⱪꜝ▬○ꜞ♥▫ⱨ▫כꜟ♪╩ ⅝ ⅎ╢

ₒ ₓ

set 802.1p priority <ⱪꜝ▬○ꜞ♥▫ >

no set 802.1p priority [<ⱪꜝ▬○ꜞ♥▫ >]

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

policy-map-class ♪כ⸗

ₒ ₓ

IPⱤ◔♇♩─VLAN♃◓─ⱪꜝ▬○ꜞ♥▫ⱨ▫כꜟ♪─ ⅝ ⅎ╩ ℮ ⌐ ⇔╕∆⁹

ₒ ₓ

IPⱤ◔♇♩─VLAN♃◓─ⱪꜝ▬○ꜞ♥▫ⱨ▫כꜟ♪─ ⅝ ⅎ╩ ™╕∆ ⱪꜝ▬○ꜞ♥▫ 0 ⁹

ₒ ₓ

⅝ ⅎ╩ ™╕∑╪⁹

24.2.13 set ip dscp

ₒ ₓ

IPⱤ◔♇♩Ⱬ♇♄─ToSⱣ▬♩─ 6bit╩ ⅝ ⅎ╢

ₒ ₓ

set ip dscp <DSCP >

no set ip dscp [<DSCP >]

ₒⱤꜝⱷ♃ₓ

Ɽꜝⱷ♃

ⱪꜝ▬○ꜞ♥▫ VLAN♃◓ⱪꜝ▬○ꜞ♥▫─ ╩

⇔╕∆⁹

0 7
service-policy─791













◖ⱴfi♪ꜞⱨ□꜠fi☻ - 24 ⁷QoS/CoS─

ḅ"no"4♪כ⸗
24.3 Traffic Manager─

24.3.1 traffic-manager network

ₒ ₓ

traffic-manager-network ─┼♪כ⸗

ₒ ₓ

traffic-manager network
Traffic Manager─797

ₒ ⱴכ♪ₓ₆ ₓ





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 24 ⁷QoS/CoS─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

traffic-manager-network ♪כ⸗

ₒ ₓ

traffic-manager-network-portⱪ꜡ⱨ□▬ꜟ ⌐♪כ⸗ ⇔╕∆⁹◖ⱴfi♪─ ⌐ "no"╩ ∆╢↓

≤≢⁸ traffic-manager-network-portⱪ꜡ⱨ□▬ꜟ ─♪כ⸗ ⅜∆═≡
Traffic Manager─799



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 24 ⁷QoS/CoS─
Traffic Manager─











◖ⱴfi♪ꜞⱨ□꜠fi☻ - 24 ⁷QoS/CoS─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

traffic-manager-network ♪כ⸗

ₒ ₓ

♩ꜝⱨ▫♇◒⅜ ↕╣╢ⱳꜞ◘כ╩ ⇔╕∆⁹

ₒ ₓ

♩ꜝⱨ▫♇◒⅜ ↕╣╢ⱳꜞ◘כ╩ ⇔╕∆ reason:localhost
Traffic Manager─805

ₔ ₓ









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 24 ⁷QoS/CoS─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

traffic-manager-extended-portⱪ꜡ⱨ□▬ꜟ ♪כ⸗

ₒ ₓ

ⱳכ▼◦─≥↔♩כⱧfi◓꜠כ♩≤Ᵽכ☻♩◘▬☼╩ ⇔╕∆⁹

ₒ ₓ

╩☼▬◘♩☻כⱣ≥♩כ꜠◓Ⱨfiכ▼◦ ⇔╕∆ ♩כ꜠◓Ⱨfiכ▼◦ 1000kbps⁸Ᵽכ☻♩◘▬☼
1024byte ⁹

ₒ ₓ
Traffic Manager─809





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 24 ⁷QoS/CoS─
24.3.16 queue limit

ₒ ₓ

כꜙ◐ ╩Ɽ◔♇♩ ─

ₒ ₓ
Traffic Manager─811



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 24 ⁷QoS/CoS─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗
Traffic Manager─812







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 24 ⁷QoS/CoS─
24.4
─♩◒Ⱡ◖♃כ♦ QoS/CoS─815





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 24 ⁷QoS/CoS─
24.4.3 dataconnect-policy-map

ₒ ₓ

♩◒Ⱡ◖♃כ♦ policy-map ─┼♪כ⸗

ₒ ₓ

dataconnect-policy-map <♦כ♃◖Ⱡ◒♩ ⱳꜞ◦כⱴ♇ⱪ ID>

no dataconnect-policy-map <♦כ♃◖Ⱡ◒♩ ⱳꜞ◦כⱴ♇ⱪ ID>
─♩◒Ⱡ◖♃כ♦ QoS/CoS─817



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 24 ⁷QoS/CoS─
ₒ ₓ
─♩◒Ⱡ◖♃כ♦ QoS/CoS─818



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 24 ⁷QoS/CoS─







25 ⁷ⱳꜞ◦כꜟכ♥▫fi◓─



















◖ⱴfi♪ꜞⱨ□꜠fi☻ -



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 26 ⁷IDS─
ₒ ₓ♪כ⸗

gigaethernet▬fi♃ⱨ▼כ☻ ☻כ▼⁸gigaethernet◘Ⱪ▬fi♃ⱨ♪כ⸗ ⁸trunk-channel▬fi♪כ⸗
♃ⱨ▼כ☻ ☻כ▼⁸trunk-channel◘Ⱪ▬fi♃ⱨ♪כ⸗ ♪כ⸗

ₒ ₓ

IPv4Ɽ◔♇♩⌐ ⇔≡ IDS
IDS─832







27 ⁷VRRP─

↓─ ≢│⁸VRRP─ ⌐ ∆╢◖ⱴfi♪⌐≈™≡ ⇔╕∆⁹





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 27 ⁷VRRP─
ₒ ₓ

╩ⱪכꜟ◓◒♇ꜝ♩ ⇔╕∆⁹
VRRP─837



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 27 ⁷VRRP─
ₒ ₓ

track <♩ꜝ♇◒ > down-action shutdown [expire <expire >]

no track <♩ꜝ♇◒ > down-action shutdown [expire <expire >]

ₒⱤꜝⱷ♃ₓ

*1) gigaethernet◘Ⱪ▬fi♃ⱨ▼כ☻ ☻כ▼⁸trunk-channel◘Ⱪ▬fi♃ⱨ♪כ⸗ │≢♪כ⸗ ≢⅝╕∑╪⁹
VRRP─838





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 27 ⁷VRRP─
ₒ ₓ♪כ⸗

♪כ⸗
VRRP─840



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 27 ⁷VRRP─
VRRP







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 27 ⁷VRRP─
27.2 IPv4 VRRP─

27.2.1 ip vrrp advertise_delay_timer

ₒ ₓ

GARP─ ⁸advertise─ ╩ ∆╢╕≢─ ─

ₒ ₓ
IPv4 VRRP─844



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 27 ⁷VRRP─
27.2.2 ip vrrp initialize_delay_time

ₒ ₓ

▬fi♃ⱨ▼כ☻⅜UP⇔≡⅛╠Backup⌐ ∆╢╕≢─ ─

ₒ ₓ

ip vrrp initialize_delay_time < >

no ip vrrp initialize_delay_time [< >]

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

♪כ⸗

ₒ ₓ

VRRP─ ⅜ Initialize⅛╠Backup⌐ ∆╢ ⌐⅔™≡⁸▬fi♃ⱨ▼כ☻⅜UP⇔≡⅛╠Backup⌐
∆╢╕≢─ ╩ ⇔╕∆⁹
IPv4 VRRP─845









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 27 ⁷VRRP─
ₒ ₓ♪כ⸗

management▬fi♃ⱨ▼כ☻ ☻כ▼⁸port-channel▬fi♃ⱨ♪כ⸗ ♪כ⸗

ₒ ₓ

─ⱪכꜟ◓♃כꜟ IPv4▪♪꜠☻╩ ⇔╕∆⁹

│⁸ ⅜Masterꜟכ♃─ ≢№∫≡╙⁸ IPv4▪♪꜠☻≤│ ─ⱪכꜟ◓╩☻꜠♪▪℮

IPv4▪♪꜠☻≤⇔≡ ⇔╕∆⁹

VRRPꜟכ♃▪♪꜠☻⅜▬fi♃ⱨ▼כ☻─ IPv4▪♪꜠☻≤ ∂ ⁸owner≤⇔≡ ⇔╕∆⁹

ₒ ₓ

─ⱪכꜟ◓♃כꜟ IPv4▪♪꜠☻╩ ⇔╕∆ vr-id 1
IPv4 VRRP─849



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 27 ⁷VRRP─
ₒ ₓ

ADVERTISEMENTⱤ◔♇♩─ ╩ ⇔╕∆ vr-id 1⁸ 10 ⁹

ₒ ₓ

│1 ≢ ⇔╕∆⁹

27.2.9 vrrp delegated-interface

ₒ ₓ

interface-delegation⸗⁸≡™⅔⌐♪כ ▬fi♃ⱨ▼כ☻≤⇔≡ ↕∑╢

ₒ ₓ

vrrp <vr-id > delegated-interface

no vrrp <vr-id > delegated-interface

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

port-channel▬fi♃ⱨ▼כ☻ ♪כ⸗

ₒ ₓ

interface-delegation⸗⁸≡™⅔⌐♪כ ▬fi♃ⱨ▼כ☻≤⇔≡ ↕∑╢ ⌐ ⇔╕∆⁹

▬fi♃ⱨ▼⁸☻כ VRID─≥─port-channel▬fi♃ⱨ▼כ☻⌐╙ ⅜⌂™ │⁸port-
channel

ₒ ₓ
IPv4 VRRP─850

interface-delegation⸗⁸≡™⅔⌐♪כ ▬fi♃ⱨ▼כ☻≤⇔≡ ↕∑╢ ђ⇔╕∆



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 27 ⁷VRRP─
ₒ ₓ

vrrp <vr-id > preempt

no vrrp <vr-id > preempt

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

management▬fi♃ⱨ▼כ☻ ☻כ▼⁸port-channel▬fi♃ⱨ♪כ⸗ ♪כ⸗

ₒ ₓ

Preempt mode
IPv4 VRRP─851



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 27 ⁷VRRP─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗
IPv4 VRRP─852











◖ⱴfi♪ꜞⱨ□꜠fi☻ - 27 ⁷VRRP─
IPv6 VRRP─



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 27 ⁷VRRP─
27.3.6 ipv6 vrrp delegated-interface

ₒ ₓ

interface-delegation⸗⁸≡™⅔⌐♪כ ▬fi♃ⱨ▼כ☻≤⇔≡ ↕∑╢

ₒ ₓ

ipv6 vrrp <vr-id > delegated-interface

no ipv6 vrrp <vr-id > delegated-interface

ₒⱤꜝⱷ♃ₓ
IPv6 VRRP─858













28 ⁷survey─

↓─ ≢│⁸survey─ ⌐ ∆╢◖ⱴfi♪⌐≈™≡ ⇔╕∆⁹





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 28 ⁷survey─survey
28.1.2 ip route survey

ₒ ₓ

⌐╟╢ ╩ ⌐∆╢

ₒ ₓ

ip route <Ⱡ♇♩꞉כ◒►
survey─866









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 28 ⁷survey─
28.1.5 ipv6 route vrf survey

ₒ ₓ
survey─870

₃ ₓ











◖ⱴfi♪ꜞⱨ□꜠fi☻ - 28 ⁷survey─
28.1.9 neighbor surveillance down-action
survey─875



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 28 ⁷survey─
28.1.10 dont-route

ₒ ₓ
survey─876



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 28 ⁷survey─
ₒ ₓ♪כ⸗

survey-map ♪כ⸗

ₒ ₓ

⇔≡™╢ survey-map≢ ∆╢ ICMP◄◖כⱤ◔♇♩─ IPⱫ♇♄─TOSⱨ▫כꜟ♪ ╩ ⇔╕∆⁹

ₒ ₓ

⇔≡™╢ survey-map≢ ∆╢
survey─877











◖ⱴfi♪ꜞⱨ□꜠fi☻ - 28 ⁷survey─
ₒ ₓ♪כ⸗

survey-map
survey─882





29 ⁷SNMP─

↓─ ≢│⁸SNMP─ ⌐ ∆╢◖ⱴfi♪⌐≈™≡ ⇔╕∆⁹

29.1 SNMPv1⁸v2─ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 885
29.2 SNMPv3─ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 895













◖ⱴfi♪ꜞⱨ□꜠fi☻ - 29 ⁷SNMP─
29.1.7 snmp-server name
SNMPv1⁸v2─890



◖ⱴfi♪ꜞⱨ□꜠fi☻ -





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 29 ⁷SNMP─
SNMPv1⁸v2─893



� ¥ � Ð � å � » � Ü � Ç � “ � Þ � å � « - � S � B � � * O ) …29-









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 29 ⁷SNMP─
29.2.4 snmp-server user

ₒ ₓ

SNMPv3─USM─ꜚכ◙ ─ⱪכꜟ◓⁸

ₒ ₓ

snmp-server user <ꜚכ◙ ⱪכꜟ◓> < > v3 [auth {md5 | sha} < Ɽ☻꞉כ♪> [priv des <
SNMPv3─898





L O G �b0c�

30 ⁷SYSLOG─

↓─ ≢│⁸�G�6õS







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 30



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 30 ⁷SYSLOG─
SYSLOG
SYSLOG─904





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 30 ⁷SYSLOG─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

♪כ⸗

ₒ ₓ

◖fi♁כꜟ⌐ ∆╢꜡◓ ╩ⱨ▫ꜟ♃∆╢ ⌐⁸ⱨ□◦ꜞ♥▫ ╩ ⇔╕∆⁹ ↕╣√ⱨ□◦

ꜞ♥▫ ─꜡◓ ─╖ ⇔╕∆⁹ⱨ□◦ꜞ♥▫ ─ ⌐ "no"╩ ⇔√ ⌐│⁸∕─ⱨ□◦ꜞ

♥▫─꜡◓ ╩ ⇔╕∑╪⁹logging facility◖ⱴfi♪─ ╟╡╙ ↕╣╕∆⁹

ₒ ₓ

ⱨ□◦ꜞ♥▫ ╩ ⇔╕∆ (all)⁹

ₒ ₓ

logging facility◖ⱴfi♪─ ⌐ ™╕∆⁹

30.1.8 logging console level

ₒ ₓ

꜠ⱬꜟ ─

ₒ ₓ

logging console level {<꜠ⱬꜟ > | <꜠ⱬꜟ >}

no logging console level

Ɽꜝⱷ♃
SYSLOG─906







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 30 ⁷SYSLOG─
ₒ ₓ♪כ⸗

♪כ⸗

ₒ ₓ

꜡◓ ╩ⱨ▫ꜟ♃∆╢ ⌐⁸ⱨ□◦ꜞ♥▫ ╩ ⇔╕∆⁹ ↕╣√ⱨ□◦ꜞ♥▫ ─꜡◓

─╖ ⇔╕∆⁹ⱨ□◦ꜞ♥▫ ─ ⌐ "no"╩ ⇔√ ⌐│⁸∕─ⱨ□◦ꜞ♥▫─꜡◓ ╩

⇔╕∑╪⁹

ₒ ₓ

ⱨ□◦ꜞ♥▫ ╩ ⇔╕∆ ⱨ□◦ꜞ♥▫ all ⁹
SYSLOG─909







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 30 ⁷SYSLOG─
30.1.13 logging host
SYSLOG─912



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 30 ⁷SYSLOG─

host-queue length
30.1.14 logging 

ₒ ₓ
SYSLOG─9 1 3

ₒ ęⱴ˯ₓ

ₒ כ ₓ





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 30 ⁷SYSLOG─
SYSLOG─









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 30 ⁷SYSLOG─
ₒ ₓ♪כ⸗

♪כ⸗

ₒ ₓ

꜡◓ ╩ⱨ▫ꜟ♃∆╢ ─꜠ⱬꜟ ╕√│꜠ⱬꜟ ╩ ⇔╕∆⁹ ↕╣√꜠ⱬꜟ

─ │╟╡ ↕™ ─꜡◓ ─╖⁸ ⇔╕∆⁹

ₒ ₓ

꜠ⱬꜟ ╩ ⇔╕∆ ꜠ⱬꜟ 4 ⁹

ₒ ₓ

꜠ⱬꜟ │ errors ꜠ⱬꜟ 3 ≢ ⇔╕∆⁹

30.1.21 logging source-interface

ₒ ₓ

꜡◓ ╩ⱨ▫
SYSLOG─919



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 30 ⁷SYSLOG─
30.1.22 logging suppress-repeated
SYSLOG─920



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 30 ⁷





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 30 ⁷SYSLOG─
ₒ ₓ

꜠ⱬꜟ ╩ ⇔╕∆ ꜠ⱬꜟ errors
SYSLOG─923



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 30 ⁷SYSLOG─
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

syslog filter
SYSLOG─924





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 30



◖



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 30 ⁷SYSLOG─
30.1.33 ip vrrp mode logging-enable-all
SYSLOG─928







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 30 ⁷SYSLOG─
ₒ ₓ♪כ⸗

syslog filter ♪כ⸗

ₒ ₓ

ⱨ▫ꜟ♃─ⱴ♇♅ ≤∆╢⁸꜡◓ⱷ♇☿כ☺⌐ ╕╣╢ⱪ꜡☿☻ ╩ ⇔╕∆⁹

⁸ │ ↕╣⁸ⱪ꜡☿☻ ⅜ ∆╢ ⌐ⱴ♇♅⇔╕∆⁹

ₒ ₓ

꜡◓ⱷ♇☿כ☺⌐ ╕╣╢ⱪ꜡☿☻ ╩ ⇔╕∆ ⱪ꜡☿☻ M-sh ⁹

ₒ ₓ

∆═≡─ⱪ꜡☿☻ ╩ⱴ♇♅ ≤⇔╕∆⁹

30.1.38 syslog format bsd

ₒ ₓ

∆╢ syslog─ⱨ◊כⱴ♇♩─

ₒ ₓ

syslog format bsd

no syslog format bsd

ₒ ₓ♪כ⸗

♪כ⸗

ₒ ₓ

⅜ ∆╢ syslog
SYSLOG─931



31 ─ⱶכꜝ▪⁷

↓─ ─ⱶכꜝ▪⁸│≢ ⌐ ∆╢◖ⱴfi♪⌐≈™≡ ⇔╕∆⁹

31.1 ─ⱶכꜝ▪  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 933









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 31 ─ⱶכꜝ▪⁷
ⱶ─936כꜝ▪





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 31



32 ⁷Ɫכ♪►▼▪ ─

↓─ ≢│⁸Ɫכ♪►▼▪ ─ ⌐ ∆╢◖ⱴfi♪⌐≈™≡ ⇔╕∆⁹

32.1 Ɫכ♪►▼▪ ─ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 940







33 ⁷▬ⱬfi♩▪◒◦ꜛfi ─

↓─ ≢│⁸▬ⱬfi♩▪◒◦ꜛfi ─ ⌐ ∆╢◖ⱴfi♪⌐≈™≡ ⇔╕∆⁹

33.1 ▬ⱬfi♩▪◒◦ꜛfi ─









◖ⱴfi♪







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 33 ⁷▬ⱬfi♩▪◒◦ꜛfi ─

♣ ∆⁹
ₒ ₓ♪כ⸗

▬ⱬfi♩▪◒◦ꜛfi ♪כ⸗

ₒ ₓ

show interface◖ⱴfi♪≢ ≢⅝╢◌►fi♃ ─ ╩▬ⱬfi♩≤⇔≡ ∆╢ ⌐ ⇔╕

∆⁹

◌►fi♃─ ⌂ │10 ≤⌂╡╕∆⁹10ý ⇔⅜Ƙ ╖ ⱦ♃┘□ ♩≡ ∆╢ ý →+
▬ⱬfi♩▪◒◦ꜛfi ─949





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 33 ⁷▬ⱬfi♩▪◒◦ꜛfi ─
33.1.9 event ping

ₒ ₓ

ping⌐╟╢ ─

ₒ ₓ

event ping < > [repeat < >] [timeout <♃▬ⱶ▪►♩ >] [event-interval < >] [invert]

no event ping < > [repeat < >] [timeout <♃▬ⱶ▪►♩ >] [event-interval < >] 
[invert]
▬ⱬfi♩▪◒◦ꜛfi ─951









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 33 ⁷▬ⱬfi♩▪◒◦ꜛfi ─
ₒ ₓ♪כ⸗

▬ⱬfi♩▪◒◦ꜛfi ♪כ⸗

ₒ ₓ
▬ⱬfi♩▪◒◦ꜛfi ─955



















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 34 ⁷
34.1.1
ₒ 1 ⁷ASⱤ☻ꜞ☻♩─ ₓ

BGP≢ ∆╢ ↑ ╣╢ⱪ꜠ⱨ▫♇◒☻─ASⱤ☻ꜞ☻♩⌐╟╢ⱨ▫ꜟ♃ꜞfi◓╩ ℮ ⌐⁸ASⱤ☻
≤⇔≡ ╩ ⇔╕∆⁹

AS-PATH ⌐10000⁸10001
⌐≈™≡964













◖ⱴfi♪ꜞⱨ□꜠fi☻ -
bgp log-update-error ............................................... 289
bgp multi-path ........................................................ 289
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bgp nexthop-validation-timer ................................. 291
bgp rfc1771-path-select .......................................... 273
bgp rfc1771-strict ................................................... 273
bgp router-id ........................................................... 292
bridge loop-detect-disable ...................................... 763
bridge loop-detect-time .......................................... 764
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970
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