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◖ⱴfi♪ꜞⱨ□꜠fi☻ - 1 ⁷CLI─

ASCII
【WORD型】
⁸┘╟⅔⁸♃◒ꜝꜗ◐ꜟכ꜡♩fi☻⁸◖fi◔כ◦ⱪכ◔☻◄ │ ≢⅝╕∑╪⁹╕√⁸ASCII
27







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 1 ⁷CLI─
1.4 ◖ⱴfi♪꜠ⱬꜟ

◖ⱴfi♪⌐│
◖ⱴfi♪꜠ⱬꜟ30















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 1 ⁷CLI─
bfd-map設定モー
ド

◖ⱴfi♪⸗37♪כ













◖ⱴfi♪ꜞⱨ□꜠fi☻ - 1 ⁷CLI─
◖ⱴfi♪ⱥ☻♩ꜞ43





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 1 ⁷CLI─
◖ⱴfi♪◄▬ꜞ▪☻



























◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷
2.4 SSH

2.4.1 clear known-hosts-pubkey

ₒ ₓ

ⱱ☻♩─ ─

ₒ ₓ

clear known-hosts-pubkey <ⱱ☻♩> [<
SSH58













◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷
2.4.8 show crypto key

ₒ ₓ

ⱱ☻♩ ⁸ ─ ─
SSH64







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷
ₒ ₓ

SSH☿♇◦ꜛfi─ ╩ ⇔╕∆⁹

ₒ ₓ

SSH☿♇◦ꜛfi─ ╩ ⇔╕∆⁹

ₒ ⱨ▫כꜟ♪─ ₓ

Connection ................. SSH☿♇◦ꜛfi ID╩ ⇔╕∆⁹

Version ....................... SSHⱪ꜡♩◖ꜟⱣכ☺ꜛfi╩ ⇔╕∆⁹ ≢│⁸1.5/2.0/none
SSH67



















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷
2.7

2.7.1 show accounting

ₒ ₓ

▪◌►fi♥▫fi◓꜠◖כ♪─

ₒ ₓ

show accounting

ₒ ₓ♪כ⸗

♪כ⸗◙כꜚ ◖ⱴfi♪꜠ⱬꜟ15

ₒ ₓ

▪◒♥▫Ⱪ
ḁе◗ ἠ
76

fi♥▫fi◦ ј ֓ḁҊḁᵐא

₄ ₓ ₒא ⱨ∞כ ♪┘ ₓ



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷
2.7.2 show authentication

ₒ ₓ

▪◒☿☻ ⁸ ─

ₒ ₓ

show authentication

ₒ ₓ♪כ⸗

♪כ⸗◙כꜚ

ₒ ₓ

▪◒☿☻ ≤ ╩ ⇔╕∆⁹

ₒ ₓ

▪◒☿☻ ≤ ╩ ⇔╕∆⁹

ₒ ⱨ▫כꜟ♪─ ₓ

connections ........▪◒☿☻ ╩ ⇔╕∆⁹

fails............... ╩ ⇔╕∆⁹

Authentication TRAP:

 .................. ⌐♩ꜝ♇ⱪ╩ ∆╢⅛≥℮⅛╩ ⇔╕∆⁹

enabled: ∆╢

disabled: ⇔⌂™

2.7.3 show radius

ₒ ₓ

RADIUS◘כⱣ ─

ₒ ₓ

show radius

ₒ ₓ♪כ⸗

♪כ⸗◙כꜚ

ₒ ₓ

◙כꜚ
77





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷
80



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷

148

current.cfgo)
2.8 ─

2.8.1 background-refresh

ₒ ₓ

─ ─

ₒ ₓ

background-refresh [moff]

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗
─81

₆ ₓ ♃ ꜝ fi ]ḅ











◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷
ₒ ₓ♪כ⸗

♪כ⸗◙כꜚ ◖ⱴfi♪꜠ⱬꜟ14
─86



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷
2.8.7 rollback

ₒ ₓ

─ ─ ╖ ╖

ₒ ₓ
─87















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷
ₒ ₓ♪כ⸗

♪כ⸗◙כꜚ ◖ⱴfi♪꜠ⱬꜟ14

ₒ ₓ

─ ╩ ⇔╕∆⁹

"no-password"╩ ⇔√ ⌐│⁸Ɽ☻꞉כ♪ ╩ "<removed>"≤ ⇔ ∆↓≤⅜≢⅝╕∆⁹

working.cfg(candidate-config)⁸current.cfg(running.cfg, running-config)⁸boot.cfg(startup-config)─ │⁸

─╟℮⌐⌂╡╕∆⁹

ₒ ₓ

─ ╩ ⇔╕∆⁹

2.8.15 show startup-config show boot.cfg

ₒ ₓ

─ ─

#show running-config
─94



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷
ₒ ₓ

show startup-config

show boot.cfg

ₒ ₓ♪כ⸗

♪כ⸗◙כꜚ ◖ⱴfi♪꜠ⱬꜟ14

ₒ ₓ

─ ╩ ⇔╕∆⁹

working.cfg(candidate-config)⁸current.cfg(running.cfg, running-config)⁸boot.cfg(startup-config)─ │⁸

─╟℮⌐⌂╡╕∆⁹
─95
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◖ⱴfi♪ꜞⱨ□꜠fi☻ -



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷
─103













◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷
ₒ ₓ♪כ⸗

♪כ⸗◙כꜚ

ₒ ₓ

ⱨ□כⱶ►▼▪ⱨ□▬ꜟ ─ⱨ□כⱶ►▼▪Ᵽכ☺ꜛfi╩ ⇔╕∆⁹

"difference"╩ ⇔√ ⁸ⱨ□▬ꜟ ─ⱨ□כⱶ►▼▪Ᵽכ☺ꜛfi≤ ⅜№╢ ⌐ "*"╩ ⇔╕

∆⁹

ₒ ₓ

ⱨ□כⱶ►▼▪ⱨ□▬ꜟ ─ⱨ□כⱶ►▼▪Ᵽכ☺ꜛfi╩ ⇔╕∆ ⱨ□כⱶ►▼▪ⱨ□▬ꜟ

/drive/F2500SOFT.ftp ⁹

ₒ ⱨ▫כꜟ♪─ ₓ

On file ............ⱨ□כⱶ►▼▪ⱨ□▬ꜟ ─ⱨ□כⱶ►▼▪Ᵽכ☺ꜛfi╩ ⇔╕∆⁹

present-side ........ ─ⱨ□כⱶ►▼▪Ᵽכ☺ꜛfi╩ ⇔╕∆⁹

other-side .......... ─ⱨ□כⱶ►▼▪Ᵽכ☺ꜛfi╩ ⇔╕∆⁹

#show file firmware /drive/F2500SOFT.ftp

  ----------------------- On file ------------------------

F2500   Version 01.00(00)[0]00.00.0 [2017/02/24 12:32]

#

#show file firmware difference /drive/F2500SOFT.ftp

  ----------------------- On file ------------------------

F2500   Version 01.00(00)[0]00.00.0 [2017/02/24 12:32]

  --------------------- present-side ---------------------

F2500   Version 01.00(00)[0]00.00.0 [2017/02/23 21:12] *

  ---------------------- other-side ----------------------

F2500   Version 01.00(00)[0]00.00.0 [2017/02/24 10:40] *

* - Version is different from Firmware file.

#

ⱨ□כⱶ►▼▪ⱨ□▬ꜟ─109







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷
2.15 ☻כ♁ꜞ

2.15.1 ps

ₒ ₓ

ⱪ꜡☿☻─☻♫♇ⱪ◦ꜛ♇♩─

ₒ ₓ

ps [○ⱪ◦ꜛfi ]

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

♪כ⸗◙כꜚ ◖ⱴfi♪꜠ⱬꜟ15

ₒ ₓ

↕╣≡™╢ⱪ꜡☿☻─☻♫♇ⱪ◦ꜛ♇♩╩ ⇔╕∆⁹

ₒ ₓ

↕╣≡™╢ⱪ꜡☿☻─☻♫♇ⱪ◦ꜛ♇♩╩ ⇔╕∆⁹

ₒ ⱨ▫כꜟ♪─ ₓ

PID ...............ⱪ꜡☿☻─ ID╩ ⇔╕∆⁹

TTY .............. ⇔≡™╢ ╩ ⇔╕∆⁹
112☻כ♁ꜞ



























◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷
2.16 ⱱ☻♩

2.16.1 show hosts

ₒ ₓ

IPv4▪♪꜠☻ IPv6▪♪꜠☻≤ⱱ☻♩ ─ ╖ ╦∑─

ₒ ₓ

show hosts
ⱱ☻♩125









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷
ₒ ₓ

─◦☻♥ⱶ ╩ ⇔╕∆⁹
131



























◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷
⌐ꜝ▬☿fi☻◐כ╩▬fi☻♩כꜟ⇔╕∆  ⁹

2.21.2 show license-key

ₒ ₓ
ꜝ▬☿fi☻◐144─כ









◖ⱴfi♪ꜞⱨ□



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷
2.23 ─

2.23.1 reset
─149



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 2 ⁷

─ │ ╦╣╕∑╪⁹

♪ ) ₓ
2.23.2 quit

ₒ ₓ

ⱷfi♥♫fi☻⸗כ♪─ ≤ ─☻fi◔כ◦

ₒ ₓ

quit

ₒ ₓ♪כ⸗

ⱷfi♥♫fi☻⸗כ♪

ₒ ₓ

ⱷfi♥♫fi☻⸗כ♪╩ ⇔⁸ ╩☻fi◔כ◦ ⇔╕∆⁹

exit◖ⱴfi♪≢╙ ─ ≤⌂╡╕∆⁹

ₒ ₓ

◖ⱴfi♪│⁸<TAB> ⌂≥⌐╟╢◖ⱴfi♪─ │ ╦╣╕∑╪⁹

◖ⱴfi♪ Å
─150
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◖ⱴfi♪ꜞⱨ□꜠fi☻ - 3 ⁷▬fi♃ⱨ▼כ☻
▬fi♃ⱨ▼כ☻─ ─◒ꜞ▪152











◖ⱴfi♪ꜞⱨ□꜠fi☻ - 3 ⁷▬fi♃ⱨ▼כ☻
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗
▬fi♃ⱨ▼כ☻─◌►fi♃ה ה ⌂≥─157







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 3 ⁷▬fi♃ⱨ▼כ☻



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 3 ⁷▬fi♃ⱨ▼כ☻
▬fi♃ⱨ▼כ☻─◌►fi♃ה ה ⌂≥─161





















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 3 ⁷▬fi♃ⱨ▼כ☻
Encapsulation
▬fi♃ⱨ▼כ☻─◌►fi♃ה ה ⌂≥─171





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 3 ⁷▬fi♃ⱨ▼כ☻
ₒIPinIP tunnel─ ₓ

#show interface tunnel 1

Tunnel 1 is up, line protocol is up

   Hardware is Tunnel

   Description:

   IPv4 address is not configured

   IPinIP tunnel-profile profile-A
▬fi♃ⱨ▼כ☻─◌►fi♃ה ה ⌂≥─173



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 3 ⁷▬fi♃ⱨ▼כ☻
ₒGRE tunnel─ ₓ

#show interface tunnel 1

Tunnel 1 is up, line protocol is up

   Hardware is Tunnel

   Description:

   IPv4 address is not configured
▬fi♃ⱨ▼כ☻─◌►fi♃ה ה ⌂≥─174





























◖ⱴfi♪ꜞⱨ□꜠fi☻ - 4 ⁷PPPoE

ₓ♪כ⸗ tunnel▬fi♃
ₒ ₓ♪כ⸗

♪כ⸗◙כꜚ ◖ⱴfi♪꜠ⱬꜟ14

ₒ ₓ

⇔√ tunnel▬fi♃ⱨ▼כ☻─PPPoE☿♇◦ꜛfi╩ ⇔╕∆⁹

ₒ ₓ

PPPoE☿♇◦ꜛfi╩ ⇔╕∆⁹

4.1.3 show pppoe session

ₒ ₓ

PPPoE☿♇◦ꜛfi─ ─

ₒ ₓ

show pppoe session [tunnel <▬fi♃ⱨ▼כ☻ >]

ₒ

♪כ⸗◙כꜚ ◖ⱴfi♪꜠ⱬꜟ14

PPPoE☿♇◦ꜛfi─ ⇔╕∆⁹ⱨ▼כ◙
PPPoE ⅔╟┘◌►fi♃ה ה ⌂≥─188





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 4 ⁷PPPoE
PPPoE ⅔╟┘◌►fi♃ה ה ⌂≥─190









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 5 ⁷ꜞfi◒▪◓ꜞ◕כ◦ꜛfi
LACP





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 5 ⁷ꜞfi◒▪◓ꜞ◕כ◦ꜛfi
trunk-group─196



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 5 ⁷ꜞfi◒▪◓ꜞ◕כ◦ꜛfi
trunk-group─



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 5 ⁷ꜞfi◒▪◓ꜞ◕כ◦ꜛfi
LACP Periodic Send Timer:

.................................... LACPDU─ ╩ ⇔╕∆⁹

Fast: 1

Slow: 30

Speed: ............ ▬fi♃ⱨ▼כ☻─ Mbps ╩ ⇔╕∆⁹

Duplex: ........... ▬fi♃ⱨ▼כ☻─Duplex╩ ⇔╕∆⁹

Port ID: ........... ⱳכ♩
trunk-group─198



6 ⁷RIP

↓─ ≢│⁸RIP ─◖ⱴfi♪⌐≈™≡ ⇔╕∆⁹

6.1 IPv4 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 200



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 6 ⁷RIP

IPv4
6.1 IPv4

6.1.1 clear ip rip route

ₒ ₓ

RIP≢ ⇔√

ₒ ₓ

clear ip rip route {<IPv4▪♪꜠☻> <Ⱡ♇♩ⱴ☻◒> | <IPv4▪♪꜠☻>/<ⱪ꜠ⱨ▫♇◒☻ >}

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

♪כ⸗◙כꜚ ◖ⱴfi♪꜠ⱬꜟ14

ₒ ₓ

RIP─ ⅛╠ ⇔√ ╩ ⇔╕∆⁹

ₒ ₓ

RIP≢ ⇔√ IPv4▪♪꜠☻ 192.0.2.0⁸Ⱡ♇♩ⱴ☻◒ 255.255.255.0 ⁹

6.1.2 show ip rip route

ₒ ₓ

RIP─ ─

ₒ ₓ

show ip rip [route]

ₒ ₓ♪כ⸗

♪כ⸗◙כꜚ

ₒ ₓ

RIP─ ╩ ⇔╕∆⁹

ₒ ₓ

Ɽꜝⱷ♃

IPv4▪♪꜠☻ IPv4▪♪꜠☻╩ ⇔╕∆⁹ IPv4▪♪꜠☻

Ⱡ♇♩ ∆⁹

▪♪꜠☻
IPv4200





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 6 ⁷RIP
ₒ

IPv4202



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 6 ⁷RIP
Routing Information Sources:
IPv4203
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◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF
7.1 IPv4

7.1.1 clear ip ospf neighbor

ₒ ₓ

OSPF☿♇◦ꜛfi─

ₒ ₓ

clear ip ospf [vrf <VRF > | all] [<▬fi☻♃fi☻ >] neighbor <OSPFⱠ▬Ᵽכ> [interface <▬fi♃ⱨ▼כ
☻ > <▬fi♃ⱨ▼כ☻ >] [virtual-link] [moff]

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

♪כ⸗◙כꜚ ◖ⱴfi♪꜠ⱬꜟ14

ₒ ₓ

OSPF☿♇◦ꜛfi╩ ⇔╕∆⁹ │ ╩ ™⁸☿♇◦ꜛfi╩ ∆╢ │ "y"╩
⇔≡ↄ∞↕™⁹

ₒ ₓ

OSPF☿♇◦ꜛfi╩ ⇔╕∆⁹

Ɽꜝⱷ♃

VRF VRF ╩ ⇔╕∆⁹ 63 ─WORD VRF╩ ⇔⌂™

all INET⁸VRF∆═≡─☿♇◦ꜛfi╩
≤∆╢ ⌐ ⇔╕∆⁹

- -

▬fi☻♃fi☻ ▬fi☻♃fi☻ ╩ ⇔╕∆⁹ ▬fi☻♃fi☻ 0
65535

∆═≡

OSPFⱠ▬Ᵽכ OSPFⱠ▬Ᵽכ╩ ⇔╕∆⁹ *:∆═≡─Ⱡ▬Ᵽכ

♃כꜟ ID IPv4▪♪꜠☻

▬fi♃ⱨ▼כ☻ ▬fi♃ⱨ▼כ☻ ╩ ⇔╕∆⁹ - ▬fi♃ⱨ▼כ☻╩ ⇔⌂™

▬fi♃ⱨ▼כ☻ ▬fi♃ⱨ▼כ☻ ╩ ⇔╕∆⁹ -

virtual-link Ᵽכ♅ꜗꜟⱠ▬Ᵽכ╩ ⇔╕∆⁹ -
IPv4205











◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF
SPF algorithm executed

.................................... SPF ─ ╩ ⇔╕∆⁹

Number of LSA .... ꜞfi◒☻♥כ♦♩כ♃ⱬכ☻ ─LSA ╩ ⇔╕∆⁹
IPv4210







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF
ₒ ⱨ▫כꜟ♪─ ₓ
IPv4213



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF
IPv4











◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF
ₒ ⱨ▫כꜟ♪─ ₓ
IPv4220













◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF
IPv4









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF
ₒ ⱨ▫כꜟ♪─ ₓ
IPv4230



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF
ₒ ₓ

OSPF╩ ⇔≡™╢▬fi♃ⱨ▼כ☻⌐≈™≡─ ╩ ⇔╕∆⁹

ₒ ⱨ▫כꜟ♪─ ₓ

port-channel1 is.......... IP▪♪꜠☻⅜ ↕╣≡⅔╡⁸1≈ ─ ▬fi♃ⱨ▼כ☻⅜ ⇔≡™╢ ⌐

"up"≤ ⇔╕∆⁹ ⇔≡™╢ ▬fi♃ⱨ▼כ☻─ꜞfi◒ ⌐│ ⇔╕∑╪⁹

line protocol is ......ꜞfi◒ ╩ ⇔╕∆⁹

up: ꜞfi◒▪♇ⱪ

down: ꜞfi◒♄►fi

Internet Address ......... IPv4▪♪꜠☻╩ ⇔╕∆⁹
IPv4231





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF
ₒ ₓ

show ip ospf [[vrf <VRF >] [<▬fi☻♃fi☻ >] | all] neighbor [<OSPFⱠ▬Ᵽכ > [detail] | [detail] all | 
interface <▬fi♃ⱨ▼כ☻▪♪꜠☻>]

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

♪כ⸗◙כꜚ

ₒ ₓ

OSPF
IPv4233





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF
IPv4235



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF
ₒ ₓ

OSPF─ ╩ ⇔╕∆⁹

ₒ ⱨ▫כꜟ♪─ ₓ

Routing Protocol is ╩ꜟ◖♩꜡fi◓ⱪ▫♥כꜟ.. ⇔╕∆⁹

Redistributing: ..... ╩ ╩ꜟ◖♩꜡fi◓ⱪ▫♥כꜟ─⅛╒╢∆ ⇔╕∆⁹

Routing for Networks:

.................. Ⱡ♇♩꞉כ◒╩ ⇔╕∆⁹
IPv4236







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF
ₒ ⱨ▫כꜟ♪─ ₓ

LS Age: ...................... LS Age╩ ⇔╕∆⁹

Options:...................... LSA─○ⱪ◦ꜛfi ╩ ⇔╕∆⁹

LS Type:..................... LS Type╩ ⇔╕∆⁹

Opaque Type: ............. Opaque Type╩ ⇔╕∆⁹
IPv4239









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF
IPv6













◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF
ₒ ₓ

Inter-Prefix
IPv6249





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF
7.2.10 show ipv6 ospf database intra-prefix

ₒ ₓ

Intra-Prefix ─

ₒ ₓ

show ipv6 ospf database intra-prefix [adv-router <IPv4▪♪꜠☻>]

ₒⱤꜝⱷⱥ ₓ
IPv6251









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF
IPv6255



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF
Link State ID:
IPv6256



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF
IPv6257





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 7 ⁷OSPF

─

ₒ ₓ♪כ⸗

♪כ⸗◙כꜚ

ₒ

IPv6259

∏╠ ♪











8 ⁷BGP
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◖ⱴfi♪ꜞⱨ□꜠fi☻ -





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP
ₒ ₓ

BGP─ redistribute◖ⱴfi♪≢ ∆╢ route-map ╩ ⇔√ ⌐⁸route-map ─ ╖ ╖╩ ℮

⌐ ⇔╕∆⁹

ₒ ₓ

route-map ─ ╖ ╖╩ ™╕∆ ∆═≡─ ⁹

8.1.4 clear ip bgp statistics

ₒ ₓ
IPv4267



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP
BGP─▪♩ꜞⱦꜙכ♩ ╩ ⇔╕∆⁹

8.1.6 show ip bgp cidr-only

ₒ ₓ

◒ꜝ☻꜠☻ ─

ₒ ₓ

show ip bgp cidr-only

ₒ ₓ♪כ⸗

♪כ⸗◙כꜚ

ₒ ₓ

◒ꜝ☻꜠☻ ─╖╩ ⇔╕∆⁹

show ip bgp ipv4 unicast cidr-only◖ⱴfi♪╙ ─ ≤⌂╡╕∆⁹

ₒ ₓ

◒ꜝ☻꜠☻ ─╖╩ ⇔╕∆⁹

ₒ ⱨ▫כꜟ♪─ ₓ

BGP table version is

.................................... BGP♥כⱩꜟ─Ᵽכ☺ꜛfi╩ ⇔╕∆⁹

local router ID is ♃כꜟ.... ID╩ ⇔╕∆⁹

Status codes: ....... ╩☻♃כ♥☻─ ⇔╕∆⁹Status codes│ ─ ⌐ ↕╣╕∆⁹

s: ─Suppress ⌐№╢ ╩ ⇔╕∆⁹

d: ꜝⱨ♩כꜟ
IPv4268























◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP
Community ........ ◖Ⱶꜙ♬♥▫ ╩ ⇔╕∆⁹

Extended Community

.................. ◖Ⱶꜙ♬♥▫ ╩ ⇔╕∆⁹
IPv4279



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP

õ 4 �
ₒ ₓ

BGP≢ ⇔√ ╩ ⇔╕∆⁹

ₒ ⱨ▫כꜟ♪─ ₓ

BGP table version is

.................................... BGP♥כⱩꜟ─Ᵽכ☺ꜛfi╩ ⇔╕∆⁹

local router ID is ♃כꜟ.... ID╩ ⇔╕∆⁹

Status codes: ....... ╩☻♃כ♥☻─ ⇔╕∆⁹Status codes│ ─ ⌐ ↕╣╕∆⁹

s: ─Suppress ⌐№╢ ╩ ⇔╕∆⁹

d: ◓ⱨꜝ♇ⱪ♄fiⱪ♬fi♩כꜟ ─dampening ⌐№╢ ╩ ⇔╕∆⁹

6

IPv4280





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

♪כ⸗◙כꜚ

ₒ ₓ

BGPⱧ▪≤─ ╩ ⇔╕∆⁹

show ipv6 bgp neighbors⁸show bgp neighbors◖ⱴfi♪╙ ─ ≤⌂╡╕∆⁹

Ɽꜝⱷ♃

ipv4 unicast IPv4─ ⌐ ⇔╕∆⁹ - ∆═≡

BGPⱧ▪ BGPⱧ▪╩ ⇔╕∆⁹ IPv4▪♪꜠☻
IPv4282





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP
Surveillance nexthop-validation-check
IPv4284



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP
ₒ ⱨ▫כꜟ♪─ ₓ

Address ...................... AS-PATH╩ ⇔≡™╢ ⱷ⸗ꜞ ─▪♪꜠☻ 16 ≤Ɫ♇◦ꜙ─ ╩

[A:B]─ ≢ ⇔╕∆⁹

Refcnt ......................... AS-PATH≢ ⇔≡™╢ ╩ ⇔╕∆⁹

Path ............................ AS-PATH
IPv4286



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP
h: BGP Route Flap Damping⅜ ↕╣≡™╢≤⅝⌐⁸withdraw╩ ↑√ ─

╩ ⇔╕∆⁹

p: Graceful-restart─ receiving speaker≤⇔≡ ⇔≡™╢≤⅝⌐⁸restarting speaker
≤─TCP session⅜ ↕╣⁸stale
IPv4287











◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP
LocalAS ..................... LocalAS ╩ ⇔╕∆⁹

AS .............................. AS ╩ ⇔╕∆⁹

MsgRcvd ..........ⱷ♇☿כ☺╩ ⇔√ ╩ ⇔╕∆⁹

MsgSent ...........ⱷ♇☿כ☺╩ ⇔√ ╩ ⇔╕∆⁹

TblVer ........................ BGP♥כⱩꜟ─Ᵽכ☺ꜛfi╩ ⇔╕∆⁹

InQ ............... ∟ ─ⱷ♇☿כ☺ ╩ ⇔╕∆⁹

OutQ.............. ∟ ─ⱷ♇☿כ☺ ╩ ⇔╕∆⁹

Up/Down.................... UP/DOWN─ ╩ ⇔╕∆⁹

State/PfxRcd ╩♩כ♥☻....... ⇔╕∆⁹

Dynamically created based on a listen range command

.................. ⌐ "*"⅜ ™√◄fi♩ꜞ│⁸ ⌐ ↕╣√BGPⱧ▪≢№╢↓≤╩ ⇔╕∆⁹

Dynamically created neighbors: 4, Subnet ranges: 4
IPv4292













◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP
8.2 IPv6

8.2.1 clear ipv6 bgp redistribute

ₒ ₓ

route-map ─ ╖ ╖

ₒ ₓ

clear ipv6 bgp redistribute < > [vrf <VRF >]

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

♪כ⸗◙כꜚ ◖ⱴfi♪꜠ⱬꜟ14

ₒ ₓ

BGP─ redistribute◖ⱴfi♪≢ ∆╢ route-map ╩ ⇔√ ⌐⁸route-map ─ ╖ ╖╩ ℮

⌐ ⇔╕∆⁹

ₒ ₓ

route-map ─ ╖ ╖╩ ™╕∆ ∆═≡─ ⁹
IPv6298







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP
available ........... Ⱡ♇♩꞉כ◒⌐ ∆╢ ─ ╩ ⇔╕∆⁹

best ............................. available─ ≢ ⌐ ↕╣≡™╢ ─ ╩ ⇔╕∆⁹

Local ............. ─ ≢№╢↓≤╩ ⇔╕∆⁹BGPⱧ▪⅛╠ ⇔√ ─ │⁸AS
⅜ ↕╣╕∆⁹
IPv6301



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

♪כ⸗◙כꜚ

ₒ ₓ

↕╣√◖Ⱶꜙ♬♥▫╩ ≈ ─╖╩ ⇔╕∆⁹

ₒ ₓ

↕╣√◖Ⱶꜙ♬♥▫╩ ≈ ─╖╩ ⇔╕∆⁹

ₒ ⱨ▫כꜟ♪─ ₓ

BGP table version is
IPv6302



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP
Origin codes: .............. ORIGIN
IPv6303





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP
Reuse
IPv6305













◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP
ₒ ₓ♪כ⸗

♪כ⸗◙כꜚ

ₒ ₓ

↕╣√ⱪ꜠ⱨ▫♇◒☻ꜞ☻♩⌐ ∆╢ ─╖╩ ⇔╕∆⁹

ₒ ₓ

↕╣√ⱪ꜠ⱨ▫♇◒☻ꜞ☻♩⌐ ∆╢ ─╖╩ ⇔╕∆⁹

ₒ ⱨ▫כꜟ♪─ ₓ

BGP table version is

.................................... BGP
IPv6311



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP

↕╣√
8.2.12 show ipv6 bgp regexp

ₒ ₓ

↕╣√AS-PATH ⌐ ∆╢ ─

ₒ ₓ

show ipv6 bgp regexp < >

ₒⱤꜝⱷ♃ₓ

*1) 1

AS-PATH ⌐ ∆╢ ─↕╣√AS-PATH ⌐ ∆╢ ─
IPv6312

>









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP
d: ◓ⱨꜝ♇ⱪ♄fiⱪ♬fi♩כꜟ ─dampening ⌐№╢ ╩ ⇔╕∆

Treat-as-withdraw↕╣√ ─ │ ↕╣╢↓≤│№╡╕∑╪ ⁹

h: BGP Route Flap Damping⅜ ↕╣≡™╢≤⅝⌐⁸withdraw╩ ↑√ ─

╩ ⇔╕∆ Treat-as-withdraw↕╣√ ─ │ ↕╣╢↓≤│№╡╕∑

╪ ⁹

p: Graceful-restart─ receiving speaker≤⇔≡ ⇔≡™╢≤⅝⌐⁸restarting speaker
≤─
IPv6316













◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP
link ...............ꜞfi◒─ ╩ ⇔╕∆⁹

internal

external

dynamic ........... ⌐ ↕╣√BGPⱧ▪≢№╢↓≤╩ ⇔╕∆⁹

BGP version ....... Ᵽכ☺ꜛfi╩ ⇔╕∆⁹

remote router ID......... BGPⱧ▪─ꜟכ♃ ID╩ ⇔╕∆⁹

BGP state.................... BGP─ ≤☿♇◦ꜛfi⅜ ⌐⌂∫≡⅛╠─ ╩ ⇔╕∆⁹

Last read..................... BGPⱧ▪⅛╠ ⌐ⱷ♇☿כ☺╩ ⇔√ ≤☿♇◦ꜛfi╩ ∆╢ ⁸

keepalive╩ ∆╢ ╩ ⇔╕∆⁹
VPNV4322





















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP
remote router ID......... BGPⱧ▪─ꜟכ♃ ID╩ ⇔╕∆⁹

BGP state.................... BGP─ ≤☿♇◦ꜛfi⅜ ⌐⌂∫≡⅛╠─ ╩ ⇔╕∆⁹

Last read..................... BGPⱧ▪⅛╠ ⌐ⱷ♇☿כ☺╩ ⇔√ ≤☿♇◦ꜛfi╩ ∆╢ ⁸

keepalive╩ ∆╢ ╩ ⇔╕∆⁹

Neighbor capabilities:

.................. ≤⌂∫≡™╢ capability╩ ⇔╕∆⁹

advertised: ⇔√ capability

received: ⇔√ capability

Received
VPNv6332



◖ⱴfi♪









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 8 ⁷BGP

al)]TJ
*
-12086 Tc
0 Tc
(sourced)TJ
*
-08055 Tm
-4c
0 Tc
(sour, locerned)- 0 
.00
0 8703.97 TD
18086 Tc
0 T(a)4.1(t)f4(omic-aggregate)
045.3(...)5(..)5(...(eSo)-5A)11 80(T)153d1OMIC_AGGREGAT6

........
sourced ........... ─♃▬ⱪ╩ ⇔╕∆⁹

internal

confed-external

eS3d1 r778.f4(n)
0 -(ernal)]TJ
*
-20055 Tm
-.7c
0 T(a)4.8(g)-4(gr)4.3(egat)7.6(ed, locern
VPNv6337









10 ⁷▪◒☿☻ꜞ☻♩

↓─ ≢│⁸▪◒☿☻ꜞ☻♩ ─◖ⱴfi♪⌐≈™≡ ⇔╕∆⁹

10.1 ▪◒☿☻ꜞ☻♩─ ─◒ꜞ▪  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 342
10.2 ▪◒☿☻ꜞ☻♩ ─  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 345













◖ⱴfi♪ꜞⱨ□꜠fi☻ - 10 ⁷▪◒☿☻ꜞ☻♩

G 10

ₒ

igaethernet 1/
▪◒☿☻ꜞ☻♩ ─347













◖ⱴfi♪ꜞⱨ□꜠fi☻ - 10 ⁷▪◒☿☻ꜞ☻♩
IPv4 MAC HA

   permit tcp(6) any eq [2378] any

    match 0 packets

   permit tcp(6) any any eq [2378]

    match 0 packets

IPv4 SSH

   permit tcp(6) any eq [22] any

    match 0 packets
▪◒☿☻ꜞ☻♩ ─353











◖ⱴfi♪ꜞⱨ□꜠fi☻ - 11 ⁷
◖ⱴfi♪





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 11 ⁷
*1) ♃כ♦ ≤⇔√ ⁸ ≢ ─☼▬◘♃כ♦√⇔ │ ⌐⌂╡ ♃כ♦ ♃כ♦ ⁸

∞↑ ping
◖ⱴfi♪360







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 11 ⁷
ₒ ₓ

⇔√ ╕≢─ ╩ ⇔╕∆⁹

trace◖ⱴfi♪─╖╩ ∆╢↓≤≢⁸ ╩ ≢⅝╕∆⁹

#trace 192.0.2.2

 

traceroute to 192.0.2.2 (192.0.2.2), 64 hops max, 40 byte packets
◖ⱴfi♪363









◖ⱴfi♪ꜞⱨ□꜠fi☻ -



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12 ⁷IPv4
DHCP◒ꜝ▬▪fi♩ Ᵽכ◘ ♩fi▼☺כ◄כ꜠ꜞ ─ ⅔╟┘
─◒ꜞ▪





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12 ⁷IPv4
DHCP◒ꜝ▬▪fi♩ Ᵽכ◘ ♩fi▼☺כ◄כ꜠ꜞ ─ ⅔╟┘
─◒ꜞ▪



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12 ⁷IPv4
DHCP



◖ⱴfi♪ꜞⱨ□꜠fi☻ -



























◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12 ⁷IPv4
IPv4 





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12 ⁷IPv4
IPv4 ⌐ ∆╢▬fi♃ⱨ▼כ☻ ─387









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12 ⁷IPv4



◖ⱴfi♪ꜞⱨ□꜠fi☻ -12-IPv4- ꜠ ḵ







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12 ⁷IPv4
ₒ ₓ

ip prefix-list
IPv4 ⱪ꜠ⱨ▫♇◒☻ꜞ☻♩─ (IPv4)395





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12 ⁷IPv4

¾ ¾ ᴉ

¾

ᵛxḓ¾ ᴂ

ᵛxḓ

ᵛx
12.14 ─ꜟ◖♩꜡fi◓ⱪ▫♥כꜟ

12.14.1 show ip protocols

ₒ ₓ

ꜟ◖♩꜡fi◓ⱪ▫♥כꜟ ─

ₒ ₓ

show ip protocols [rip | ospf [all | <ⱪ꜡☿☻ >] | bgp]

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

♪כ⸗◙כꜚ

ₒ ₓ

⌐ꜟ◖♩꜡fi◓ⱪ▫♥כꜟ ∆╢ ╩ ⇔╕∆⁹

ₒ ₓ

⌐ꜟ◖♩꜡fi◓ⱪ▫♥כꜟ ∆╢ ╩ ⇔╕∆⁹

Ɽꜝⱷ♃

rip RIP⌐ ∆╢ ╩ ∆╢ ⌐ ⇔

╕∆⁹

- ∆═≡─ⱪ꜡♩◖ꜟ

ospf [all | <ⱪ꜡☿☻
>]

OSPF⌐ ∆╢ ╩ ∆╢ ⌐

⇔╕∆⁹

all:∆═≡─ⱪ꜡☿☻

ⱪ꜡☿☻ 1 5

bgp BGP⌐ ∆╢ ╩ ∆╢ ⌐ ⇔

╕∆⁹

-

#sho

Xo

Ⱦ

fi◓ⱪ꜡♩◖ꜟ─397▫♥כꜟ hhᵡ o ¾ ᶂ

ᶶ







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12 ⁷IPv4
12.15 ─
─400





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12 ⁷IPv4





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12 ⁷IPv4
          destination unreachable: 1

          source quench: 0

          routing redirect: 0

          alternate host address: 0

          echo: 0

          router advertisement: 0
─404





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12 ⁷IPv4
ₒ ⱨ▫כꜟ♪─ ₓ

IP statistics:

Rcvd: ............. Ɽ◔♇♩─ ╩ ⇔╕∆⁹

bad header checksums

..................Ⱬ♇♄─♅▼♇◒◘ⱶ⅜ ⇔ↄ⌂™Ɽ◔♇♩─ ╩ ⇔╕∆⁹

with size smaller than minimum

..................◘▬☼⅜ ╟╡╙ ™Ɽ◔♇♩─ ╩ ⇔╕∆⁹

with data size < data length

.................. ─ MTU ╟╡╙ ↕™Ɽ◔♇♩─ ╩ ⇔╕∆⁹

with length > max ip packet size

.................. ─ MTU ╟╡╙ ⅝™Ɽ◔♇♩─ ╩ ⇔╕∆⁹

with header length < data size

..................Ⱬ♇♄─Ɽ◔♇♩ ⅜ ╟╡╙ ™Ɽ◔♇♩─ ╩ ⇔╕∆⁹

with data length < header length

..................Ⱬ♇♄─Ɽ◔♇♩ ⅜ ╟╡╙ ™Ɽ◔♇♩─ ╩ ⇔╕∆⁹

with bad options ....Ⱬ♇♄○ⱪ◦ꜛfi⅜ ⇔ↄ⌂™Ɽ◔♇♩─ ╩ ⇔╕∆⁹

with incorrect version number

.................................... IPⱣכ☺ꜛfi⅜4
─406





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12 ⁷IPv4

' v � 	 ' v � 	 ' v � 	
routing redirect:

.................. ⁷IPv4 ⁷ ⁷ IPv4 ⁷ ' v � 	 ' v � 	
─408



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12 ⁷IPv4
alternate host address:

....................................alternate host address(Type6)─ ICMPⱷ♇☿כ☺─ ╩ ⇔╕∆⁹

echo:..............◄◖כ (Type8)─ ICMPⱷ♇☿כ☺─ ╩ ⇔╕∆⁹

router advertisement:
─409







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12 ⁷IPv4
correct data packet header predictions
─412





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12 ⁷IPv4
packets with bad (short) length

....................................ARPⱤ◔♇♩ ⅜ ⌂ Ɽ◔♇♩ ╩ ⇔╕∆⁹

packets vrfid of interface and packet is different
─414







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12 ⁷IPv4
DHCP









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 12 ⁷IPv4
DHCP◒ꜝ▬▪fi♩ Ᵽכ◘ ♩fi▼☺כ◄כ꜠ꜞ ─421







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 13 ⁷



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 13 ⁷IPv6
13.2.2 clear ipv6 dhcp server binding

ₒ ₓ

DHCPv6◘כⱣ─ ⇔√▬fi♃ⱨ▼כ☻─Ᵽ▬fi♪ ─

ₒ ₓ
DHCP ─ ─◒ꜞ▪425















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 13 ⁷IPv6
DHCP Client ─432



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 13 ⁷IPv6
13.8.2 show ipv6 dhcp statistics

ₒ ₓ

DHCPv6 ⅜ ≤⌂∫≡™╢▬fi♃ⱨ▼כ☻ ─

ₒ ₓ

show ipv6 dhcp {client | server | relay} statistics [{<▬fi♃ⱨ▼כ☻ > [<▬fi♃ⱨ▼כ☻ > ] | all}]

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

♪כ⸗◙כꜚ ◖ⱴfi♪꜠ⱬꜟ14

ₒ ₓ

DHCPv6 ⅜ ≤⌂∫≡™╢▬fi♃ⱨ▼כ☻─ ╩ ⇔╕∆⁹

ₒ ₓ

DHCPv6◒ꜝ▬▪fi♩ ⅜ ≤⌂∫≡™╢▬fi♃ⱨ▼כ☻─ ╩ ⇔╕∆⁹

Ɽꜝⱷ♃

client | server | relay DHCPv6 ╩ ⇔╕∆⁹ client ◒ꜝ▬▪fi♩
DHCP Client ─433





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 13 ⁷IPv6
Other: כ꜠ꜞ............. כ꜠ꜞה ─ ╩ ⇔╕∆⁹

received ........... ╩ ⇔╕∆⁹

discard ............ ╩ ⇔╕∆⁹

sent ............... ╩ ⇔╕∆⁹

send error .......... כꜝ◄ ╩ ⇔╕∆⁹

sent to server ..............DHCPv6◘כⱣ┼─ ╩ ⇔╕∆⁹

server.......................... DHCPv6◘כⱣ─ IP▪♪꜠☻╩ ⇔╕∆⁹

Input ............. ╩ ⇔╕∆⁹

Output ............ ╩ ⇔╕∆⁹

Solicit .........................SOLICITⱷ♇☿כ☺◌►fi♃╩ ⇔╕∆⁹

Advertise ....................ADVERTISEⱷ♇☿כ☺◌►fi♃╩ ⇔╕∆⁹

Request .......................REQUESTⱷ♇☿כ☺◌►fi♃╩ ⇔╕∆⁹

Confirm ......................CONFIRMⱷ♇☿כ☺◌►fi♃╩ ⇔╕∆⁹

Renew.........................RENEWⱷ♇☿כ☺◌►fi♃╩ ⇔╕∆⁹

Rebind ........................REBINDⱷ♇☿כ☺◌►fi♃╩ ⇔╕∆⁹

Reply ..........................REPLYⱷ♇☿כ☺◌►fi♃╩ ⇔╕∆⁹

Release .......................RELEASEⱷ♇☿כ☺◌►fi♃╩ ⇔╕∆⁹

Decline .......................DECLINEⱷ♇☿כ☺◌►fi♃╩ ⇔╕∆⁹
DHCP Client ─435







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 13 ⁷IPv6
13.9 IPv6 ICMP ─

13.9.1 show ipv6 icmp status

ₒ ₓ

─ ICMPv6 ─
IPv6 ICMP ─438



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 13 ⁷IPv6
ₒ ⱨ▫כꜟ♪─ ₓ

ICMPv6 Echo Request/Reply is

.................................... ICMPv6 Echoⱷ♇☿⁸☺כ
IPv6 ICMP ─439









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 13 ⁷IPv6
IPv6

















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 13 ⁷IPv6
Current held IPv6 packets:
IPv6Ⱡ▬Ᵽכ ─451







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 13 ⁷IPv6
IPv6ⱪ꜠ⱨ▫♇◒☻ꜞ◖



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 13 ⁷IPv6
ₒ ⱨ▫כꜟ♪─ ₓ

Prefix-List .........Ⱬ♇♄╩ ⇔╕∆⁹

ipv6 prefix-list ......ⱪ꜠ⱨ▫♇◒☻ꜞ☻♩ ╩ ⇔╕∆⁹

Description:................ Description╩ ⇔╕∆⁹

count:............. ⱪ꜠ⱨ▫♇◒☻ ╩ ⇔╕∆⁹

sequences:
IPv6ⱪ꜠ⱨ▫♇◒☻ꜞ☻♩─ (IPv6)455





◖ⱴfi♪ꜞⱨ□꜠fi☻







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 13 ⁷IPv6
IPv6ꜟכ♃⌐ ∆╢ ╩





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 13









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 13 ⁷IPv6

. 7 6 5 . .
multicast listener done:

............ . . 3 2
─466





14 ⁷NAT

↓─ ≢│⁸NAT ─◖ⱴfi♪⌐≈™≡ ⇔╕∆⁹

14.1 NAT ─  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 469
14.2 NAT ─  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 471









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 14 ⁷NAT
unmatch out :.............. out─NAT▪◒☿☻ꜞ☻♩⌐ⱴ♇♅⇔⌂⅛∫√Ɽ◔♇♩ ╩ ⇔╕∆⁹

[port-channel 2].......... NAT▪◒☿☻ꜞ☻♩⅜ ↕╣≡™╢▬fi♃ⱨ▼כ☻╩ ⇔╕∆⁹

nat acl ......................... NAT▪◒☿☻ꜞ☻♩ ╩ ⇔╕∆⁹

direction ..................... NAT▪◒☿☻ꜞ☻♩⅜ⱨ▫ꜟ♃ꜞfi◓⇔≡™╢ ╩ ⇔╕∆⁹

in Ɽ◔♇♩⌐ ⇔≡─ⱨ▫ꜟ♃ꜞfi◓╩ ⇔╕∆⁹

out Ɽ◔♇♩⌐ ⇔≡─ⱨ▫ꜟ♃ꜞfi◓╩ ⇔╕∆⁹

reverse  ⌐ ⇔≡─ⱨ▫ꜟ♃ꜞfi◓╩ ⇔╕∆⁹
NAT ─472





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 14 ⁷NAT
Error: .......................... NAT ─ ╩ ⇔╕∆⁹

lack of memory:..... ⱷ⸗ꜞ─ ⌐╟╡NAT♥כⱩꜝ₭
NAT ─474



15 ⁷BFD

↓─ ≢│⁸BFD ─◖ⱴfi♪⌐≈™≡ ⇔╕∆⁹

15.1 BFD . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 476



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 15 ⁷BFD
15.1 BFD
BFD476





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 15 ⁷BFD
Protocol:
BFD478



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 15 ⁷BFD
Total Receive Packet:

.................. Ɽ◔♇♩─ ╩ ⇔╕∆⁹
BFD479



16 ⁷IPsec



◖ⱴfi♪ꜞⱨ□꜠fi☻ -16-

SA-
1561



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 16 ⁷IPsec

p s 3 ( y ) t  <

16.1.2 clear crypto ipsec sa

ₒ ₓ

IPSEC-SA/CHILD SA─

ₒ ₓ

clear crypto ipsec sa [{fvrf | vrf} <VRF >] [map <crypto-map > | peer <VPNⱧ▪> [port <

i

SA482















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 16 ⁷IPsec
ₒⱤꜝⱷ♃ₓ

*1) peer
SA489









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 16 ⁷IPsec
ₒ ₓ

crypto map
SA493



◖ⱴfi♪ⱴfi Ħ











◖ⱴfi♪ꜞⱨ□꜠fi☻ - 16



◖ⱴfi♪ꜞⱨ□꜠fi☻ -



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 16 ⁷IPsec
○ⱪ◦ꜛfi≢v1╩ ⇔√ │⁸IKEv1─ ⅔╟┘ IKEv1/v2
501



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 16 ⁷IPsec
    RESPONDER-LIFETIME           : 0

    REPLAY-STATUS                : 0

    INITIAL-CONTACT              : 2

  [DPD]

    R-U-THERE                    : 0

    R-U-THERE-ACK                : 0

  [Others]

    Unsupported Message Type     : 0(D)

---------------- IKEv2 ------------------

[Exchange Type]

IKE_SA_INIT Exchange-req     : 0

IKE_SA_INIT Exchange-res     : 0

IKE_AUTH Exchange-req        : 0

IKE_AUTH Exchange-res        : 0

CREATE_CHILD_SA Exchange-req : 0

CREATE_CHILD_SA Exchange-res : 0

INFORMATIONAL Exchange-req   : 0

INFORMATIONAL Exchange-res   : 0

Other Exchange-req           : 0(D)

Other Exchange-res           : 0(D)

  [Ƒotv y ∙rᴳod Messages]
502







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 16 ⁷IPsec
505





◖ⱴfi♪ꜞⱨ□꜠fi☻ -



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 16 ⁷IPsec
Sending failed ...... ⌐ ⇔√
508









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 16 ⁷IPsec
.................................... SP ⌐ ∆╢ INBOUND SA ─√╘Ⱡ◗◦◄כ◦ꜛfi⌐ ⇔√ ╩

⇔╕∆⁹
512





























◖ⱴfi♪ꜞⱨ□꜠fi☻ - 16 ⁷IPsec
ₒ ₓ

IPsec HA ╩ ⇔╕∆⁹

ₒ ₓ

IPsec HA ╩ ⇔╕∆⁹

ₒ ⱨ▫כꜟ♪─ ₓ

Connection ................. TCP☿♇◦ꜛfi⅜ ⇔≡™╢⅛≥℮⅛≤⁸ ⇔≡™╢ ⁸ ⇔√ ╩

⇔╕∆⁹

UP  ⇔≡™╢

DOWN ⇔≡™⌂™

  local :........................ TCP☿♇◦ꜛfi─ ─ IP▪♪꜠☻ ( )≤ⱳכ♩ ╩ ⇔╕∆⁹

  remote : .................... TCP☿♇◦ꜛfi─ ─ IP▪♪꜠☻�Ra
IPsec HA526















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 16 ⁷IPsec
ₒ ₓ

─ CA ≢ ╖─ ╩ ⇔╕∆ PKI_CERT1⁸ Ɑ

▪ PKI_KEY⁸ⱨ□▬ꜟ /drive/cert.txt
PKI533





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 16 ⁷IPsec
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

♪כ⸗◙כꜚ ◖ⱴfi♪꜠ⱬꜟ14

ₒ ₓ

╩ ⇔╕∆⁹
PKI535



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 16 ⁷IPsec
ₒ ⱨ▫כꜟ♪─ ₓ
PKI536



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 16 ⁷IPsec
PKI











◖ⱴfi♪ꜞⱨ□꜠fi☻ - 16 ⁷IPsec
16.8 DNS
DNS◘כⱣ542



















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ♩◒Ⱡ◖♃כ♦⁷
ₒ ₓ

♩◒Ⱡ◖♃כ♦ ─SIP user agent ⁸
Ⱡ◒♩551◖♃כ♦



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ♩◒Ⱡ◖♃כ♦⁷
ₒ ₓ

♩◒Ⱡ◖♃כ♦ ─▪◌►fi♩ ╩ ⇔╕∆⁹
Ⱡ◒♩553◖♃כ♦









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 17 ♩◒Ⱡ◖♃כ♦⁷
♩◒Ⱡ◖♃כ♦









◖ⱴfi♪ꜞⱨ□꜠fi☻ -
ₒ ₓ

PPP☿♇◦ꜛfi╩ ⇔╕∆⁹

#modem disconnect

Disonnect modem? [y/N]: yes
PPP☿♇◦ꜛfi─ ≤562





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 18 ⁷⸗♦ⱶ

♦ כ ♃ ḓ ♦ כ ♃ ḓ
ₒ ₓ

♃כ♦ ḓ

♦♃♇₉ 
♃כ♦ ḓ─564



















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 19 ⁷VRF
VRF





20 ⁷L2TPv3

↓─ ≢│⁸L2TPv3 ─◖ⱴfi♪⌐≈™≡ ⇔╕∆⁹

20.1 L2TPv3─  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 20 ⁷L2TPv3
L2TPv3─ ─



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 20 ⁷L2TPv3
VRFName .................. VRF ╩ ⇔╕∆⁹

SessID(local/remote)

.................................... Session ID(local/remote)╩ ⇔╕∆⁹

CCID(local)................ Local─Control Connection ID╩ ⇔╕∆⁹

TunnelIF
L2TPv3─ ─583



◖ⱴfi♪ꜞⱨ□꜠fi☻ - 20 ⁷L2TPv3
ₒ ₓ
L2TPv3─ ─584





























◖ⱴfi♪ꜞⱨ□꜠fi☻ - 21 ⁷bridge
Bridge-group

Address MAC

Interface

C-VLAN-id
MAC ─598



22 ⁷QoS/Cos

↓─ ≢│⁸QoS/Cos ─◖ⱴfi♪⌐≈™≡ ⇔╕∆⁹

22.1 class-map─ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 600
22.2 policy-map─  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 601
22.3 Traffic Manager─  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 605





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 22 ⁷QoS/Cos
22.2 policy-map
policy-map─601





































◖ⱴfi♪ꜞⱨ□꜠fi☻ - 23 ⁷ⱳꜞ◦כꜟכ♥▫fi◓
policy-route-map ─ ─





◖ⱴfi♪ꜞⱨ□꜠fi☻ -





24 ⁷IDS

↓─ ≢│⁸IDS ─◖ⱴfi♪⌐





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 24 ⁷IDS
ₒ ₓ

IPv6Ɽ◔♇♩⌐ ∆╢ IDS─ ╩ ⇔╕∆⁹

Last interface≤Last time⌐≈™≡│⁸ ◖ⱴfi♪╩ ⇔≡╙ ↕╣╕∑╪⁹

ₒ ₓ

IPv6Ɽ◔♇♩⌐ ∆╢ IDS─ ╩ ⇔╕∆⁹
─◒ꜞ▪625





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 24 IDS24







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 24 ⁷IDS





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 24 ⁷IDS
ₒ ₓ

IPv6
ה◓꜡ה ─632





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 25 ⁷VRRP
25.1 VRRP ─

25.1.1 show track

ₒ ₓ

♩ꜝ♇◒ ─

ₒ ₓ

show track [<♩ꜝ♇◒ >]

ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

♪כ⸗◙כꜚ ◖ⱴfi♪꜠ⱬꜟ14

ₒ

♩ꜝ♇◒─ ╩ ┌
VRRP ─634

₇ὓ ₓ











◖ⱴfi♪ꜞⱨ□꜠fi☻ - 25 ⁷VRRP
v4639





◖ⱴfi♪ꜞⱨ□꜠fi☻ - 25 ⁷VRRP
Error ........................... VRRP
v4641













◖ⱴfi♪ꜞⱨ□꜠fi☻ - 26 ⁷















27 ⁷SNMP

↓─ ≢│⁸SNMP ─◖ⱴfi♪⌐≈™≡ ⇔╕∆⁹

27.1 v1,v2 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 655
27.2 v3  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 659







◖ⱴfi♪ꜞⱨ□꜠fi☻ - 27 ⁷SNMP
ₒ ₓ

SMUX
v1,v2657





















◖ⱴfi♪ꜞⱨ□꜠fi☻ - 28 ⁷SYSLOG
log ─667









◖ⱴfi♪ꜞⱨ□꜠fi☻ - 28 ⁷SYSLOG
log











◖ⱴfi♪ꜞⱨ□꜠fi☻ - 30 ⁷▬ⱬfi♩▪◒◦ꜛfi
ₒⱤꜝⱷ♃ₓ

ₒ ₓ♪כ⸗

♪כ⸗◙כꜚ

ₒ ₓ

⅜ ≤⌂∫≡™╢▬ⱬfi♩▪◒◦ꜛfi─ ╩ ⇔╕∆⁹

ₒ ₓ

⅜ ≤⌂∫≡™╢▬ⱬfi♩▪◒◦ꜛfi─ ╩ ⇔╕∆⁹

ₒ ⱨ▫כꜟ♪─ ₓ

No................▬ⱬfi♩▪◒◦ꜛfi ╩ ⇔╕∆⁹
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