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1.2. J+KOS'LM(CLI)

!"#$()Eäsnå>ë|12Ç~F,GHZ[|D<=>?OS|~;z*ÏÉEÖìÜãK¡úMGN

¥ !"#$()ßÈ

¥ q"?mp>P345

¥ 67±'

1.2.1. <=>?@AN)'O#'LM

tÛ>Ø=ð>jC;z*ÏÉEÖ}MGN

Router(config)#container enable

# D&[~!"#$EßÈGHÿ!DÏÉ89(refresh)|1:2;EãGHIJK¡úMGN
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1.2.2. P=KQR+ILMS

!"#$()C+,GHLANàq"?mp>P(F70/F71:Giga 1/1:1/4, F220/F221:Giga 1/1:1/8)*ÏÉEÖ}

MGN !"#$()|<=ÇZ}q"?mp>PE container-use !i"j(q"?mp>PÏÉð>j)CÏ

ÉÇ~¨©g}N >?@<Giga 1/3*q"?mp>P|ÏÉGHÿ!D<A*´ì|BCÇMGN

Router(config-if-ge 1/3)#container-use

Giga 1/3*q"?mp>PEA*´ì|ÏÉÇZÿ!<bridge-group 30 JL212vw`q"?mp>P

9VLAN-ID:50BK!"#$()|ßÈghMGN±^*ÏÉED*Gigaq"?mp>P\Ç¨DÀEq"?m

p>P|ªÇ~ÏÉGHJ<!"#$()|DFG*q"?mp>PKóÈghMGN

)*+ 1. #$%&'(,-./01$23453*"678

interface GigaEthernet 1/3
Êvlan-id 50
Êbridge-group 30
Êchannel-group 30
Êcontainer-use
exit
!
interface Port-channel 30
Êip address 10.10.30.1 255.255.255.0
exit

!"#$()à*äsnå>ëÏÉ|V}~D<!"#$()*äsnå>ëÏÉ*Ñ|~¥�ÄÇMGN

#

¥ !"#$()CD<"eth + brdige-groupHI"KJKJ`Hq"?mp>PKßÈg

hMG9Lz*>CD<"eth30"KßÈghMGBN

¥ Lz>* "ip address 10.10.30.1 255.255.255.0" D<=>?OSà*ajuPJ`úM

GN!"#$()|IPajuPEMNGHZ[|D<!"#$()|Ûtq"Ç~Ï

ÉGHIJKÜãCG9!"#$()*äsnå>ëÏÉ*ÑEÁÅÇ~¨©g}

BN

¥ bíqO>nIPajuPE+,GHÿ!<!"#$()Yê+çäsnå>ëO12

GHZ[|DNAT*ÏÉKÜãJ`úMGNÜã|%&~=>?OSàCÏÉÇ~¨

©g}9,-D !i"jcmÆu"P-ÇÈÉÊË[1]*NAT*ÑEÁÅÇ~¨©g}

BN

¥ Lz*ÏÉE89GHJ=>?àCDVLAN*q"?mp>PJÇ~ÏÉghMG

K<!"#$()WCDPQ*q"?mp>PJÇ~R?MGNIPajuPü*ÏÉ

D!"#$()W|aëÉPÇ~ÏÉEÖìÜãK¡úMGN

!"#$()Yê+ç*äsnå>ëO*aëÉPKÜã|`Hÿ!K¡úMGNI*Z[<=>?OSàC+
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ç*äsnå>ë|12GHZ[*Gigaq"?mp>P(2/1\Ç¨D3/1)*ÏÉEA*´ì|Ö}MG9Giga

3/1DF220/F221*èBN

interface GigaEthernet 2/1
Êvlan-id 31
Êbridge-group 31
Êchannel-group 31
exit
!
interface Portchannel 31
Êip address xxx.xxx.xxx.xxx yyy.yyy.yyy.yyy
exit

# !"#$()D=>?OS*ó>?bu>"STC+ç*äsnå>ëO12ÇMGN
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1.3. TUVW'O#'LM

!"#$()E+ç*äsnå>ë|12ÇZU"íq"*()C+,GHÿ!D<67±'*ÏÉEÖö~

¨©g}N 67K±'gh~}`}J<Vsd>î*WXüCYí>J`Hvw$K¡úMGN

tÛ>Ø=ð>jC;z*ÏÉEÖ}MGNNTPÀ>Ø*ajuPD¥F,*()|¡Ä¢~ÏÉÇ~¨©g
}N

)*+ 2. 9:;<"678

Router(config)#ntp server 192.168.1.10

"
MZÞElastic StackE+,ÇZó>?*v[5EÖìÿ!D<67±'*ÏÉKÜ\J`

úMGN

6]*cl>P|¹Ç~D!"#$()WC&'5GHIJKCLM¢£N =>?OSà*67cl>PJ^P

J`HZ[<!"#$()àC67±'*ÏÉEÖìÜãD¡úM¢£N

#
!"#$()àCD<67±'EÖìZ[*ó>ð"bÛÉP( systemd-timesyncd )K

q"Pn>=gh~}MGK< ;z*´ì|À>_PEfXGHIJDCLM¢£NÜ`

=>?OSàC67±'EÖì´ì|ÏÉÇ~¨©g}N

root@container:~# systemctl status systemd-timesyncd
Ê systemd-timesyncd.service - Network Time Synchronization
Ê  Loaded: loaded (/lib/systemd/system/systemd-timesyncd.service; enabled; vendor preset:
enabled)
Ê  Active: inactive (dead)
Condition: start condition failed at Mon 2019-12-02 06:16:35 UTC; 1min 6s ago
Ê          mq ConditionVirtualization=!container was not met
Ê    Docs: man:systemd-timesyncd.service(8)
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1.4. <=>?@A'XY

!"#$()EfXGH|D<=>?OS*CLIYê container start !i"jEÑÖÇ~¨©g}N

Router# container start
start ok?[y/N]:yes

Router#

#
fX!"m­t(boot.cfg)| container enable !i"jEÏÉÇZÖ×C=>?@AE

fXÇZÿ!D<aXñ|!"#$()*fXKÖÄhMGN

!"#$()fXb<!"#$|ÏÉEÖö~}`}Ö×CD<show container list õ´û show container

information |~A*´ì`cdKòôghMGNÁÂÞ !i"jcmÆu"P-Ó,Ô°Ë[2]

Router#show container list

-----------------------------------------------------------------+
|   NAME    | BASE IMAGE |    IMAGE VERSION    |  STATE  | IPV4 | IPV6 |
-----------------------------------------------------------------+
| container | 5c4e1566dd | 3.12 20201012_15:00 | RUNNING |      |      |
-----------------------------------------------------------------+
Router#show container information

Name: container
Remote: unix://
Architecture: aarch64
Created: 2019/10/08 02:09 UTC
Status: Running
Type: persistent
Profiles: default
Pid: 3602
Ips:
Ê lo:   inet    127.0.0.1
Ê lo:   inet6   ::1
Resources:
Ê Processes: 59
Ê CPU usage:
Ê   CPU usage (in seconds): 18
Ê Memory usage:
Ê   Memory (current): 30.74MB
Ê   Memory (peak): 33.24MB
Ê Network usage:
Ê   lo:
Ê     Bytes received: 237.99kB
Ê     Bytes sent: 237.99kB
Ê     Packets received: 2858
Ê     Packets sent: 2858
Ê   sit0:
Ê     Bytes received: 0B
Ê     Bytes sent: 0B
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Ê     Packets received: 0
Ê     Packets sent: 0
Ê   eth30:
Ê     Bytes received: 0B
Ê     Bytes sent: 0B
Ê     Packets received: 0
Ê     Packets sent: 0
Router#
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1.5. <=>?@AZ'[\

!"#$()O*12-.D;z*3VK¡úMGN

¥ Qp=fX

◦ =>?OS*CLIYê!"#$()W*Qp=EfXÇ~aëÉPÇMGNVPå>jBC`ÇCroot

á>âJÇ~Ûtq"vwCGN

¥ !"l>=12

◦ =>?OS*CLIYê!"#$()W*!"l>=EfXÇ~aëÉPÇMGNÛtq"GHZ[|D

VPå>jKÜãCGN

¥ äsnå>ë12

◦ =>?@A+çYê!"#$()OSSH12Ç~aëÉPÇMGNómí=nCD<rootá>â|´

HÛtq"DCLM¢£N

!

¥ e'Ö×CD!"#$()*rootVPå>jKÏÉgh~}`}*C<Qp=fX|

´ú!"#$()O12Ç~VPå>jEÜ`ÏÉÇ~¨©g}N

¥ Qp=fX|´H!"#$()O*12D<=>?OSà*/0á>âC¡h@fC

\aëÉPvwCGN/0á>â*Ô°D<õù^*»¼Cgº|Öö~¨©g}N

¥ !"#$()|D¼á*á>âaão"nEóÈvwCGNá>â*Ô°D<õù^

*»¼Cgº|Öö~¨©g}N

!"#$()|Ûtq"GHZ[*aão"nD¤[óÈÇ~õ¨ÜãK¡úMGN ;z*´ì|<Qp=f

X|´ú!"#$()|Ûtq"Ç~YêóÈÇ~¨©g}N

F220#container attach
~ # useradd -m furukawa
~ # passwd furukawa
New password:
Retype new password:
passwd: password updated successfully
~ # su - furukawa
container:~$ id
uid=1000(furukawa) gid=1000(furukawa) groups=1000(furukawa)
container:~$

#

container attach C!"#$()|aëÉPÇZÿ!D<rootá>âJÇ~Ûtq"ÇM

GN rootá>â*VPå>j\gº|ÏÉÇ~¨©g}N

~ # id
uid=0(root) gid=0(root)
~ # passwd
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New password:
Retype new password:
passwd: password updated successfully
~ #

:;|aëÉP>EdÇMGN

1.5.1. ]RJXY

=>?OS*CLILC container attach EÑÖÇMGN

Router#container attach
~ # uname
Linux
~ # exit
exit

Router#

# exitEBCGHJ=>?OS*CLI|húMGN
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1.5.2. <=H+J[\

=>?OS*CLILC container attach console EÑÖÇMGN!"l>=12EÖìJ<fX6rQisnj

o"6*ÛtéèKkl|mCghMGN

Router#container attach console
To detach from the console, press: <ctrl>+a q

Welcome to Alpine Linux 3.12
Kernel 4.14.47 on an aarch64 (/dev/console)

container login: root
Password:
Welcome to Alpine!

The Alpine Wiki contains a large amount of how-to guides and general
information about administrating Alpine systems.
See http://wiki.alpinelinux.org/.

You can setup the system with the command: setup-alpine

You may change this message by editing /etc/motd.

container:~# uname -snm
Linux container aarch64
container:~# exit

Welcome to Alpine Linux 3.12
Kernel 4.14.47 on an aarch64 (/dev/console)

container login:
Router#

# =>?OS*CLI|hH|D<<ctrl>+a q EBCÇ~¨©g}N
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1.5.3. ^CD_+,[\

=>?@A+ç*klYêSSHaëÉPEÖ}MGN

root@remote:~# ssh 10.10.30.10
root@10.10.30.10's password:
Welcome to Alpine!

The Alpine Wiki contains a large amount of how-to guides and general
information about administrating Alpine systems.
See http://wiki.alpinelinux.org/.

You can setup the system with the command: setup-alpine

You may change this message by editing /etc/motd.

container:~#
container:~# cat /etc/os-release
NAME="Alpine Linux"
ID=alpine
VERSION_ID=3.11.0
PRETTY_NAME="Alpine Linux v3.11"
HOME_URL="https://alpinelinux.org/"
BUG_REPORT_URL="https://bugs.alpinelinux.org/"
container:~# exit
Connection to 10.10.30.10 closed.
root@remote:~#

#

¥ !"#$()|~<SSH12nJ`HIPajuP*ÏÉKÜãCGN!"#$()*

äsnå>ëÏÉ*Ñ|~¥�ÄÇMGN

¥ ómí=nCDSSHÀ>_P*VPå>jô Do4J`ö~}MGNÏÉpWGH

ÿ!D<SSHÀ>Ø*ÑEÁÅÇ~¨©g}Nqrsô E+,GHÿ!D<VPå

>j*BCDÜã¡úM¢£N

qrsô CÛtq"GHÿ!D<¤[ëíqa"nàCô sEßÈÇ~!"#$()à|qrs*éèE

tZÇ~õ¨ÜãK¡úMGN ô sD;z*!i"jCóÈvwCGNóÈÇZqrsD<uêGHá>â

*v>Ró­uëncw;|¡Hauthorized_keys9~/.ssh/authorized_keysB|tZÇ~¨©g}N ,-DU

"íq"iÃ¬a=üEÁÅÇ~¨©g}N

)*+ 3. SSH=>?"@A8

root@remote:~# ssh-keygen

ssh-copy-id !i"jK+,CLH()CD<;z*´ì|cð>n*klàYêqrs*tZKvwCGN
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)*+ 4. SSHBC?"DE8

root@remote:~# ssh-copy-id root@192.168.127.21

#
SSHÀ>Ø*VPå>jô E34|Ç~õ¨ÜãK¡úMGNtZKx¦ÇZê<VP

å>jô Eo4|Ç~õ¨IJEõy[ÇMGN
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1.6. <=>?@A'^CD_+,LM

CLI!i"j|´úÏÉvwCGN :;|ÏÉ>EdÇMGN,-D !i"jcmÆu"P-ÇÈÉÊË[3] E¥

ÁÅ¨©g}N

container configuration
Êdns x.x.x.x y.y.y.yÌz õù^*()|!Ä¢~ÏÉÇ~¨©g}
Êhostname F221-Container
Ê!
Êinterface 1
Ê bridge-group 1Ìz =>?OSà*LANq"?mp>P*Ecsît=>bHI|!Ä¢~¨©g}
Ê ip address 192.168.127.21 255.255.255.0
Êexit
Ê!
Êinterface 2
Ê bridge-group 30Ìz =>?OSà*LANq"?mp>P*Ecsît=>bHI|!Ä¢~¨©g}
Ê ip address 10.10.30.10 255.255.255.0
Ê ip gateway 10.10.30.1
Êexit
Ê!
exit

"
q"?mp>PÏÉ>*ÑC{|ZPú<!"#$()à*q"?mp>P*ÑTD=>

?OSà*VLANq"?>mp>PJ`úMGN!"#$()àCVLANq"?mp>P*

ÏÉEÖö~\XóÇM¢£N

ÏÉKx¦ÇZê<refresh !i"jEÑÖÇ~ÏÉE89ÇMGN

#
=>?OSà*LANq"?mp>PÏÉ|~Ecsît=>bHIräsnå>ëaju

PEpWÇZÿ!D<}¢~!"#$à*q"?mp>PÏÉEpWGHÜãK¡úM
GN
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1.7. <=>?@A'`a

!"#$()EýþGHÿ!D<!"#$()WC poweroff !i"jü|´úQisnjo"EÖö~¨©

g}N

container:~# poweroff

\Ç¨D<=>?OS*CLIàYê container stop !i"jEÑÖÇ~¨©g}N

Router#container stop
stop ok?[y/N]:yes

Router#

#
!"#$()E~�fXGHÿ!D<=>?OS*CLIàYê container start EÑÖÇ~

¨©g}N!"#$()WCreboot!i"jEÑÖÇZÿ!D<!"#$()K~fXG

H*C container start EÑÖGHÜãD¡úM¢£N

"
=>?OSàC container enable !i"jEÄÅÇ~!"#$ÎwEo45ÇZÿ!

D<aXñ|!"#$()\Qisnjo"ghMGN

!
!"#$()EF,Ç~}Hñú|1ûOFFüC=>?@AEýþÇZÿ!D<!"#$

()*ó>?K"#GHvw$K¡úMGN=>?@AEQisnjo"GHÇD<=>

?OSàC container enable !i"jEÄÅÇ~!"#$ÎwEo45Ç~¨©g}N

!"#$()ýþb<show container list õ´û show container information |~A*´ì`cdKòôg

hMGNÁÂÞ !i"jcmÆu"P-Ó,Ô°Ë[2]

Router#show container list

-----------------------------------------------------------------+
|   NAME    | BASE IMAGE |    IMAGE VERSION    |  STATE  | IPV4 | IPV6 |
-----------------------------------------------------------------+
| container | 5c4e1566dd | 3.12 20201012_15:00 | STOPPED |      |      |
-----------------------------------------------------------------+
Router#show container information

Name: container
Remote: unix://
Architecture: aarch64
Created: 2019/10/08 02:09 UTC
Status: Stopped
Type: persistent
Profiles: default
Router#
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1.8. LMS

!"#$()EF,GHZ[*<äsnå>ëÇÈ*ÏÉ>E¥�ÄÇMGN

! 2. #$%&'("FG+H3IJA8(2K"1$2453*LMNOPQR)

ÁÂÞ Îw�Äy[4] 2.19.3 Ecsît=>b*@AWçÇÈ

CLIÏÉDA*PúCGN

)*+ 5. #$%&'("FG+H3IJA8(2K"1$2453*LMNOPQR)"CLI67

container configuration
Êdns x.x.x.x y.y.y.yÌz õù^*()|!Ä¢~ÏÉÇ~¨©g}
Êhostname F221-Container
Ê!
Êinterface 1
Ê bridge-group 1
Ê ip address 192.168.127.21 255.255.255.0
Êexit
Ê!
Êinterface 2
Ê bridge-group 30
Ê ip address 10.10.30.10 255.255.255.0
Ê ip gateway 10.10.30.1
Êexit
Ê!
exit
!
ntp server xxx.xxx.xxx.xxx
!
interface GigaEthernet 1/1
Êvlan-id 50
Êbridge-group 30
Êchannel-group 30
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Êcontainer-use
exit
!
interface GigaEthernet 1/2
Êvlan-id 1
Êbridge-group 1
Êchannel-group 1
Êcontainer-use
exit
!
interface GigaEthernet 1/3
Êvlan-id 1
Êbridge-group 1
Êchannel-group 1
Êcontainer-use
exit
!
interface GigaEthernet 1/4
Êvlan-id 1
Êbridge-group 1
Êchannel-group 1
Êcontainer-use
exit
!
interface GigaEthernet 2/1
Êvlan-id 31
Êbridge-group 31
Êchannel-group 31
exit
!
interface Port-channel 1
Êip address 192.168.127.20 255.255.255.0
exit
!
interface Port-channel 30
Êip address 10.10.30.1 255.255.255.0
exit
!
interface Port-channel 31
Êip address xxx.xxx.xxx.xxx yyy.yyy.yyy.yyy
exit
!

show container list õ´û show container information DA*´ì|cdghMGN

Router#show container list

----------------------------------------------------------------------------------+
|   NAME    | BASE IMAGE |    IMAGE VERSION    |  STATE  |         IPV4          | IPV6 |
----------------------------------------------------------------------------------+
| container | 5c4e1566dd | 3.12 20201012_15:00 | RUNNING | 192.168.127.21 (eth1) |      |
|           |            |                     |         | 10.10.30.10 (eth30)   |      |
----------------------------------------------------------------------------------+
Router#show container info
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Name: container
Remote: unix://
Architecture: aarch64
Created: 2019/10/08 07:46 UTC
Status: Running
Type: persistent
Profiles: default
Pid: 23852
Ips:
Ê lo:   inet    127.0.0.1
Ê lo:   inet6   ::1
Ê eth1: inet    192.168.127.21   sit0
Ê eth1: inet6   fe80::280:bdff:fef0:5a76        sit0
Ê eth30:        inet    10.10.30.10     sit0
Ê eth30:        inet6   fe80::280:bdff:fef0:5a76        sit0
Resources:
Ê Processes: 24
Ê CPU usage:
Ê   CPU usage (in seconds): 15
Ê Memory usage:
Ê   Memory (current): 4.98MB
Ê   Memory (peak): 8.13MB
Ê Network usage:
Ê   eth1:
Ê     Bytes received: 3.89kB
Ê     Bytes sent: 908B
Ê     Packets received: 68
Ê     Packets sent: 12
Ê   eth30:
Ê     Bytes received: 170.38kB
Ê     Bytes sent: 9.82kB
Ê     Packets received: 100
Ê     Packets sent: 120
Ê   lo:
Ê     Bytes received: 1.06kB
Ê     Bytes sent: 1.06kB
Ê     Packets received: 12
Ê     Packets sent: 12
Ê   sit0:
Ê     Bytes received: 0B
Ê     Bytes sent: 0B
Ê     Packets received: 0
Ê     Packets sent: 0
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1.9. 89:;

[1] !i"jcmÆu"P-ÇÈÉÊË https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/

cmd_refe_config.pdf

[2] !i"jcmÆu"P-Ó,Ô°Ë https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/

cmd_refe_ope.pdf

[3] !i"jcmÆu"P-ÇÈÉÊË https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/

cmd_refe_config.pdf

[4] Îw�Äy https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/kinou.pdf
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Chapter 2. EFGb+]c='de
!"#$()CD<Alpine LinuxO>P*QP#RKfXÇMGN Alpine LinuxKÉÑGHlmnopa*Ö

|À>jV>#­Ü*lmnopa`k\aT|q"Pn>=Ç~Xóg¢HIJKvwCGN

xÑCD<;z*lmnopa|V}~<!"#$()WC*ÑÖ>EdÇMGN

¥ SSHÀ>Ø

¥ Vdsn«ibîi(tcpdump)

¥ SNMPY>îp"n

¥ äsnå>ëáàâ>=(ntopng) äsnå>ëVdsna$íqâ>(packetbeat)

◦ Ûtäãâ>=(filebeat)

! ælmnopa*+,åçríqÉ"PEgº|éö~+,Ç~¨©g}N
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2.1. Alpine LinuxfghijEFGb+]c=

!"#$()CD<Alpine Linux*qì>î|]Mh~}HlmnopaE+,GHIJKCLMGNMZ<

apk[1]!i"jE+,Ç~Alpine LinuxKÉÑGHlmnopa*q"Pn>=rasbtu>j\vwCG9

ëÇ<I*ÿ!D!"#$()K+ç*äsnå>ë|12Ç~}HIJKÜãCGBN

apt!i"jE+,Ç~lmnopaEq"Pn>=GHÿ!D<¤[Vsd>îcPnEWXÇ~õ¨ÜãK

¡úMGNWXGHÿ!D<;z*´ì|!i"jEÑÖÇ~¨©g}N

root@container:~# apk update

q"Pn>=èè*Vsd>îD<;z*!i"jCòôCLMGN

root@container:~# apk list --installed

#
q"Pn>=èèVsd>î*asbó>n\apk!i"jCÑÖCLMGNgêasb

ó>nEÖö~¨©g}N

IMPORTANT:q"Pn>=Àq**òL`Vsd>îrëG*Vsd>î<=`kEÖìJ<!"#$()*

ó­Pë{(KíçGHì¿J`úMGNíã`Vsd>î`kDÄÅGH`kÇ~gº`Vsd>îGCÓ

,GHIJEõy[ÇMGN

Alpine Linux*abcd>Qe"rQP#R*+}-|¹Ç~D<;z*j«¬ì"n`kEÁÂ|Ç~¨©

g}N

¥ Alpine Linux package management[2]
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2.1.1. SSHk+l

OpenSSH Server[3]K¤[q"Pn>=gh~}MGN:;|ÑÖ>EdÇMGN

)*+ 6. SSHS3T"UV8

container:~# rc-service sshd start
Ê* Caching service dependencies ...                          [ ok ]
ssh-keygen: generating new host keys: RSA DSA ECDSA ED25519
Ê* Starting sshd ...                                         [ ok ]
container:~# rc-service sshd status
Ê* status: started
container:~#

!"#$()fX6|aXñ|À>_PEfXg¢Z}ÿ!D<;z*´ì|ÏÉEÖö~¨©g}N

)*+ 7. SSHS3T"WVUV8

container:~# rc-update add sshd
Ê* service sshd added to runlevel default
container:~# rc-status
Runlevel: default
Ênetworking                           [  started  ]
Êmonit                                [  started 00:48:50 (0) ]
Êchronyd                              [  started  ]
Êcrond                                [  started  ]
Êsshd                                 [  started  ]
Dynamic Runlevel: hotplugged
Dynamic Runlevel: needed/wanted
Dynamic Runlevel: manual
container:~#

#

¥ rootá>â*VPå>jô E34|GHZ[|D<gê| PermitRootLogin *Ï

ÉâîE34|GHÜãK¡úMGN,-D<U"íq"j«¬ì"nüEÁÅÇ~

¨©g}N

¥ rootá>â*VPå>jô EïvGHJÉ«¬c#­ñ|ñóJ`úMG*C<ò

;|¥Üá¨©g}N

¥ !"#$()|¤[q"Pn>=gh~}Hlmnopa*ìô<Øsëtío"j

CXóÇ~ÎwEÉÑGHbÛtíR9ó>ð"BD<rc-service!i"jCÔ°C

LMGN,-DU"íq"j«¬ì"nüEÁÅÇ~¨©g}N

ëíqa"nàYê*12D<äsnå>ë12*ÑEÁÅÇ~¨©g}N
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2.1.2. mbCDnoFpo

A*´ì|<tcpdump|´úVdsn«ibîiEÖìIJKCLMGN

)*+ 8. XYG+Z[\]["^_8

container:~# tcpdump -i eth1 -vvv
tcpdump: listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
05:07:55.996932 STP 802.1d, Config, Flags [none], bridge-id 807f.b8:be:bf:06:dc:00.8004, length
43
Ê       message-age 0.00s, max-age 20.00s, hello-time 2.00s, forwarding-delay 15.00s
Ê       root-id 807f.b8:be:bf:06:dc:00, root-pathcost 0
05:07:56.780103 IP6 (flowlabel 0x489cc, hlim 255, next-header ICMPv6 (58) payload length: 16)
container > ip6-allrouters: [icmp6 sum ok] ICMP6, router solicitation, length 16
Ê         source link-address option (1), length 8 (1): 00:80:bd:f0:5a:76
Ê           0x0000:  0080 bdf0 5a76
05:07:57.998935 STP 802.1d, Config, Flags [none], bridge-id 807f.b8:be:bf:06:dc:00.8004, length
43
Ê       message-age 0.00s, max-age 20.00s, hello-time 2.00s, forwarding-delay 15.00s
Ê       root-id 807f.b8:be:bf:06:dc:00, root-pathcost 0
^C
3 packets captured
3 packets received by filter
0 packets dropped by kernel

«ibîiöõEmÆq=|üøGHIJ\vwCGN

container:~# tcpdump -i eth1 -w packet.cap
tcpdump: listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
^C1 packet captured
1 packet received by filter
0 packets dropped by kernel
root@container:~# ls -l packet.cap
-rw-r--r-- 1 root root 100 Oct  8 05:08 packet.cap

"

¥ mÆq=|üøGHÿ!D<ó­Pë{(E"úÇMGN«ibîiGHó>?(K

ë}ÿ!D¥Üá¨©g}N

¥ ó>?Àq**òL`mÆq=EüøGHÿ!r<ó­PëI/O*½ùKû}yLü

è °EÖìÿ!`kD<USBmísQ¬ìðc`k*+çz¡ó­PëOüøGH

IJEõy[ÇMGN

=>?OS*ö>nðÃ?c"tÎwE+,GHJ<!"#$()àC=>?@A*ú¢ó>?E«ibîiG

HIJKvwCGNI*ÿ!<!"#$()àCDA*´ì| eth0 *q"?mp>P|ªÇ~«ibîiEÖ

}MGN
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)*+ 9. `32OS"abc32"Z[\][^_8

container:~# tcpdump -i eth0 -vvv

#
ö>nðÃ?c"tÎw*,-JÜá£D<MZÞö>nðÃ?c"tÎw*+,EÁÅ

Ç~¨©g}N

!
û½ù`ú¢ó>?E«ibîiGHÿ!D<=>?@A*ú¢$w|¤¥EN?Hvw

$K¡H*C<¥Üá¨©g}N

!"#$()K+ç*äsnå>ë|12Ç~}Hÿ!D<=>?@A+ç*klLC«ibîiöõEcd

GHIJ\vwCGN Wireshark*cð>n«ibîiÎwE+,ÇZ>E:;|dÇMGN

M`<cð>n*klLCWiresharkEfXÇ~ SSH remote capture *q"?mp>PUbQe"E¦§Ç

~¨©g}N

! 3. Wireshark"sshdumpd\ef$

#
uêGHUbQe"Kcdgh~}`}ÿ!D< sshdump *â>=Kq"Pn>=gh

~}HYkìYEòôÇ~¨©g}N

;z*´ì|ÑÖGHJ<GUILC«ibîiöõEca=?qR|cdGHIJKCLMGN
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! 4. Wireshark")g3+Z[\][^_8(GUI"QR)

æ¨|D<;z*©EBCÇ~¨©g}N

¥ Remote interface : !"#$()L*q"?mp>PJEBCÇ~¨©g}9=>?@A*ú¢ó>?E

«ibîiGHÿ!D eth0 EBCÇ~¨©g}B

¥ Remote capture command : tcpdump -Unw - vlan and not port ssh

¥ Remote cature filter : Üã|%&~BCÇ~¨©g}

!"#$()*IPajuPD<;z*ª«CBCCLMGN¥F,*()|¡Ä¢~BCÇ~¨©g}N

! 5. Wireshark")g3+S3T"678

rootá>âCÛtq"GHÜãK¡úMGN;z*´ì|¬ÉÇ~¨©g}N
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! 6. Wireshark")g3+S3T"=>678

#
LzDqrsô CÛtq"GH>CGNSSH|´Hrootá>â*Ûtq"|V}~

D<SSHÀ>Ø*ÑEÁÅÇ~¨©g}N

!i"jíq"Yê\±^|ÑÖGHIJKvwCGN;z*´ì|ÑÖÇ~¨©g}N

)*+ 10. Wireshark")g3+Z[\][^_8(#h$i"QR)

wireshark -k -i <(ssh root@192.168.127.21 "tcpdump -Unw - -i eth0 vlan and not port ssh")

#
VPå>jô CÛtq"GHÿ!D<VPå>j*BC?q­"t|´ö~DYí>J

`Hvw$K¡úMGNI*ÿ!D<qrsô |´úÛtq"Ç~ÑÖÇ~¨©g}N
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2.1.3. SNMPq+rR=D

SNMPY>îp"n*abcd>Qe"EÑÖGHJ<!"#$()*SNMP MIB*éèE®¯GHIJKC

LMGN gº|ÏÉEÖöZLC<;z*´ì|ÑÖÇ~¨©g}N

# !"#$()K+çäsnå>ë|12gh~}HÜãK¡úMGN

aXñ|À>_PEfXg¢H´ì|ÇZ}ÿ!D<;z*´ì|ÏÉÇ~¨©g}N

)*+ 11. SNMPj3k5$+"UV8

container:~# rc-update add snmpd
Ê* service snmpd added to runlevel default

!"#$()<\Ç¨D<=>?@A+ç*klYê;z*´ì|MIBE®¯CLMGN

# snmpwalk -v2c -c public -OSX -IR 192.168.127.21 host

#

MIBÉÊmÆq=EüøÇ~}Hó­uëncKíÄ`ÿ!<Symbol OID9Lz*>C

D<"host"B*¬ÉKCL`}ÿ!K¡úMGNuêGHó­uëncEÄdñ|¬ÉG

HY<Numeric OIDE¬ÉÇ~¨©g}N,-DNet-SNMP*U"íq"j«¬ì"nü

EÁÅÇ~¨©g}N

=>?OSCSNMPÎwE34|Ç~}h@<!"#$()Yê=>?OS*MIBéèE®¯GHIJ\vwC
GN

root@container:~# snmpbulkwalk -v2c -c public -OSX -IR 192.168.127.20 system

# =>?OS*IPajuPE¬ÉGHÜãK¡úMGN
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2.1.4. ntopng

ntopng[4]D<ntop8|´úr°gh~}Häsnå>ëním­sëáàâ>=CGN DPIâ>=E+,Ç~

äsnå>ëL*^_`bÛn!=E±DGHIJKvwCGN

;z*ÏÉmÆq=|²[ÇZ}q"?mp>PJE¬ÉÇ~fXÇMGN

¥ /etc/ntopng/ntopng.conf

)*+ 12. ntpng"UV8

container:~# vi /etc/ntopng/ntopng.conf
Ê   (ÏÉË³Ç~üø...B
container:~# rc-service ntopng start
Ê* Starting ntopng ...

áàöõD<WebUICòôGHIJKvwCGN!"#$()*3000ö>n|ªÇ~HTTPaëÉPÇ~¨©

g}9ö>nHIDÏÉ|´úpWvwCGBNe´Ûtq"6DVPå>j*pWKµ[êhMGN

+}-*,-D< The ntopng Web GUI[5]üEÁÅÇ~¨©g}N

! 7. ntopng"WebUIlm1$no
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! 8. ntopng"WebUI8
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2.1.5. packetbeat

packetbeat[6]D<Elastic8|´úr°gh~}Häsnå>ëVdsna$íqâ>CGN ntopng*´ì

|WebUI*q"?mp>PD¡úM¢£K<±&¨Elastic8*Ü¶C¡H< Elasticsearch[7]r Logstash[8]|ó

>?EäãGHIJC<áàöõEca=?qR|v[5GHIJKvwCGN

#
ó>?*v[5|V}~D<MZÞElastic StackE+,ÇZó>?*v[5EÁÅÇ~¨

©g}N

M`<;z*ÏÉmÆq=EË³ÇMGN

¥ /etc/packetbeat/packetbeat.yml

ÏÉmÆq=ú*<;z(1),(2),(2-1)DÏÉÜ\CGN Packetbeat Reference[9]EÁÂ|Ç~ÏÉEÖö~¨©

g}N

¥ (1) packetbeat.interfaces.device

◦ =>?@A*ú¢ó>?EáàÇZ}ÿ!D<=>?OSàCö>nðÃ?c"tÎwE34|ÇZL

C< eth0 E¬ÉÇ~¨©g}N

¥ (2) output.elasticsearch

◦ ó>?*äãnE¬ÉÇMGNlogstash|äãÇZ}ÿ!D<output.logstash |¬ÉÇM

GNelasticsearchJlogstash*·-E¬ÉGHIJDCLM¢£9kôêYUV*èBN

◦ ó>?*¸ãà(elasticsearch`kBCô EÖì´ì|ÏÉÇ~}Hÿ!D<username

rpasswordEgº|ÏÉÇ~¨©g}N

◦ (2-1) hostsÞmCn*IPajuP<\Ç¨D<vPnJE¬ÉÇMGNFG*mCnE¬ÉGHIJ

\vwCGN

;z(3)D<ÛtmÆq=|¹GHÏÉJ`úMG9ÏÉD¼áCGBN!"#$()*ó­Pë{(E"úG

HIJ|`H*C<Üã|%&~ÏÉÇ~¨©g}N

¥ (3) logging.files

)*+ 13. packetbeat"678p/etc/packetbeat/packetbeat.ymlqrs

packetbeat.interfaces.device: eth0   (1)

output.elasticsearch:                (2)
Ê # Array of hosts to connect to.
Ê hosts: ["xxx.xxx.xxx.xxx:9200"]    (2-1)

Ê # Optional protocol and basic auth credentials.
Ê #protocol: "https"
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Ê username: "elastic"
Ê password: "secret"

logging.to_files: true
logging.files:                       (3)
Ê path: /var/log/packetbeat
Ê name: packetbeat
Ê rotateeverybytes: 1048576
Ê keepfiles: 7
Ê permissions: 0644

ÏÉmÆq=*Ë³Kx¦ÇZê<À>_PEfXÇMGN

)*+ 14. packetbeat"UV8

container:~# vi /etc/packetbeat/packetbeat.yml
Ê   (ÏÉË³Ç~üø...B
container:~# rc-service packetbeat start
Ê* Starting packetbeat ...

#

!"#$()fX6|aXñ|packetbeatEfXGH´ì|ÇZ}ÿ!D;z*´ì|Ï

ÉÇ~¨©g}Nq"Pn>=bDaXñ|fXGHÏÉ|D`ö~}M¢£N

container:~# rc-update add packetbeat
Ê* service packetbeat added to runlevel default
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2.1.6. filebeat

filebeat[10]D<Elastic8|´úr°gh~}HÛtäãâ>=CGN >?@<syslogrHTTPÀ>_P*aëÉ

PÛt`kKzZghZmÆq=E Elasticsearch[7]r Logstash[8]|ó>?EäãGHIJC<Ût*W{Ec

a=?qR|v[5GHIJKvwCGN

#
ó>?*v[5|V}~D<MZÞElastic StackE+,ÇZó>?*v[5EÁÅÇ~¨

©g}N

M`<;z*ÏÉmÆq=EË³ÇMGN

¥ /etc/filebeat/filebeat.yml

ÏÉmÆq=ú*<;z(1),(2),(2-1)DÏÉÜ\CGN Filebeat Reference[11] EÁÂ|Ç~ÏÉEÖö~¨©g
}N

¥ (1) filebeat.inputs

◦ filebeatC²[GHÛtmÆq=ró>?E¬ÉÇMGN

◦ Configure inputs[12]|zÅgh~}H´ì|<mÆq=¹6©ºC`¨<^_`»¼Có>?E²[

GHIJKvwCGN

◦ filebeatD´¨+,ghH¹6*Ût9>?@apache*Ût`kB|ª%ÇZ Modules[13]K¤[,á

gh~}MGN;zó­uënc|¡HÏÉE34|GHIJC+,GHIJKvwCGN

▪ /etc/filebeat/modules.d

¥ (2) output.elasticsearch

◦ ó>?*äãnE¬ÉÇMGNlogstash|äãÇZ}ÿ!D<output.logstash |¬ÉÇM

GNelasticsearchJlogstash*·-E¬ÉGHIJDCLM¢£9kôêYUV*èBN

◦ ó>?*¸ãà(elasticsearch`kBCô EÖì´ì|ÏÉÇ~}Hÿ!D<username

rpasswordEgº|ÏÉÇ~¨©g}N

◦ (2-1) hostsÞmCn*IPajuP<\Ç¨D<vPnJE¬ÉÇMGNFG*mCnE¬ÉGHIJ

\vwCGN

;z(3)D<ÛtmÆq=|¹GHÏÉJ`úMG9ÏÉD¼áCGBN!"#$()*ó­Pë{(E"úG

HIJ|`H*C<Üã|%&~ÏÉÇ~¨©g}N

¥ (3) logging.files

)*+ 15. filebeat"678p/etc/filebeat/filebeat.ymlqrs

filebeat.inputs:                     (1)
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- type: log
Ê paths:
Ê   - /var/log/syslog
Ê fields:
Ê   tags: "system_log"
Ê pipeline: "rsyslog"
- type: log
Ê paths:
Ê   - "/var/log/apache2/*"
Ê fields:
Ê   apache: true
Ê fields_under_root: true
- type: tcp
Ê host: "127.0.0.1:9006"
Ê fields:
Ê   tags: "snmp_ifxtbl"
Ê pipeline: "snmp_ifxtbl"

output.elasticsearch:                (2)
Ê # Array of hosts to connect to.
Ê hosts: ["xxx.xxx.xxx.xxx:9200"]    (2-1)

Ê # Optional protocol and basic auth credentials.
Ê #protocol: "https"
Ê username: "elastic"
Ê password: "secret"

logging.to_files: true
logging.files:                       (3)
Ê path: /var/log/packetbeat
Ê name: packetbeat
Ê rotateeverybytes: 1048576
Ê keepfiles: 7
Ê permissions: 0644

ÏÉmÆq=*Ë³Kx¦ÇZê<À>_PEfXÇMGN

)*+ 16. filebeat"UV8

root@container:~# rc-service filebeat start

#

!"#$()KfXÇZJL|aXñ|filebeatEfXGH´ì|ÇZ}ÿ!D;z*´

ì|ÏÉÇ~¨©g}Nq"Pn>=bDaXñ|fXGHÏÉ|`ö~}M¢£N

root@container:~# rc-update add filebeat
Ê* service filebeat added to runlevel default
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2.1.7. NetFlow(softflowd)

=>?@A*ú¢ním­së*éèENetFlowVdsnJÇ~!uë?OäãGHIJKvwC

GNsoftflowdJ}ìabcd>Qe"EF,ÇMGN

softflowd*ÏÉ-.r+,-.|V}~D< FITELnet LXCabcd>Qe"[app]*½>î

*<ÍNetFlow(softflowd)+,-.Ð|MJ[~õúMG*C<¥ÁÅ¨©g}N
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2.2. 89:;

[1] apk https://wiki.alpinelinux.org/wiki/Alpine_Linux_package_management

[2] Alpine Linux package management https://wiki.alpinelinux.org/wiki/

Alpine_Linux_package_management

[3] OpenSSH Server https://www.openssh.com/portable.html

[4] ntopng https://www.ntop.org/products/traffic-analysis/ntop/

[5] The ntopng Web GUI https://www.ntop.org/guides/ntopng/web_gui/index.html

[6] packetbeat https://www.elastic.co/jp/products/beats/packetbeat

[7] Elasticsearch https://www.elastic.co/jp/products/elasticsearch

[8] Logstash https://www.elastic.co/jp/products/logstash

[9] Packetbeat Reference https://www.elastic.co/guide/en/beats/packetbeat/7.2/index.html

[10] filebeat https://www.elastic.co/jp/products/beats/filebeat

[11] Filebeat Reference https://www.elastic.co/guide/en/beats/filebeat/7.2/index.html

[12] Configure inputs https://www.elastic.co/guide/en/beats/filebeat/7.2/configuration-filebeat-

options.html

[13] Modules https://www.elastic.co/guide/en/beats/filebeat/7.2/filebeat-modules.html
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st A: Elastic StackuvwxOy+K'z{
|
Elastic Stack[1] D<Elastic8KÉÑGHÜ¶¾CGN ;z*Ü¶E+,GHJ<^_`ó>?*¿³<;à<

v[5`kEÖìIJKvwCGN

¥ Elasticsearch

¥ Logstash

¥ Beats

¥ Kibana

Ihê*Ü¶DOSSJÇ~F,vwCGN

ó>?*;àráà`kDë¨*iQ"cl>PEÜãJGH*C<ElasticsearchrKibana`k*lmnop

aE=>?@A*!"#$()CXóg¢H|Dcl>PKíò;CGK<Beats*´ì`À(*ó>?QsV

>*lmnopaC¡h@ÁÂ`¨XóÇMGN=>?@AàCDó>?äã*èEÖ}<ó>?;à`k

DPCÀ>Ø*´ì`û$w`iQ"àCÖì´ì|ÃéE;ÄGh@<ó>?*v[5Eca=?qR|Öì

IJKvwCGN

xÑCD<Elastic Stack*Ü¶E+,Ç~=>?@A*ó>?Ev[5GH>EdÇMGN

¥ äsnå>ëáàó>?

¥ q"?mp>P*Åïéè

¥ QP#RÛt

# ê8CD<Ø>îe"7.2*Elastic StackÜ¶E+,Ç~òôÇ~}MGN
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A-1: k+l'BCDECF

;z*Ü¶EPCÀ>Ø`k*À>ØiQ"|ÉsnasbÇ~¨©g}N Elasticjo"Û>jÀqn[2]Yêj

o"Û>jGHIJKvwCGN

¥ Elasticsearch[3]

◦ ó>?*¿³<ÆÇ<;à`kEÖ}MG

¥ Kibana[4]

◦ ElasticsearchCáàÇZöõ*v[5EÖ}MG

A-1-1: Elasticsearch'LM

Ý|;zâî*ÏÉEÖìÜãK¡úMGNÏÉmÆq=(elasticsearch.yml)EË³Ç~YêÀ>_PE~f

XÇ~¨©g}N

¥ network.host

¥ http.port

¥ discovery.seed_hosts

¥ cluster.initial_master_nodes

,-D< Important Elasticsearch configuration[5]EÁÅÇ~¨©g}N ô ÏÉ`k*É«¬aÏÉEÖ}

Z}ÿ!D< Secure settings[6]KÁÂ|`úMGN

#

¥ .Q|ë¨*ó>?EÈìÿ!D<elasticsearch.yml|;z*ÏÉE<=Ç~õ¨

IJEõy[ÇMGNG©DÁÂ>CGNõ+}*()|!Ä¢~ÏÉÇ~¨©g

}N

indices.query.bool.max_clause_count: 8192
search.max_buckets: 100000

¥ ó>?*ÉÊ5rv,$Eû[HZ[|<i=îË>jLCëíP?EÇÌGHIJ

\vwCGNÜã|%&~ÏÉÇ~¨©g}NxyCD<Q"t=Ë>jL

CElasticsearchEXóg¢HIJEKÉJÇ~}MGN
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A-1-2: Kibana'LM

Ý|;zâî*ÏÉEÖö~¨©g}NÏÉmÆq=(kibana.yml)EË³Ç~YêÀ>_PE~fXÇ~¨©

g}N

¥ server.host

¥ elasticsearch.hosts

¥ elasticsearch.username

¥ elasticsearch.password

,-D< Configuring Kibana[7]EÁÅÇ~¨©g}N usernameJpassword*ÏÉD<ElasticsearchàCÉ

«¬aÏÉEÖöZÿ!|ÜãJ`úMGN

ÍxÎcz|ÇZ}ÿ!D<*i18n.locale**âîEÏÉÇ~¨©g}N,-D< i18n settings in Kibana[8]E

ÁÅÇ~¨©g}N
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A-1-3: TUVW'LM

ca=?qR|ó>?*v[5EÖìZ[|D<!"#$()JÀ>Øà<ùû<ó>?EÏÐGHklà*

67E±'g¢~õ¨ÜãK¡úMGN !"#$()*67±'|V}~D<67±'*Z[*ÏÉ*ÑEÁ

ÅÇ~¨©g}N

#
À>ØàJó>?EÏÐGHklà*67±'D<õ+}*QP#R|Ñö~ÏÉEÖö

~¨©g}N
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A-2: ^CD_+,}~y+K'z{|

packetbeatE+,ÇZäsnå>ëáàó>?*v[5>EdÇMGN Ý|;z*ÏÉEÖìÜãK¡úM
GN

¥ abcd>Qe"*ó>?äãÏÉ(!"#$()B

¥ Elasticsearch*ó>?¸ãÏÉ(À>Ø())

¥ Kibana*tímóÈ(À>Ø())

A-2-1: packetbeat

packetbeat*ÑEÁÂ|Ç~<!"#$()|packetbeatEq"Pn>=Ç~ÏÉEÖ}MGN ó>?*äã

nD<ElasticsearchE¬ÉÇMGNäãnDÉsnasbÇZÀ>ØE¬ÉÇ~¨©g}N

Kibana|aëÉPÇ~<Elasticsearch*ÏÉJó>?v[5*Z[*tímEóÈÇMGN À>Ø*uêG

Hö>n9ómí=nD5601HB|HTTP(\Ç¨DHTTPS)aëÉPÇ~¨©g}N É«¬aÏÉEÖö~}

Hÿ!D<;z*´ì`Ûtq"ª«KcdghMGN

! 9. Kibana"lm1$no

ó>?Ev[5GHZ[|D<ElasticsearchàC¸ãGHó>?*q"ósëPóÈEÖìÜãK¡úMG9

ó>?O>P*#>E=*´ì`\*BN REST APIrKibana*Webq"?mp>PE+,Ç~óÈGHIJ

KCLMGK<packetbeatCD<tímóÈJ!Ä¢~UÒÇ~ÉsnasbCLH!i"jK ,ágh~}

MGNÀ>Ø()LC;z*!i"jEÑÖÇ~¨©g}N
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# packetbeat setup --dashboards

"

¥ À>Ø()|\packetbeatE¤[q"Pn>=Ç~õ¨ÜãK¡úMGN Step:1

Install Packetbeat[9]EÁÂ|Ç~¨©g}N

¥ ÏÉmÆq=(packetbeat.yml)* setup.kibana.host *âîEÏÉÇ~õ¨ÜãK

¡úMG9>: "localhost:5601" BN

!i"jKÓQ|Ô¦GHJ<Kibana*jsQ¬Õ>j|packetbeat*âîKcdghMGNjsQ¬Õ>j

*ª«Er}~packetbeatEÆÇÇ~¨©g}N

! 10. Kibana"tGeuv3ino

FG*tímKÖsnÇMGN [Packetbeat] Flows ECS Er¨J ;z*´ì`ª«KcdghMGN
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! 11. packetbeatwx0FG+H3I4l3yz"{|}8

#
ª«×L*ØÙC6]cdÚÛEpWGHIJKvwCGNMZ<tímLEjísëG

HIJC6]ÚÛE¬ÉGHIJ\vwCGN

packetbeatKóÈÇZtím:+|\<KibanaLCÙa*tímEóÈGHIJKvwCGN Visualize your

data[10]EÁÂ|Ç~¨©g}N

FITELnet F70/F71/F220/F221 MZ A: Elastic StackE+,ÇZó>?*v[5

© 2019. FURUKAWA ELECTRIC CO., LTD. All right reserved. 44 / 66

https://www.elastic.co/guide/en/kibana/7.x/tutorial-visualizing.html
https://www.elastic.co/guide/en/kibana/7.x/tutorial-visualizing.html


! 12. Kibana{|}

ÁÂ>JÇ~<;z*tímEóÈÇZ>EdÇMGN Ihê*ª«EóÈGHZ[*ÍpacketbeatÉÊmÆ

q=ÐEjo"Û>j/áÜÇ~<Kibana*Ô°ª«9üøghZUEîpënBYêq"ö>nÇ~¨©g

}N FITELnet LXCabcd>Qe"[11]*ÍæÝâ>=Ð*¨|,áÇ~õúMG*C<¥+,¨©g}N

¥ ?qbÞ*¸ãØqnG*é!

¥ ö>nÞ*¸ãØqnG*é!9mÛ>?qb*èB

¥ mÛ>*¸ãVdsnG9ö>nÞB

¥ mÛ>*¸ãØqnG9ö>nÞB

¥ mÛ>G*Wß

¥ mÛ>*À"«>jqatíR

jsQ¬Õ>j*ª«YêÓ[packetbeat 7.2] äsnå>ëmÛ>áàÓE¦§GHJ<óÈÇZtím*UÐK

;z*´ì|dghMGN
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! 13. packetbeat"FG+H3I4l3~�ÄÅ"{|}8

#

ÉÊmÆq=*q"ö>n|V}~D< Saved objects[12]EÁÅÇ~¨©g}N ;z*Ô

°ª«Yêq"ö>nCLMGN

! 14. Kibana"ÇÉÑÖPdÜk5I+"áàno
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A-2-2: ntopng

ntopngCD<packetbeatJ±^|ElasticsearchOó>?EYëPö>nGHÎwK¡úMGN I*ÎwE+

,GHIJC<ntopng*áàöõEKibanaLCv[5GHIJKvwCGN YëPö>nCLHó>?*,

-D< Exporting flows[13]EÁÅÇ~¨©g}N

M`<ntopng*ÑEÁÂ|Ç~<!"#$()|ntopngEÉsnasbÇ~¨©g}N ntopng*ÏÉmÆq

=(/etc/ntopng.conf)|ó>?*YëPö>nnE¬ÉÇMGN

)*+ 17. ntopng"c32jI*â3+"678

-F=es;_doc;ntopng-3.2;http://${SERVER}:9200/_bulk;username:password

#

¥ ${SERVER}|DÀ>Øà*ajuP<\Ç¨D<vPnJE¬ÉÇMGN

¥ username,password|DÀ>Ø*Ésnasb6|ÏÉÇZá>âJJVPå>j

E¬ÉÇMGNÉ«¬aÏÉEÇ~}`}ÿ!D¬ÉGHÜãD¡úM¢£N

packetbeat*´ì|UÒÇ~À>Øà*ÏÉEÖìÎwD`}*C<;z*ÏÉEàD|ÖìÜãK¡úM
GN

¥ #"bu>nóÈ

¥ q"ósëPV?>"óÈ

#

:á|�ÄGHÏÉD<ntopngEýþÇ~YêÖö~¨©g}N

)*+ 18. ntopng"äã8

root@container:~# rc-service ntopng stop

Elasticsearch*jq$­së#"bu>nÎw[14]E+,Ç~<ntopngYêÀ>ØàOäãGHó>?*W{E

tZÇMGN :;| /etc/ntopng/ntopng.conf *ÏÉ>EdÇMGN

)*+ 19. ntopng 3.2."t1&åGI%$\ç3+8p/etc/ntopng/ntopng.confs

{
Ê   "order" : 1,
Ê   "index_patterns" : [
Ê       "ntopng-3.2-*"
Ê   ],
Ê   "settings" : {
Ê       "index" : {
Ê         "lifecycle" : {
Ê           "name" : "ntopng-3.2",
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Ê           "rollover_alias" : "ntopng-3.2"
Ê         },
Ê         "mapping" : {
Ê           "total_fields" : {
Ê             "limit" : "10000"
Ê           }
Ê         }
Ê       },
Ê       "refresh_interval" : "5s",
Ê       "number_of_routing_shards" : "30",
Ê       "number_of_shards" : "1"
Ê   },
Ê   "mappings" : {
Ê       "dynamic_templates" : [
Ê         {
Ê           "geo_fields" : {
Ê               "match" : "*_IP_LOCATION",
Ê                   "mapping": {
Ê                       "type": "geo_point"
Ê                   }
Ê           }
Ê         },
Ê         {
Ê           "ip_fields" : {
Ê               "match_mapping_type" : "string",
Ê               "match" : "IPV4_*",
Ê               "mapping": {
Ê                   "type": "ip",
Ê                   "fields": {
Ê                     "keyword": {
Ê                       "type": "keyword",
Ê                       "ignore_above": 256
Ê                     }
Ê                   }
Ê               }
Ê           }
Ê         },
Ê         {
Ê           "strings_as_keywords" : {
Ê               "match_mapping_type" : "string",
Ê               "mapping" : {
Ê                 "type": "text",
Ê                 "norms": false,
Ê                 "fields": {
Ê                   "keyword": {
Ê                      "type": "keyword",
Ê                      "ignore_above": 256
Ê                   }
Ê                 }
Ê              }
Ê           }
Ê         }
Ê       ],
Ê       "properties" : {
Ê           "@timestamp": { "type": "date", "format": "yyyy-MM-dd'T'HH:mm:ss'.0Z'" },
Ê           "type": { "type": "keyword" },
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Ê           "@version": { "type": "keyword", "ignore_above": 256 }
Ê       }
Ê   }
}

"
ntopngD<REST APIE+,Ç~#"bu>nEtZGH °EfX6|ÑÖÇMG

K<API*â^KpW|`ö~}HZ[<Ø>îe"7ã*ElasticsearchCDtZ|#ä

ÇMGN ntopngEfXGHK|Lz*#"bu>nE»XCtZÇ~¨©g}N

À>Øà|ªÇ~D;z*´ì|#"bu>nEtZCLMGNÀ>Ø()<\Ç¨D<À>Ø()|aëÉ

Pvw`klYê;z!i"jEÑÖÇ~¨©g}N

)*+ 20. REST APIwx0t1&åGI%$\ç3+"678

# curl --user username:password -XPUT  -H 'Content-Type: application/json'
${SERVER}:9200/_template/ntopng-3.2 -d @ntopng_idx_tmpl.json

#

¥ Lz*>CD<#"bu>n*W{Entopng_idx_tmpl.json*mÆq=|üøÇ~

}MGN

¥ ${SERVER}|DElasticsearchKXóÇ~}HÀ>Ø*IPajuP\Ç¨DvPnJ

E¬ÉÇMGNö>nHI\Üã|%&~pWÇ~¨©g}N

¥ À>Øà|É«¬aÏÉEÖö~}Hÿ!D<usernameJpassword*¬ÉKÜã

CGNÜã|%&~ÏÉÇ~¨©g}N

¥ Kibana*Ór°â>=Ó* !"l>=q"?>mp>P[15]E+,GHJ<±^|jq

$­së#"bu>nEóÈGHIJKvwCGN
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! 15. WebUIwx0t1&åGI%$\ç3+"678

A|<Kibana*WebUIE+,Ç~q"ósëPEóÈÇMGNIICD< q"ósëP*íqmÀqë=Ô

°[16]KCLH´ì|<q"ósëP*YqcaPEÏÉÇ~õLMGN REST API<\Ç¨D<Kibana*!"

l>=q"?mp>PE+,Ç~;z*W{EtZÇ~¨©g}N

)*+ 21. REST APIwx01$cGI*"j1)é*678

# curl --user username:password -XPUT  -H 'Content-Type: application/json'
${SERVER}:9200/ntopng-3.2-000001 -d @- << EOF
{
Ê "aliases": {
Ê   "ntopng-3.2":{
Ê     "is_write_index": true
Ê   }
Ê }
}
EOF
#

FITELnet F70/F71/F220/F221 MZ A: Elastic StackE+,ÇZó>?*v[5

© 2019. FURUKAWA ELECTRIC CO., LTD. All right reserved. 50 / 66

https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html
https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-lifecycle-management.html


! 16. WebUIwx01$cGI*"j1)é*678

LzMC*ÏÉKx¦ÇZê<ntopngE!"#$()YêfXÇMGN

)*+ 22. ntopng"UV8

container:~# rc-service ntopng start

À>Ø|ªÇ~ó>?KYëPö>nghHJ<Kibana*q"ósëPÔ°ª«| ntopng-3.2-000001 J}ì

q"ósëPJ*j«¬ì"nGKå=ÇMGN j«¬ì"nGK2:L|`öZIJEòôÇZê<q"ós

ëPV?>"*óÈEÖ}MGN:;|Kibana*ª«Yêq"ósëPV?>"EóÈGH>EdÇMGN

M`<Kibana|aëÉPÇZê<q"ósëV?>"*Ô°ª«ErLMGN I*ª«×L* q"ósëP

V?>"*óÈ Õ?"EëcsëGHJ<;z*q"ósëPV?>"*óÈª«KcdghMGN
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! 17. WebUIwx01$cGI*X23$"@A(1/3)

I*ª«*q"ósëPV?>"*¨| ntopng-3.2-* *´ì|BCÇ~<A*P#sb Õ?"EëcsëÇM
GN

! 18. WebUIwx01$cGI*X23$"@A(2/3)

6]m­=?>*m­>=jJ|D<@timestamp E¬ÉÇ~<q"ósëPV?>"EóÈÇMGN q"ó

sëPKóÈghHJ<;z*ª«*´ì|q"ósëPW*m­>=jJJ?qbKcdghMGN
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! 19. WebUIwx01$cGI*X23$"@A(3/3)

LzMC*ÏÉKx¦GHJ<ntopngYêäãghZó>?E\J|KibanaLC^_`¹6*tímræEó

ÈGHIJKCLH´ì|`úMGN Build your own dashboard[17]EÁÂ|óÈÇ~¨©g}N

tím*óÈ>E:;|dÇMGN
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! 20. ntopng"FG+H3I4l3~�ÄÅ"{|}8

Lz>*tímEóÈGHZ[*ÉÊmÆq=D< FITELnet LXCabcd>Qe"[11]*ÍæÝâ>=Ð*¨

|ÍntopngÉÊmÆq=ÐJÇ~,áÇ~õúMG*C<jo"Û>j/áÜÇ~¥+,¨©g}N

I*ÉÊmÆq=EKibana*Ô°ª«9üøghZUEîpënBYêq"ö>nGHJ<LzJ±&tím

JjsQ¬Õ>jKóÈghMGN jsQ¬Õ>j*ª«YêÓ[ntopng 3.2] äsnå>ëmÛ>áàÓE¦§

Ç~¨©g}N q"ósëP#"bu>n\¡Ä¢~óÈghH*C<Kibana*Ô°ª«Yêq"ósëPV

?>"*óÈEÖìÜãD¡úM¢£N

#

¥ ëÇ<jq$­së#"bu>nJq"ósëP*YqcaPÏÉMCDÖö~õ¨

ÜãK¡úMGN

¥ ÉÊmÆq=*q"ö>n|V}~D< Saved objects[18]EÁÅÇ~¨©g}N

"

óÈÇZq"ósëPDç*MMèAÇ~}HJ<¸ãÇZó>?*;©ºÀq*Kå?

2º~}LMGN q"ósëP*Àq*KòL¨`HJ<Elasticsearch*ÆÇ$w|¤

¥EN?H*C<Üã|%&~ÄÅÇZú<ÆÇªéYê+G `kÉ'ñ|Ô°GHIJ

KÜã|`úMGN Elasticsearch*q"ósëPíqmÀqë=Ô°Îw[19]r
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Curator[20]`k*Ó,êëâ>=`kE+,Ç~gº|Ô°Ç~¨©g}N

! 21. Elasticsearch"1$cGI*è14S1I`áàêë
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A-3: P=KQR+I'�Ä67

SNMPY>îp"n*ÑCdÇZ´ì|<!"#$()Yê=>?@A*MIBéèE®¯GHIJKvwCGN

I*éèEElasticsearch|äãÇ~v[5GHIJ\vwCGN IICD<filebeatE+,Ç~ó>?Eäã

GH>EdÇMGN q"?mp>PéèDIF-MIB*ó>?E+,ÇMGN

filebeat*ÑEÁÂ|Ç~<!"#$()|filebeatEq"Pn>=Ç~ÏÉEÖ}MGN ó>?*äãn

D<ElasticsearchE¬ÉÇMGNäãnDÉsnasbÇZÀ>ØEoutput.elasticsearch|¬ÉÇ~¨©g

}N W{Dpacketbeat*ÿ!J±^CGNIPajuPrö>nHI<É«¬aÏÉEÜã|%&~Öö~¨©

g}N

MZ<®¯ÇZMIBó>?EÀ>ØàOäãGHZ[|</etc/filebeat/filebeat.yml|;z*ÏÉE<=ÇM

GNmÆq=STCD`¨<TCPE+,Ç~ ó>?EäãÇMGN

)*+ 23. 678(/etc/filebeat/filebeat.ymlqr)

filebeat.inputs:
- type: tcp
Ê host: "127.0.0.1:9006"
Ê fields:
Ê   tags: "snmp_ifxtbl"
Ê pipeline: "snmp_ifxtbl"

=>?@Aà*Giga 1/3, Giga 1/4, Giga 2/1, Tunnel 1*æq"?>mp>P|ªÇ~<;z*MIBó>?E®

¯Ç~ElasticsearchOäãGH>EdÇMGN

#
=>?OSà*SNMPÀ>_Prq"?mp>PDgº|ÏÉgh~}HIJEKÉJÇM

GN,-D< !i"jcmÆu"P-ÇÈÉÊË[21]EÁÅÇ~¨©g}N

¥ ifHCOutOctets

¥ ifHCOutUcastPkts

¥ ifHCInOctets

¥ ifHCInUcastPkts

M`<ó>?*®¯|V}~D<!"#$()C;z*´ì`PëcbnEóÈÇMGNPëcbn*mÆq

=JD¼áCYM}M¢£K<xìCDÍsend_ifxtbl_counter.shÐJÇ~�ÄÇMGN
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)*+ 24. IF-MIB"c32Líì/0*I)\+(send_ifxtbl_counter.sh)8

#!/bin/bash
LANG=ja_JP.UTF-8
progname=$(basename $0)
server=127.0.0.1 !
port=9006 "
interval=5 #
date=
mib="ALL"
dir="/usr/share/snmp/mibs:/usr/share/snmp/mibs/iana:/usr/share/snmp/mibs/ietf"
agent="10.10.30.1" $
community="public" %
ifidx_lan1="401030000" &
ifidx_lan2="401040000" '
ifidx_wan="402010000" (
ifidx_tun="1000000001" )

while true ; do
Ê   date=$(date +%s | tr -d '\n')
Ê   varbinds=$(snmpget -Ln -m $mib -M $dir -IR -Ov -v2c -c $community $agent
ifHCOutOctets.$ifidx_lan1 ifHCOutUcastPkts.$ifidx_lan1 ifHCInOctets.$ifidx_lan1
ifHCInUcastPkts.$ifidx_lan1 ifHCOutOctets.$ifidx_lan2 ifHCOutUcastPkts.$ifidx_la
n2 ifHCInOctets.$ifidx_lan2 ifHCInUcastPkts.$ifidx_lan2 ifHCOutOctets.$ifidx_wan
ifHCOutUcastPkts.$ifidx_wan ifHCInOctets.$ifidx_wan ifHCInUcastPkts.$ifidx_wan
ifHCOutOctets.$ifidx_tun ifHCOutUcastPkts.$ifidx_tun ifHCInOctets.$ifidx_tun
ifHCInUcastPkts.$ifidx_tun | cut -d : -f 2 | tr -d ' ' | tr '\n' ' ')
Ê   [ -z "$varbinds" ] && continue

Ê   varBindList=($(echo $varbinds))
Ê   echo $varbinds | grep NoSuchObject
Ê   [ $? -eq 0 ] && sleep 5 && continue *

Ê   varBindList=($(echo $varbinds))
Ê   lan1_out_bytes=${varBindList[0]}
Ê   lan1_out_pkts=${varBindList[1]}
Ê   lan1_in_bytes=${varBindList[2]}
Ê   lan1_in_pkts=${varBindList[3]}
Ê   lan2_out_bytes=${varBindList[4]}
Ê   lan2_out_pkts=${varBindList[5]}
Ê   lan2_in_bytes=${varBindList[6]}
Ê   lan2_in_pkts=${varBindList[7]}
Ê   wan_out_bytes=${varBindList[8]}
Ê   wan_out_pkts=${varBindList[9]}
Ê   wan_in_bytes=${varBindList[10]}
Ê   wan_in_pkts=${varBindList[11]}
Ê   tun_out_bytes=${varBindList[12]}
Ê   tun_out_pkts=${varBindList[13]}
Ê   tun_in_bytes=${varBindList[14]}
Ê   tun_in_pkts=${varBindList[15]}
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)*+ 25. IF-MIB"c32Líì/0*I)\+(send_ifxtbl_counter.sh)8pîïs

Ê   cat << EOF > /dev/tcp/$server/$port +
{ "timestamp":"$date", "lan1_out_bytes":"$lan1_out_bytes", "lan1_out_pkts":"$lan1_out_pkts",
"lan1_in_bytes":"$lan1_in_bytes", "lan1_in_pkts":"$lan1_in_pkts",
"lan2_out_bytes":"$lan2_out_bytes", "lan2_out_pkts":"$lan2_out_pkts", "lan2_in
_bytes":"$lan2_in_bytes", "lan2_in_pkts":"$lan2_in_pkts", "wan_out_bytes":"$wan_out_bytes",
"wan_out_pkts":"$wan_out_pkts", "wan_in_bytes":"$wan_in_bytes", "wan_in_pkts":"$wan_in_pkts",
"tun_out_bytes":"$tun_out_bytes", "tun_out_pkts":"$
tun_out_pkts", "tun_in_bytes":"$tun_in_bytes", "tun_in_pkts":"$tun_in_pkts" } ,
EOF

Ê   sleep $interval
done

! filebeat*ÏÉâî filebeat.inputs |ÏÉÇZIPajuPE¬É

" filebeat*ÏÉâî filebeat.inputs |ÏÉÇZö>nHIE¬É

# MIBó>?®¯*ö>c"t]íE¬É

$ SNMPY>îp"nKXóÇ~}H=>?OSà*IPajuPE¬É

% SNMPY>îp"n*!­¬Ã#­JE¬É9I*>CDv2cE+,Ç~®¯B

& Giga 1/3*ifIndexE¬É

' Giga 1/4*ifIndexE¬É

( Giga 2/1*ifIndexE¬É

) Tunnel 1*ifIndexE¬É

* MIBó>?ES~®¯CL`YöZÿ!DcníqEÖì

+ bash*äsnå>ëÎwE+,Ç~filebeatO®¯ÇZMIBó>?EäãGH

, ®¯ÇZMIBó>?DJSON¹6CäãÇMG

Lz*PëcbnCD<®¯ÇZMIBó>?EJSONmí>isn*¹6Cfilebeat|äMÇ~}MGN filebeat

CD<I*ó>?EElasticsearch* IngestË>j[22]|ªÇ~äãÇMGN

IngestË>j*ÏÉDREST APICÖìIJKCLMGN:;|ÏÉ>EdÇMGN À>Ø()<\Ç¨D<À

>Ø()|aëÉPvw`klYê;z!i"jEÑÖÇ~¨©g}N

)*+ 26. REST APIwx0Ingestñ3i"678

# curl --user username:password -XPUT  -H 'Content-Type: application/json'
${SERVER}:9200/_ingest/pipeline/snmp_ifxtbl -d @pipeline_snmp_ifxtbl.json
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#

¥ ${SERVER}|DElasticsearchKXóÇ~}HÀ>Ø*IPajuP\Ç¨DvPnJ

E¬ÉÇMGNö>nHI\Üã|%&~pWÇ~¨©g}N

¥ À>Øà|É«¬aÏÉEÖö~}Hÿ!D<usernameJpassword*¬ÉKÜã

CGNÜã|%&~ÏÉÇ~¨©g}N

pipeline_snmp_ifxtbl.json*mÆq=|D<:;*W{EÏÉÇMGN

)*+ 27. Ingestñ3i"678(pipeline_snmp_ifxtbl.json)

{
Ê   "description": "SNMP IF-MIB ifXTable",
Ê   "processors": [
Ê     {
Ê       "json": { !
Ê         "field": "message",
Ê         "add_to_root": true
Ê       }
Ê     },
Ê     {
Ê       "date": { "
Ê         "field": "timestamp",
Ê         "formats": ["UNIX"]
Ê       }
Ê     },
Ê     {
Ê       "date_index_name": { #
Ê         "field": "@timestamp",
Ê         "index_name_prefix": "snmp-ifxtbl-",
Ê         "index_name_format": "yyyy.MM.dd",
Ê         "date_rounding": "d"
Ê       }
Ê     },
Ê     { "remove": { "field": "message" } },
Ê     { "convert": { "field": "lan1_out_bytes", "type": "long" } }, $
Ê     { "convert": { "field": "lan1_out_pkts", "type": "long" } },
Ê     { "convert": { "field": "lan1_in_bytes", "type": "long" } },
Ê     { "convert": { "field": "lan1_in_pkts", "type": "long" } },
Ê     { "convert": { "field": "lan2_out_bytes", "type": "long" } },
Ê     { "convert": { "field": "lan2_out_pkts", "type": "long" } },
Ê     { "convert": { "field": "lan2_in_bytes", "type": "long" } },
Ê     { "convert": { "field": "lan2_in_pkts", "type": "long" } },
Ê     { "convert": { "field": "wan_out_bytes", "type": "long" } },
Ê     { "convert": { "field": "wan_out_pkts", "type": "long" } },
Ê     { "convert": { "field": "wan_in_bytes", "type": "long" } },
Ê     { "convert": { "field": "wan_in_pkts", "type": "long" } },
Ê     { "convert": { "field": "tun_out_bytes", "type": "long" } },
Ê     { "convert": { "field": "tun_out_pkts", "type": "long" } },
Ê     { "convert": { "field": "tun_in_bytes", "type": "long" } },
Ê     { "convert": { "field": "tun_in_pkts", "type": "long" } }
Ê   ]
}
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! JSONbÛÉsÀ[23]E+,Nq"ósëP#"bu>nE¤[tZÇ~}`¨~\<aXñ|m­>=jJ

J?qbKÏÉghMGN

" äãGHó>?*mí>isnE¬ÉN,-D< Date Processor[24]EÁÅÇ~¨©g}N

# óÈghHq"ósëP*mí>isnE¬ÉN,-D< Date Index Name Processor[25]EÁÅÇ~¨©

g}N

$ ó>?*?qbEMIBão"?©*?qb|¡Ä¢~pWN

A|<Elasticsearch*q"ósëP#"bu>nJKibana*ª«EóÈÇMGN

ÍIFMIBão"?ÉÊmÆq=ÐEjo"Û>j/áÜÇ~<Kibana*Ô°ª«9üøghZUEîpënBY

êq"ö>nÇ~¨©g}N FITELnet LXCabcd>Qe"[11]*ÍæÝâ>=Ð*¨|,áÇ~õúMGN

q"ósëP#"bu>nJKibana*tímK¡Ä¢~óÈghMGN

# ÉÊmÆq=*q"ö>n|V}~D< Saved Objects[26]EÁÅÇ~¨©g}N

!"#$()CfilebeatEfXÇ~<MIBó>?®¯*Z[*Pëcbn(send_ifxtbl_counter.sh)EÑÖGH

J ca=?qR|q"?mp>Pão"?*ó>?Kv[5ghMGN

root@container:~# rc-service filebeat start
root@container:~# ./send_ifxtbl_counter.sh

xÑCdÇZ>CD<LAN/WAN/TUNNEL*ão"?©JÇ~tímL|czghMGNçhîh<;z*q

"?mp>Pão"?|uêÇMGN

¥ LAN

◦ Giga 1/3 J Giga 1/4 *!ï

¥ WAN

◦ Giga 2/1

¥ TUNNEL

◦ Tunnel 1

#

Kibana*tímCD<çhîh*q"?>mp>Pão"?©*å;EtímLCcd

Ç~}MGN ifIndex*©EpWGHJão"?©E®¯GHq"?mp>PEpWGH

IJKvwCGN gê|q"?mp>PELAN|<=ÇZ}9\Ç¨DÄÅÇZ}Bÿ

!`kD<Pëcbn<IngestË>j<Kibana*tím *çhîh*ÏÉpWKÜãJ

`úMGN
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! 22. `32óò"1$2453*ôö$2õ"{|}8

#

!"#$()Yê¸ãÇZó>?*,-D<Kibana*ó­PãØcª«CòôGHIJ

KCLMGN

! 23. Kibana"cú*ôT)no
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A-4: ]I>ÅÇÉ

filebeatYêäãÇZÛtó>?D<Kibana*Ûtª«CòôGHIJKCLMGN ElasticsearchrKibana

|<=*ÏÉDÜã¡úM¢£N

filebeat.inputs:
- type: log
Ê paths:
Ê   - /var/log/syslog
Ê fields:
Ê   tags: "system_log"

>?@<Lz*´ì|syslogmÆq=EäãGH´ì|ÏÉÇZÿ!<syslog*W{E;z*´ì|ca=?q

RCcdCLMGN

! 24. Kibana"lmno

tail!i"j*WebUIï*´ì`ª«|`ö~õú<Ût*ÆÇrm­=?c"tE{ð|ÖìIJKCLM

GN FG*!"#$()YêÛtEäãGH´ì|Ç~õº@<À>ØàCÛt*Ô°EUÒÇ~ÖìIJK

vwCGN

#
journalbeat[27]*´ì`ÛtEv[5GHBeatsmÆ­c*Ü¶\¡úMGN Iôê

D<packetbeatJ±^|#>E=rtímEóÈÇ~ÛtKcdghMGN
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https://www.elastic.co/guide/en/beats/journalbeat/7.x/journalbeat-overview.html
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¥ container device disk

# !i"j*,-D< !i"jcmÆu"P-ÇÈÉÊËEÁÅÇ~¨©g}N

>?@<!"#$()W* /tmp/usbf1 *ó­uënc|ªÇ~io"nÇZ}ÿ!<;z*´ì|ÏÉÇM
GN

Router(config)#container device disk /tmp/usbf1 usb 1

Lz*ÏÉE89GHJ<!"#$()CD /tmp/usbf1 *ó­uëncKaXñ|óÈghMGNI*ó­u

ëncW| mÆq=EüøGHJ<USBmísQ¬ìðcW|üøghMGN

"

¥ Lz*ÏÉEÖìK|<=>?OSàCUSB1|USBðî¬>=EmountÇ~õ¨Üã

K¡úMGN

¥ !"#$()à|óÈghZó­uënc9Lz*>CD /tmp/usbf1BD<USBm

ísQ¬ìðcEumountÇ~\aXñ|DÄÅghM¢£NÜã|%&~»XCÄ

ÅÇ~¨©g}N
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#
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F220#port-monitor mirrored gigaethernet 2/1 in

F220#port-monitor monitor container

F220#show port-monitor

[Current state]
Ê mirrored port(ingress):
Ê mirrored port(egress) :
Ê monitor port: container
F220#

Lz*´ì|ö>nðÃ?c"töõ*mCnE!"#$()|ÏÉGHJ<!"#$()àCD eth0 *q"

?mp>PKaXñ|<=ghMGN I*q"?mp>P|ªÇ~IPajuP*ÏÉDÜã¡úM¢£N eth0

*q"?mp>PKjo"ÇZÖ×*MMC¡Hÿ!D<;z*´ì|q"?mp>PEasbÇ~Yê¥F

,¨©g}N

root@container:~# ip link set eth0 up

" ö>nðÃ?c"tÎwE+,GHÿ!D<;z*£|¥Üá¨©g}N

¥ û½ù`ú¢ó>?E«ibîiGHÿ!D<=>?@A*ú¢$w|¤¥EN?Hvw$K¡úMGN

MZ<S~*ú¢ó>?E«ibîiCLHJD)úM¢£N

¥ eth0 :+*q"?>mp>PE<=Ç~}HÖ×Creboot!i"jEÑÖGHJ<!"#$()*fX|

#äGHvw$K¡úMGNrebootGHÿ!D<ö>nðÃ?*ÏÉEÄÅ9no port-monitor monitor

containerBÇ~¨©g}N

◦ \ÇfXK#äÇZÿ!D<~�<=>?OS*CLIYê!"#$()EfXÇ~¨©g}N

◦ =>?OS*CLIYê!"#$()E~fX9container restartBGHÿ!DÁÂ¡úM¢£N

¥ !"#$()*~fXüC eth0 KÄÅgh~ÇMöZÿ!D<~�<ö>nðÃ?*ÏÉ9port-

monitor monitor containerBEÖö~¨©g}N
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