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cmd_refe_config.pdf

[3] & " cmEu"P-O, O<E https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/
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Router(config)#container enable
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1.2.2. P=KQR+ I LMS

1 #B (O C+ , GHLANAQ " ?mp=P(F70/F71:Giga 1/1 = 1/4, F220/F221:Giga 1/1 = 1/8)* TEEO}
MGN 1""#$5 O | <=CZ3}qg""?mp=PE container-use ' i "" j(q""?mMp=>PTE®=j)CT
EC~ "©g¥N >?2@<Giga 1/3>q " ?mp=>P | TEGHY ! D<A>*" 1 | BCCMGN

Router(config-if-ge 1/3)#container-use

Giga 1/3*>q ""?mp=PEA>" 1 | TECZY ! <bridge-group 30 JL.212vw  q " ?mp=>P
OVLAN-ID:50BK 1 "*#$5 (D | REGhMGNE="~"*TEED>*Gigaq""?mp=>P\C 'DAEqQ""?m

pP=>P | 2C~TEGHJ<!""#$ () | DFG*q " ?mp=>=PKSEghMGN

)*+ L H#PWE " (, — -/701$23453*""678

interface GigaEthernet 1/3
Evlan-id 50

Ebridge-group 30
Echannel-group 30
Econtainer-use

exit

]

interface Port-channel 30
Eip address 10.10.30.1 255.255.255.0
exit

1 #BOQAa*asna>eTE | VI—-D<!#5(O)*asna=&TE*N]~¥ ACMGN
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c*asna=>& | 12GHZ [*Gigaq ' " ?mp=>P(2/1\C 'D31)*TEEA>" i | O3MG9Giga
3/1DF220/F221*&BN

interface GigaEthernet 2/1

Evlan-id 31

Ebridge-group 31

Echannel-group 31

exit

!

interface Portchannel 31

Eip address Xxx.XXX.XXX.XXX YYY.YYY.yyy.yyy
exit

1 #$ (O D=>205*6>?bu=>""STC+Cc*asnd>&012CMGN
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1 #BOE+C*asna>& | 12CZU"iq"* (D C+ ,GHY I D<67+"*TEEOO6—
"OgING67K+="gh—3"3I<Vsd>T*WXUCY 1>J " Hvws$K j UMGN

tU>0=8>jC: z*TEEO}MGNNTPA>F*a juPD¥F ,~( ] iA¢~TEC~ "©g

N

)*+2.9:- ;<""678

Router(config)#ntp server 192.168.1.10

MZ PElastic StackE+ , CZO6=2*V[5EOTY ID<67+"*TEKU\J"
GMGN

61*clI=P]2C—D!""#PFOWC&"5GHIIKCLM¢e¢EN ==?0sa*67cl=PJINP

I HZ[<!""#$OacC67x="*TEEOiTUaD j UMCEN

1"#$5OaCD<67x"EOQiT Z[*6=>8""bUEP( systemd-timesyncd )K
g "Pn>=gh~3}MGK< :z*" 1 |A>_ PEFXGHI1JDCLMEENU"
=>720SaC67+"EOi1 1 | TEC~ ©g}N

root@container:~# systemctl status systemd-timesyncd
E systemd-timesyncd.service - Network Time Synchronization

E Loaded:

enabled)

E Active:
Condition:

m

E Docs:

loaded (/1ib/systemd/system/systemd-timesyncd.service; enabled; vendor preset:

inactive (dead)

start condition failed at Mon 2019-12-02 06:16:35 UTC; 1min 6s ago
mg ConditionVirtualization=!container was not met
man:systemd-timesyncd.service(8)
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1 #B (O EFXGH | D<=>7?0S*CLIYé containerstart ! i " J ENOC—~""©g¥N

Router# container start
start ok?[y/N]:yes

Router#

X 1 ""m—1t(boot.cfg) | container enable ! i""JETECZO<C=>?@AE
FXCZYy ID<aXf ] ! ""#$ O *FXKOANMGN

V'#B O FXb<1""#F | TEEOO—3F ~ FOxCD<show container list &~ O show container

information | ~A*~ 1 - cdKobghMGNAAP 1

Router#show container list

i jJcmAEu T P-O,0°eH

_________________________________________________________________ +
| NAME | BASE IMAGE | IMAGE VERSION STATE | IPV4 | IPV6 |
_________________________________________________________________ +
| container | 5c4el566dd | 3.12 20201012 15:00 | RUNNING | | |
_________________________________________________________________ +

Router#show container information

Name: container

Remote: unix://
Architecture: aarch64
Created: 2019/10/08 02:09 UTC
Status: Running

Type: persistent
Profiles: default

Pid: 3602

Ips:

E lo: inet 127.0.0.1
E lo: ineté ::1

Resources:

E Processes: 59

E CPU usage:

E CPU usage (in seconds): 18
E Memory usage:

E  Memory (current): 30.74MB
E  Memory (peak): 33.24MB

E Network usage:

E lo:

E Bytes received: 237.99kB
E Bytes sent: 237.99kB

E Packets received: 2858

E Packets sent: 2858

E sito:

E Bytes received: OB

E Bytes sent: OB
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E Packets received: 0
E Packets sent: 0

E eth30:

E Bytes received: 0B
E Bytes sent: 0B

E Packets received: 0
E Packets sent: 0
Router#
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15 ==70AZ" [\
1 (O)O0*12— _D:z*3VK j UMGN

¥ =X

==>7?0S*CLIYé ! ""#B (OW*Qp=EFXC—a&EPCMGNVP&=>jBC ™ CCroot
a=ajJc—-uctqg " vwCGN

¥ I=>=12

==>720S*CLIYé I ""#BOW>1""I>=EFXC—a&EPCMGNUTtq""GHZ[ ] D
VPa=jKUAaCGN

¥ na=eilz2

==?@QA+gYé Il ""#H(DOSSH12C—aeEPCMGNOmi=nCD<roota=al| "~
HUtg" "DCLMGEEN

¥y e"Ox<CDI""#B > rootVPaA=jJKTEgh—3} "~ 3}*C<Qp=FX]
“TarTH#SO012C~VPA>=JEUTTEC— "©g}N

¥ Qp=FX] HI""#$HODO*12D<==>20Sa*/0a=>acCijh@fC
\aeEPVvWCGN/ZOa=a*0°D<du"*»wuCge |06~ "©g}N

¥y 175 | Dua*a=aaao " ' nEOEvwCGNa=a>~o0°b<séuan

*>»14,Cge | 06—~ "©gFN

1'"#5O Ut "GHZ[*adao " NnDa[6EC—& "UaK j UMGN ;z>" 1 | <Qp=F
X ar#sQOQ Jutq""C~YEOSEC— "©g}N

F220#container attach

~ # useradd -m furukawa

~ # passwd furukawa

New password:

Retype new password:

passwd: password updated successfully

~ # su - furukawa

container:~$ id

uid=1000(furukawa) gid=1000(furukawa) groups=1000(furukawa)
container:~$

container attach C 1 "*#$5 () | a€EPCZYy I D<roota=aJCc—-Utq""CM
GN roota=a*>VPAa>j\g® | TEC~ "©g}N

~ # id
uid=0(root) gid=0(root)
~ # passwd
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New password:

Retype new password:

passwd: password updated successfully
~ #

- ; |agEP>=EdCMGN

1.5.1. JRIXY

==>720S*CLIL C container attach ENOCMGN

Router#container attach
~ # uname

Linux

~ # exit

exit

Router#

exitEBCGHJ==720S>*CLI | huMGN
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1.5.2. <=H+J [\

==>7?0S*CLIL C container attach console ENOCMGN ! " 1>=12EO0T1 J<FX6rQisn j
o""6*UtééeKkl | mCghMGN

Router#container attach console
To detach from the console, press: <ctrl>+a g

Welcome to Alpine Linux 3.12
Kernel 4.14.47 on an aarch64 (/dev/console)

container login: root

Password:

Welcome to Alpine!

The Alpine Wiki contains a large amount of how-to guides and general
information about administrating Alpine systems.

See http://wiki.alpinelinux.org/.

You can setup the system with the command: setup-alpine

You may change this message by editing /etc/motd.

container:~# uname -snm

Linux container aarch64

container:~# exit

Welcome to Alpine Linux 3.12
Kernel 4.14.47 on an aarch64 (/dev/console)

container login:

Router#

==>720S*CLI | hH | D<<ctrl>taq EBCC~""©g}N
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1.5.3.~CD_+, [\

=>2@A+Cc*kl Y&SSHaeEPEO}MGN

root@remote:~# ssh 10.10.30.10
root@®10.10.30.10"s password:
Welcome to Alpine!

The Alpine Wiki contains a large amount of how-to guides and general
information about administrating Alpine systems.
See http://wiki.alpinelinux.org/.

You can setup the system with the command: setup-alpine
You may change this message by editing /etc/motd.

container:~#

container:~# cat /etc/os-release
NAME="Alpine Linux"

ID=alpine

VERSION_1D=3.11.0
PRETTY_NAME="Alpine Linux v3.11"
HOME_URL="https://alpinelinux.org/"
BUG_REPORT_URL="https://bugs.alpinelinux.org/"
container:~# exit

Connection to 10.10.30.10 closed.
root@remote:~#

¥ 1 #B O | —<SSH12NJ “HIPAJuP*TEKUACGN ! ""#$5 () >~
asna=erTe*N|]—¥ ACMGN
¥ OMT=NCDSSHA> P>*VPa&=jo6 Do4J 6—}MGNTEpWGH
YV ID<SSHA=O*NEAAC~ "©g¥}Ngrsoé E+ ,GHyID<VPa
>gj>*BCDUa j uMc£N
qrso CUtqg""GHyID<a[értga''naCo sEREC—I"#SOalqgrs>éeE
TtZC—6 UaKjuMGN 6 sD;z*1i"" JCOEVWCGNOECZgrsD<uéGHa=a
**v=Ro&—-—uéncw ; | i Hauthorized keys9-~/.ssh/authorized keysB | €tZC—""©g}N , —DU

i i A-a=uUEAAC~ "©g}N

)>*+3.SSH==7?"""@A8

root@remote:~# ssh-keygen

ssh-copy-id ' 8" K+ , CLH(OCD<;;z*" 1 Jco=n*klaYéqrs*~tZKvwCGN
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)*+4.SSHBC?""DES

root@remote:~# ssh-copy-id root®192.168.127.21

SSHA>Z*VPAa>jo6 E34]C—5&6 "UaK j UMGNEtZKxXx !CZé<VP
3>jO6 Eo4]C—86  1IJESY[CMGN
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1.6.<=>=>7@A""CD_+,LM

CLIT@""§j ] UTEVWCGN : ; [ TE>EdCMGN , —-D Ii""jcmAu""P-CEEEEY EX
AA "©ogHN

container configuration

Edns x.x.x.x y.y.y.yIz du~>*>QO | "A¢C—~TEC—~ "©g}

Ehostname F221-Container

E!

Einterface 1

E bridge-group 11z ==720Sa>LANg""?mp=>=P*EcsTt=>bHI1 | 'A¢c—~ "©g}
E ip address 192.168.127.21 255.255.255.0

Eexit

E!

Einterface 2

E bridge-group 301 z ==720Sa*LANQ""?mp=>=P*EcsTt==>bHI | 'A¢c~""©g}
E ip address 10.10.30.10 255.255.255.0

E ip gateway 10.10.30.1

Eexit

E!

exit

g ?mp=PTE=*NC{L 1 ZPu<!""'#sQOQa>*q""?mp=>P>*NTD=>
20Sa>*~VLANQ""?>mp=>PJ " UMGN ! ""#$5 (D aCVLANQ""?mp=P>
TEEOO—\XO6CMEEN

TEKxICZé<refresh 1 i""J ENOC—~TEES89CMGN
==7?0Sa*LANQ""?mp=>PTE | ~EcsTt=>bHIrasna=éaju

PEPWCZY ID<}¢~ I ""#$Ha>q " ?mp>PTEEpWGHUA&K j i4M
GN
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1.7.<==7@A" a

1" #B O EYPGHY ID<1""#H5(OWCpoweroff T i JuU ]  UQisnNnjo " EOCH—~ "©
arN

contiiner:~# poweroff

\C W<==>720S*CLIaYé containerstop I i " ENOC~" "©g}N

#container stop
k?[y/N]:yes

1"#B(OE~ FXGHY I D<==>7?0S*CLIaY & container start ENOC—
TTOgIN I " #B(DWCreboot! " JENOCZY 1 D< I ""#H (O K—~FXG
H>C container start ENOGHUA&AD j UM¢£EN

==>720SacC container enable ! i " JEAAC— 1 ""#$STwE045CZy !
D=<=aXn] '""#35O\Qisnjo""ghMGN

VSO EF, C—}HAU | LOOFFUC=>?@AEYpPCZYy I D< 1! ""#$
O *6>?K""#GHvwWSK j UMGN=>?@AEQi sn jo ' "GHCD<=>
20SacC containerenable ' " JEAAC— 1 ""#$TwE045C~" "©g}N

" H#PB O ybb<show container list &~ G show container information | —A*" 1 - cdKod&g

hMGNAAP ' i jcmEu "P-O, 0~

Router#show container list

_________________________________________________________________ +

| NAME | BASE IMAGE |  IMAGE VERSION | STATE | IPV4 | IPV6 |
_________________________________________________________________ +

| container | 5c4e1566dd | 3.12 20201012 _15:00 | STOPPED | I I
_________________________________________________________________ +

Router#show container information

Name: container

Remote: unix://

Architecture: aarch64
Created: 2019/10/08 02:09 UTC
Status: Stopped

Type: persistent

Profiles: default

Router#
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1.8. LMS

V2B OEF,GHZ[*<asn&=>&éCE*TE=>E¥ ACMGN

1 2 #B%& " (""FG+H3 1 JA8(2K""1$2453*LMNOPQR)
AAP Tw Ay"2193 EcsTt==>b>*@AWCCE
CLITEDA*PUCGN

)*+5. #B%& = (""FG+H3 1 JA8(2K " 1$2453*LMNOPQR)"'CLIG7

container configuration

Edns x.x.x.x y.y.y.yI z da~>*>~O | 'A¢c—~TEC—"©g}
Ehostname F221-Container

E!

Einterface 1

E bridge-group 1

E ip address 192.168.127.21 255.255.255.0
Eexit

E!

Einterface 2

E bridge-group 30

E ip address 10.10.30.10 255.255.255.0
E ip gateway 10.10.30.1

Eexit

E!

exit

!

NEP Server XXX.XXX.XXX.XXX

1

interface GigaEthernet 1/1

Evlan-id 50

Ebridge-group 30

Echannel-group 30
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Econtainer-use

exit

!

interface GigaEthernet 1/2
Evlan-id 1

Ebridge-group 1
Echannel-group 1
Econtainer-use

exit

!

interface GigaEthernet 1/3
Evlan-id 1

Ebridge-group 1
Echannel-group 1
Econtainer-use

exit

!

interface GigaEthernet 1/4
Evlan-id 1

Ebridge-group 1
Echannel-group 1
Econtainer-use

exit

!

interface GigaEthernet 2/1
Evlan-id 31

Ebridge-group 31
Echannel-group 31

exit

!

interface Port-channel 1
Eip address 192.168.127.20 255.255.255.0
exit

!

interface Port-channel 30
Eip address 10.10.30.1 255.255.255.0
exit

!

interface Port-channel 31
Eip address Xxx.XXX.XXX.XXX YYY.YYy.yyy.yyy
exit

!

show container list &~ G show container information DA*" 1 | cdghMGN

Router#show container list

__________________________________________________________________________________ +
| NAME | BASE IMAGE |  IMAGE VERSION | STATE | 1PV4 | 1PV6 |
__________________________________________________________________________________ +
| container | 5c4e1566dd | 3.12 20201012 15:00 | RUNNING | 192.168.127.21 (ethl) | I
| | | I | 10.10.30.10 (eth30) | I
__________________________________________________________________________________ +

Router#show container info
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Name: container

Remote: unix://

Architecture: aarch64
Created: 2019/10/08 07:46 UTC
Status: Running

Type: persistent

Profiles: default

Pid: 23852

Ips:

E lo: inet 127.0.0.1

E lo: ineté ::1

E ethl: inet 192.168.127.21 sit0
E ethl: inet6 fe80::280:bdff:fef0:5a76 sito
E eth30: inet  10.10.30.10 Sito
E eth30: ineté  fe80::280:bdff:fef0:5a76
Resources:

E Processes: 24

E CPU usage:

E CPU usage (in seconds): 15

E Memory usage:

E  Memory (current): 4.98MB

E  Memory (peak): 8.13MB

E Network usage:

E ethl:

E Bytes received: 3.89kB

E Bytes sent: 908B

E Packets received: 68

E Packets sent: 12

E eth30:

E Bytes received: 170.38kB

E Bytes sent: 9.82kB

E Packets received: 100

E Packets sent: 120

E lo:

E Bytes received: 1.06kB

E Bytes sent: 1.06kB

E Packets received: 12

E Packets sent: 12

E sito:

E Bytes received: OB

E Bytes sent: OB

E Packets received: 0

E Packets sent: 0

© 2019. FURUKAWA ELECTRIC CO., LTD. All right reserved.
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1.9.89: 3

[1] ¥ & *"§ cmAEu""P-CEEEE https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/
cmd_refe_config.pdf

[2] ¥ & " cmEu"P-O , O<E https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/
cmd_refe_ope.pdf

[3] ! & ""§ cmEu""P-CEEEE https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/
cmd_refe_config.pdf

[4] Tw Ay https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/kinou.pdf
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Chppter 2. EFGb+ Jc="de

L B (O CD<Alpine LinuxO=>P*QP#RKFXCMGN Alpine LinuxKENGHImnopa>0
1A V=#-U>*Imnopa_k\aT|g""Pn>=C—Xo6g¢H I IKvwCGN

<N <:z*Imnopal] V}—<1""#3OWC*NO=>EdCMGN

¥ A>0D

¥ sSnN<« 1 b1 i (tcpdump)

¥ PY=TpP""N

¥ Nna=éaaa>=(ntopng) asna=&vdsnas$s 1 ga=>(packetbeat)

Utaaa==(filebeat)

elmnopa*>+,acrigE""PEg®|éo—+ ,C— " ©g}FN
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2.1. Alpine LinuxfFgh a1 JEFGb+ Jc=

1" #B5 (O CD<Alpine Linux*gi=71 | IMh—F3FHImnopaE+ ,GHI1 JKCLMGNMZ<
apk 1 §"" JE+ , C—~Alpine LinuxKkENGH IEmnopa>qg " "Pn>=rasbtu=>j\vwCG9
eC<iI>yIDI""#HFOK+gcrasnd>& | 12C—FHI1IKUACGBN

apt!' 8" JE+ ,C—ImnopaEq""PN>=GHy !'D<a [Vsd>TcPnNEWXC—-& "UakK
i UOMGNWXGHY ID<;z*" i | 'i""JENOC~ "©g}N
root@container:~# apk update

g "Pn==éeée*Vsd=1D<;z*11""JCOObCLMGN

root@container:~# apk list --installed

g "Pn>=ééVsd>T*asbo>n\apk! i " jCNOCLMGNgéasb
O6=>NEOC6—~""©g}¥N

IMPORTANT:""PN=>=AqQq>*0OL ~Vsd>TréG*Vsd>T<="kKEOiTJ<!1""#35O>*
O6—Pe{(KTIcCGHIT I UMGNTA ™ Vsd=>T  kDAAGH  kKC—g°~Vsd=>TGCO
.GH1JE®Y [CMGN

Alpine Linux*abcd=Qe " " r QP#R>*+3}— | 1C—D<:z*j«i""'Nn kKEAA|C~"©
aXxN

¥ Alpine Linux package management®
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2.1.1. SSHk+ 1

OpenSSH Server"Ka [ PNn>=gh—~3}MGN : ; | NO>EdCMGN

)*+6.SSHS3T""UVS

container:~# rc-service sshd start

E* Caching service dependencies ... [ ok ]
ssh-keygen: generating new host keys: RSA DSA ECDSA ED25519
E* Starting sshd ... [ ok ]

container:~# rc-service sshd status
E* status: started
container:~#

#B O FX6 |aXi |A> PEFXgeEZIyID<:;z*>" 1 | TEEOS6~ "©g¥N

)*+7.SSHS3T""WVUVS8

container:~# rc-update add sshd

E* service sshd added to runlevel default
container:~# rc-status

Runlevel: default

Enetworking [ started ]
Emonit [ started 00:48:50 (0) ]
Echronyd [ started ]
Ecrond [ started ]
Esshd [ started ]

Dynamic Runlevel: hotplugged
Dynamic Runlevel: needed/wanted
Dynamic Runlevel: manual
container:~#

¥ roota=a*VPa>jo E34|GHZ[ | D<gé | PermitRootLogin >=T1
EATE34 | GHUaK j UMGN , —D<U""1q"" j «—1 ""NnUEAAC—
TTOg PN

¥ roota=a*VPa>jo ETVGHJIE«x—-c#-—-fA]AdJ~ adMG*C<o

: | ¥XUa ©og»N

CXOC~TWEENGHDbUTTR96=>8&""BD<rc-service! i "" jCcO=
LMGN, —DU" 1" J«<—1""nUEAAC~ "©g}N

¥ 12O I1cg""Pn>=gh—FHImnopa*io<Jds&etio""j
C

érga"navyée*12b<asna=&el12*NEAAC—~" "©g}N
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2.1.2. mbCDnoFpo

A>T | <tcpdump] T Vdsn«ibTiEOT 1 JKCLMGN

)*+ 8. XYG+Z[\][""™_8

container:~# tcpdump -i ethl -vwv

tcpdump: listening on ethl, link-type EN1OMB (Ethernet), capture size 262144 bytes
05:07:55.996932 STP 802.1d, Config, Flags [none], bridge-id 807f.b8:be:bf:06:dc:00.8004, length
43

E message-age 0.00s, max-age 20.00s, hello-time 2.00s, forwarding-delay 15.00s

E root-id 807f.b8:be:bf:06:dc:00, root-pathcost 0

05:07:56.780103 IP6 (flowlabel 0x489cc, hlim 255, next-header ICMPv6 (58) payload length: 16)
container > ip6-allrouters: [icmp6 sum ok] ICMP6, router solicitation, length 16

E source link-address option (1), length 8 (1): 00:80:bd:f0:5a:76

E 0x0000: 0080 bdf0 5a76

05:07:57.998935 STP 802.1d, Config, Flags [none], bridge-id 807f.b8:be:bf:06:dc:00.8004, length
43

E message-age 0.00s, max-age 20.00s, hello-time 2.00s, forwarding-delay 15.00s
E root-id 807f.b8:be:bf:06:dc:00, root-pathcost 0
RC

3 packets captured
3 packets received by filter
0 packets dropped by kernel

«<IbTEIOOEMAg=] UgGH I I\VvwCGN

container:~# tcpdump -i ethl -w packet.cap

tcpdump: listening on ethl, link-type EN1OMB (Ethernet), capture size 262144 bytes
“Cl packet captured

1 packet received by filter

0 packets dropped by kernel

root@container:~# Is -1 packet.cap

-rw-r--r-- 1 root root 100 Oct 8 05:08 packet.cap

¥ MAQ=] UBGHY ID<6-P&{ (E""UCMGN«ibTiGHO6>7? (K
&}y I1D¥Ua "©g}FN

¥ 6>2Ag**OL " mMEQ=EUsGHY I r<6—-P&l/0*%uKa}yL U
& <EOiVy! kD<USBMisQ-idc k*+gzjo-PeOusGH
1 JESY [CMGN

==>7?20S*O>NSA?C""tTWE+ ,GHI<!1""#$(DaC=>?@QA*UCO>?E«<ibTiG
HIJKVWCGN I >y I <I""#$E5(OACDA>" 1 | ethO>q""?mp=>P | 2C—«<ibTiEO
IMGN
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)*+9. ~320s8""abc32'Z[\1[~_S

FITE

er:~# tcpdump -i eth0 -vwv

O=NdA?c""tliIw™ , —JUAED<MZPo=ndA?c " tiw>+ 6 EAA
C—""©g}N

020 UCO=>7E«<ibT iIGHY I D<==7@A*UudcHw | o¥EN?Hwvw
K j H>*C<¥Ua "©gF}N

1"#BOK+gcrasnd=e | 12C—3FHYy I D<==>7?@A+Cc*kILC«ibTio6dEcd
GH 1 I\ VvWCGN Wireshark*cd>n«<ibTi IWE+ ,CZ>E: ; | dCMGN

M~ <cd=n>*k I LCWiresharkEFXC— SSH remote capture *q""?mp=>=PUbQe""E § 8C
—~""©g}N

¥ 3. Wireshark®"sshdumpd\ ef$

uéGHUDbQe""Kcdgh—3%~ 3}V I D< sshdump a==Kq""Pn>==gh
~JFHYKIYEOOSC—" "©g}N

:z*" 1 | NOGHJI<GUILC«<ibTiddEca=?gR ] cdGHIJKCLMGN
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¥ 4 Wireshark®*)g3+Z[\]1[™_8(GUI""QR)
& | D<;:;z*©EBCC— "©g}N

¥ Remote interface: ! ""#5 O L>*q""?mp=>=PJEBCC—~" "©g}9==>7@QA* uco=>"7"E
«<1IbTiIGHY 'DethOEBCC—""©g}B

¥ Remote capture command : tcpdump -Unw - vlan and not port ssh

¥ Remote cature filter : Ua | %&—BCC— "©g}

1 #B OO *IPajuPD< ; z*2«CBCCLMGN¥F ,*( ] i A¢—BCC~""©g}N

1 5 Wireshark*")g3+S3T""678

roota>acUtq "GHUAK j UMGN ; z*~ i | . EC~""©g}N
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¥ 6. Wireshark®")g3+S3T""==>678

LzDgrsé CUtq""GH=CGNSSH] ~ Hroota=a>utq"" | V3}—
D<SSHA=*NEAAC—~ "©g}N

1R jJigq"Ye\+="JNOGHIJIKVvVWCGN :z>="1 NOC~ "© N
i BLKe g

)*+10. Wireshark*)g3+Z[\1 [~ _8#h$i""QOR)

wireshark -k -1 <(ssh root@192.168.127.21 "tcpdump -Unw - -i ethO vlan and not port ssh™)

VPa=36 CUTtq'"GHY!D<VPa=j*BC?g-""t] o6-DYi=>J
THwvwS$K j GMGN I *y ID<qrso6 | ultq "Cc—NOC—~ "©g}N
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2.1.3. SNMPg+ rR=D

SNMPY=>Tp " "n*abcd=Qe""ENOGHJI< I ""#$5 (D *SNMP MIB*é&E® GHI1JKC
LMGN g | TEEOOBZLC<:;z>" 1 |NOC~"©g}N

1""#8 O K+gcasnad=&é | 12gh—3HUaK j uMGN
aXf]A> PEFXgCH 1 CZ3VID<:;z>" 1 | TEC~—"©g}N

)>+11. SNMP j Bk5$+"UVS

container:~# rc-update add snmpd
E* service snmpd added to runlevel default

1 "#B O <\C D<==7@A+c*klYé;z*" 1 |MIBE® CLMGN

# snmpwalk -v2c -c public -0SX -IR 192.168.127.21 host
MIBEEmMAQ=EUsC—~3FHO—-—u&ncKTiTA ™y I <Symbol OIDOLz*=>C
D<"host'B*—-EKCL ~ 3}V 1K j UMGNuéGH6—uéncEAdA | -EG

HY <Numeric OIDE=EC~""©g¥N , —DNet-SNMP*U"" TqQ"" j «—1 ""ni
EAAC— "©g}N

=>720SCSNMPTWE34 | C—3}h@< ! ""#$5 (D Yé=>?0S*MIBEEE® GH 1 JI\wvwC
GN

root@container:~# snmpbulkwalk -v2c -c public -0SX -IR 192.168.127.20 system

==>720S*IPajuPE-EGHUaAK j UMGN
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2.1.4. ntopng

ntopng"'D<ntop8 | “ Gir ><gh—}Hasn&=énim-séaaa>=CGN DPIaA>=E+ , C—

asnd=&eL*™_ ~bUnN!=E+DGHI1 JKvwWCGN
s Z*TEMAEg=]=Z[CZ}q " ?mp=>PJIE-EC—~FXCMGN
¥ /etc/ntopng/ntopng.conf

)>*+12. ntpng*"UVS8

container:~# vi /etc/ntopng/ntopng.conf
E (TEE=C—-uUw®...B
container:~# rc-service ntopng start

E* Starting ntopng ...

AAB8D<WebUICOOGH I IKVWCGN I *"#%5 (D *30006=>n | 2C~HTTPa8EPC~""©
g¥}Y9o6=>NnHIDTE]  upWvwCGBNe Utq""6DVPa>j*pWKu[éhMGN

+3—>*, —D< The ntopng Web GUI"GUEAAC~" "©g}N

¥ 7. ntopng""WebUIIm1$no
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¥ 8. ntopng"*WebUI8
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2.1.5. packetbeat

-

packetbeat”’ D<Elastic8 | ~“ ir >~ gh—~3F}Hasna&=&éVvdsna$siga=>CGN ntopng™~ 1
| WebUI*=q""?mp=>PD j UM¢E£K<=+& “Elastic8*U9q[C j H< Elasticsearch” r Logstash™” | &
~2EA&GH I JC<AadBEca=7qR | v[5GH I JKVWCGN

6=>2*Vv[5 ] V}—D<MZPElastic StackE+ , CZ6=2*v [ GEAAC~""
©g}N

M- <:;z*TEmAqQ=EE3CMGN
¥ /etc/packetbeat/packetbeat.yml

TEMEg=G>*<; z(1),(2),(2-1)DTEUN\CGN Packetbeat Reference’EAA | C~TEEOH~ "©
9N
¥ (1) packetbeat.interfaces.device

| ==>?@A*UCO=>?EAaaCZ}y I D<=>705SaCo=>ndA?c " tiIwE34 | CZL
C<ethO E-EC—~ "©g}N

¥ (2) output.elasticsearch

I 6=>?*aanE-ECMGNIogstash | AaaCZ3}V ! D<output.logstash | = ECM
GNelasticsearchJlogstash™ - —_-E-EGH 1 JDCLM¢E9OKkOEYUV*&BN

I 6=>72* _aa(elasticsearch " kBCO EOT~ 1 | TEC—3}HY I D<username

rpasswordEg< | TEC— "©g}N

I (2-1) hostsbmCnN>IPajuP<\C D<vPNnJE—-ECMGNFG*mMCNnE-EGHI1J
N\VvwCGN

: zR)D<UEtmMAQ=] *GHTEJ  UMGOTEDY“ACGBN ! ""#35 (O *6—-Pe{L(E""uG
H1J] H*C<Ua|]|%&—TEC— "©g}N

¥ (3) logging.files

)+ 13. packetbeat™ " 67 8p/etc/packetbeat/packetbeat.ymlq rs

packetbeat.interfaces.device: eth0 (1)

output.elasticsearch: (@)

E # Array of hosts to connect to.

E hosts: ["XXX.XXX.XXX.XXX:9200"] (2-1)

E # Optional protocol and basic auth credentials.
E #protocol: "https"
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E username: "elastic"
E password: "secret"

logging.to_files: true

logging.-files: (©))
E path: /var/log/packetbeat

name: packetbeat

rotateeverybytes: 1048576

keepfiles: 7

permissions: 0644

> M rmp rme rm

TEmEg=*E3Kx!CzZzé<A>_ PEFXCMGN

)+ 14. packetbeat*"UV8

container:~# vi /etc/packetbeat/packetbeat.yml
E (TEE=C—-uUw®...B

container:~# rc-service packetbeat start

E* Starting packetbeat ...

1" #$B5 (D FX6 | axXi | packetbeatEFXGH™ 1 |CZ3VyIDz;z>" 1 | T
EC— "©g}¥Nqg " "Pn>=bDaXf | FXGHTE | D~ 6—~3}M¢EN

container:~# rc-update add packetbeat
E* service packetbeat added to runlevel default
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2.1.6. filebeat

filebeat"'D<Elastic8 | “ ir c gh—~3}HUtaaa>=CGN =>?2@<syslogrHTTPA> P*a&E
PUt ™~ kKzZghZmAq=E Elasticsearch” r Logstash™ | 6=>?EaaGHI1J3C<Ut*W{EcCc
a=?qgR | V[5GH I JKvVWCGN

6=>2*Vv[5 ] V}—D<MZPElastic StackE+ , CZ6=2*v [ GEAAC~""
©g}N

M- <:;z*TEmAqQ=EE3CMGN
¥ Jetc/filebeat/filebeat.yml

TEMEAqQ=G>*<: z(1),(2),2-1)DTEUN\CGN Filebeat Reference™ EAA | C—~TEEO6~ "©g
N
¥ (1) filebeat. inputs
| filebeatC= [GHUEtMEQ=r6>?E—ECMGN

I Configure inputs™™ | zZAgh~3FH" 1 | <mAQ=160°C~ <N _ ~»VUCO6=>7E=[
GHI1JKwvwWCGN

I filebeatD”™ " "+ , ghH16>*0Ut9>7?@apache*~Ut ™~ kB | 2%CZ Modules'Ka [, a

agh—3MGN;;z6—uénc|]] iHIEE34 | GHI1JC+ ,GHI1 JKwvwWCGN
" [etc/filebeat/modules.d
¥ (2) output.elasticsearch

I 6=>?*aanE—-ECMGNIogstash | Aa&CZ3¥V ! D<output.logstash | =ECM
GNelasticsearchJlogstash™ - —_-E-EGH 1 JDCLM¢E9OKOEYUV*&BN

I 6=>72>*_aay(elasticcearch T kBCO EO1T~ 1 | TEC—3}HY I D<username

rpasswordEg° | TEC— "©g}N

I (2-1) hostsbmCn>*IPajuP<\C D<vPNJE-ECMGNFG*mMCNnE—-EGHI1J
N\\vwCGN

: zR)D<UTtmMmAqq=] *GHTEJ  UMGOTEDY“ACGBN ! ""#5 (O *o6—-PeL (E""uG
H1IJ] H*C<Ua|]|%&—TEC— "©g}¥N

¥ (3) logging.files
)+ 15. filebeat™ " 67 8p/etc/filebeat/filebeat.ymlq rs
filebeat. inputs: ()
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type: log
paths:

- /var/log/syslog
fields:

tags: "system log"
pipeline: "rsyslog”
type: log
paths:

- "/var/log/apache2/*"
fields:

apache: true
fields_under_root: true
type: tcp
host: "127.0.0.1:9006"
fields:

tags: "snmp_ifxtbl"

m> e rmp |1 M M e M M 1 T e e e meo |

E pipeline: "snmp_ifxtbl"

output.elasticsearch: 2

E # Array of hosts to connect to.

E hosts: [""XXX.XXX.XXX.XxXX:9200"] (2-1)

E # Optional protocol and basic auth credentials.
E #protocol: “https"

E username: “elastic"

me

password: "secret"

logging.to_files: true

logging.-files: (©))
path: /var/log/packetbeat

name: packetbeat

rotateeverybytes: 1048576

keepfiles: 7

permissions: 0644

me me e me me

TEmEg=*E3Kx!CzZzé<A>_ PEFXCMGN

)+ 16. filebeat*"UV8

root@container:~# rc-service filebeat start

1 "#B O KFXCZIL | axXn |filebeatEFXGH™ 1 |CZ3VID;z>"
T JTEC— " ©og}FNg""Pn>=bDaXfi | FXGHTE] ~6—3}3Mc£EN

root@container:~# rc-update add filebeat
E* service filebeat added to runlevel default
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2.1.7. NetFlow(softflowd)

==7@AFUucnNnim—sé&*eeENetFlowwdsnJdC—Tué?0aaGHI1 IJKwvwC

GNsoftflowdJ } 1 abcd=Qe""EF , CMGN

softflowd*TE— _ r+, — . | V}—D< FITELnet LXCabcd=Qe " ""Pl*1,>75
*< T NetFlow(softflowd)+ , — - © | MJ [—6UMG*C<¥AA "©g}N
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2.2.89: 3

[1] apk https://wiki.alpinelinux.org/wiki/Alpine_Linux_package_management

[2] Alpine Linux package management https://wiki.alpinelinux.org/wiki/
Alpine_Linux_package_management

[3] OpenSSH Server https://www.openssh.com/portable.html

[4] ntopng https://www.ntop.org/products/traffic-analysis/ntop/

[5] The ntopng Web GUI https://www.ntop.org/guides/ntopng/web_gui/index.html

[6] packetbeat https://www.elastic.co/jp/products/beats/packetbeat

[7] Elasticsearch https://www.elastic.co/jp/products/elasticsearch

[8] Logstash https://www.elastic.co/jp/products/logstash

[9] Packetbeat Reference https://www.elastic.co/guide/en/beats/packetbeat/7.2/index.html
[10] filebeat https://www.elastic.co/jp/products/beats/filebeat

[11] Filebeat Reference https://www.elastic.co/guide/en/beats/filebeat/7.2/index.html

[12] Configure inputs https://www.elastic.co/guide/en/beats/filebeat/7.2/configuration-filebeat-
options.html

[13] Modules https://www.elastic.co/guide/en/beats/filebeat/7.2/filebeat-modules.html
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st A: Elastic StackuwvwxOy+K ™ z{
[

Elastic Stack™ D<Elastic8 KENGHUY[%CGN ; z*U9E+ ,GHJI<"_ ~6=>?*;,3<;a<
v[[5 kKEO1T 1 JKvwCGN

¥ Elasticsearch

¥ Logstash

¥ Beats

¥ Kibana
1 hé>=U9D0SSJC—F , vwCGN

o=7>*;araa kD& *iQ""cl>PEUAJGH>C<ElasticsearchrKibana™ k>~ Imnop
aE==7?@A* 1 ""#H (DO CXOgeH | Dcl=>PKi0d;CGK<Beats*~ 1 ~A(*6=>7QsV
>*1ImnopaC i h@QAA~ "XOACMGN==>7@AacCDho=>7aa*eE0O}<oé=>7:a  k
DPCA=>Z>" T " asw  iQ "acOi " 1 JAEE; AGh@<6=?*Vv[5Eca=?gR]O1
1 IKvwCGN

xNCD<Elastic Stack*UE+ , C—==>?@A*O6=>?EV[5GH>=EdCMGN

¥ asnd=eaao=">
Yy q " ?mp=P*Areée

¥ QP#RUOT

é8CDh<g@=>Te""7.2*Elastic StackUTTE+ , C—O0O6C—~3FMGN
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A-1: k+ 1 " BCDECF

: z*=UEPCA>F ~ k*A>Fi Q" | EsnasbC~ "©g}N Elasticj o "U=jAqgn“yvéj
o""U=jGHI1 JIKvwWCGN
¥ Elasticsearch®
| O=>?* ¢, 3</fEC<;:;a kKEOIMG
¥ Kibana™

| ElasticsearchCaaCzZzod>v[5EOFMG

A-1-1: Elasticsearch ™ LM

Y| :zav>*TEEOi1UaK j uMGNTEmMALEqg=(elasticsearchymEE=C—~Y&A>_ PE—~F
XC~"©g¥N

¥ network.host

¥ http.port

¥ discovery.seed_hosts

¥ cluster.initial_master_nodes

. —D< Important Elasticsearch configuration®EAAC~""©g¥IN & TE k*E«—aTEEO}
Z¥}y 1 D< Secure settings” KAA | ~ GMGN

¥ _Qlé& *O6=>7EEiVy ! D<elasticsearchyml] ; z* TEE<=C—&""~
1 JESY [CMGNGODAA>CGNS+3I*O | 'A¢c~TEC~ "©g
>N

indices.query.bool .max_clause_count: 8192
search.max_buckets: 100000

¥ 6=>?*EES5rv,SEQ[HZLI<i=TE>jJLC&iTP?ECIGHI1J

N\VvWCGNU&A | %&—~TEC— "©g}NxXxyCD<Q""t=E>jL
CElasticsearchEX6g¢H 1 JEKEJC—~3}MGN
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A-1-2: Kibana ™ LM
Y| :zat*TEEOO~ "©g}FNTEmEg=(kibanaymlEE=3C—~Y&éA> PE—~FXC—""©
aXN

¥ server.host

¥ elasticsearch.hosts

¥ elasticsearch.username

¥ elasticsearch.password
. —D< Configuring Kibana"EAAC~""©g ¥ N usernameJpassword> ¥ ED<ElasticsearchaCE
«<—aTEEOCHZY ! JUAaJ ™ aMGN

IXTcz ]| CZ}y I D<*il8nlocale**aATETEC—~ "©g}N , —D< i18n settings in KibanaE
AAC—~ "©g}N
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ca=?gR | 6=>?*V[SEOQiZ[ I D<!""#F O IA>Fa<ul<o=>?ETPGHkKIa>*
67Ex"g¢—6 "UaK juMGN 1" #$5 (O >*67x=" | VI—D<67x"*Z[*TE*NEA
AC~""©g}N
A>FAaIJO6=>?EITDPGHKIAa*67+"D<6+3}*QP#R | N6~TEEOH
~ "©og¥N
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A-2.NCD_+, F—v+K"z{ |

packetbeatE+ , CZAsSNAa>eaaoc=>?*v[5>EdCMGN Y] : z*TEEOiTUaK j aM
GN

¥ abcd=Qe""*o=>7aale(!""#sOB

¥ Elasticsearch~6=>7?_arTEA=>3))

¥ Kibana*t TmOoEA>3 ))

A-2-1: packetbeat

packetbeat*NEAA | C—< ! ""#35 ) | packetbeatEQ""PN=>=C—~TEEO}MGN o6=>?*aa
NnD<ElasticssearchE-ECMGNaanDEsnasbCZA>0E-EC—~ "©g}N

Kibana | a@EPC—<Elasticsearch* TEJO>?V[5*Z[*t T MESECMGN A>g*uéG
HO>N9Om T =nD5601HB | HTTP(\C "DHTTPS)a&EPC—~ "©g¥N E«<x—alTEEO6—}
Hy ID<:;z>*" 1 " Utqg""=«<KcdghMGN

I 9 Kibana""Iml1$no

O6=>7?EV[5GHZ[ | D<ElasticsearchaC _ AGHO=?2*q""06séPoEEOiT UaK j UMG9
O=>70=>P>*#=>E=>"1 - \*BN REST APIrKibana*Webq""?mp>PE+ ,C—OEGHI1J
KCLMGK<packetbeatCD<t TmMOEJ ! A¢c—UOC—~—EsnasbCLH!Ii""jK ,agh—3}
MGNA>ZOLC:;z>1i"" JENOC~ "©g¥N
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# packetbeat setup --dashboards

¥ A>3 (O | \packetbeatEa [q""PN>=C—&" "UaK j UMGN Step:1
Install Packetbeat”EAA | C~ "©g}N

¥ TEmZAqg=(packetbeat.yml)> setup.kibana.host *ATETEC—&6 "UakK
i UMG9O=:"localhost:5601" BN

i JKOQ] O GHJI<Kibana™ j sQ—0O= j | packetbeat*aTKcdghMGN j sQ—-0= j
*A2«<Er }—packetbeatEACC—" " ©g }N

I 10.Kibana""tGeuv3ino

FG*tiTimKOsNCMGN [Packetbeat] FlowsECSEr "J ; z>~ 1  2«<xKcdghMGN
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T 11. packetbeatwxOFG+H3 1413y =z""{ | }8

A< L*0UC6] cdUUEPWGH 1 JKvWCGNMZ<timLEjJ 1s&G
H1JC6JUUE-EGH I J\VvwWCGN

packetbeatK OECZETm - + | \<KibanaLCUa*t imEASEGH I IKvwCGN Visualize your
data"’EAA | C~ " ©g¥FN
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1 12 Kibana{ | }

AA=>IJC—<;;Zz*CTMEOECZ=>EdCMGN I hé*2«<EOEGHZ [ * I packetbeatEEm/E
g=PEjo""U=j/aUC—<Kibana*O°2«9QuosghZUETp&énBY&éq " ' 6>nNnC—~" "©g
3N FITELnet LXCabcecd=Qe ""*Tavya>=p>*" "] , AC—6UMG*C<¥+ , "©g}N

¥ 2qbb¥*_aggnG*e!

¥ O=>nb>*_aggnG>&r1omU=>gb>*eB

¥ mU=>>*_&avdsnGo9o=>nbB

¥y mU=>>*_aggnGo9o=>nbkB

¥ mU=>G>*WR

¥y mU=>=*A""«=jqgatiR

JsQ-0O=j*=«Yél[packetbeat 7.2] Asnd=emU=aalE ! S GHI<OECZtim*UPK
:Zz> 1 |dghMGN
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! 13. packetbeat""FG+H31413— AA""{|]}S8

EEMAqQ=>q""6>n | V}—D< Saved objects" ' EAAC~""©g}N : z*O
CARAKYEQ""O=NCLMGN

! 14 Kibana""CENOPdUK5 1+""&aano
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A-2-2: ntopng

ntopngCD<packetbeat I+ | ElasticsearchO6=>?EY&P6>nNGHTwK j UMGN 1 *TwE+
- GH 1 JC<ntopng*aaooEKibanaLCv[5GH I JKvwWCGN YePO=>=NCLHGO=7">*,
—D< Exporting flows" " EAAC~""©g}N

M~ <ntopng*=NEAA | C—< 1 ""#$ O | ntopngEEsnasbC—""©g}N ntopng*= TEmAq
=(/etc/ntopng.conf) | O=2*YEPO>NNE—-ECMGN

)*+17.ntopng""c32§ 1 *Aa3+""678

-F=es;_doc;ntopng-3.2;http://${SERVER}:9200/_bulk;username:password

¥ ${SERVER} | DA>Za*a juP<\C D<vPNnJE—-ECMGN

¥ username,password | DA>@*Esnasb6 | TECZa=aJJVvPa=j
E-ECMGNE«<—-alTEEC—3} " ¥V ID-EGHUAD j uUMCEN

packetbeat>~ T JUOC—A>Za*TEEOiT TwD ™ }*C<;:;z*TEEaD|]OiUaK juM
GN

¥ # "bu>nNoE

¥ g rosePV?>""O0E
ta] AGHTED<ntopngEypC—~Yélo—~ "©gFN
)7+ 18. ntopng""aa8

root@container:~# rc-service ntopng stop

Elasticsearch™ j b —sé&# "bu=n ITW'E+ , C—<ntopngY EA>FA0AAGHO=>?*W{E
TZCMGN : 3 | /etc/ntopng/ntopng.conf * TE=EdCMGN

)*+19.ntopng 3.2 - ""t1&AG 1 %H\¢c3+8p/etc/ntopng/ntopng.confs

{

E "order" : 1,

E  “index patterns” : [

E "ntopng-3.2-*"

E 1,

E  "settings" : {

E "index" : {

E "lifecycle” : {

E "name" : "ntopng-3.2",
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E "rollover_alias™ : "ntopng-3.2"
E 3

E "mapping” : {

E "total_fields" : {

E "limit" - "10000"

E }

E }

E }

E "refresh_interval™ : "5s",

E "number_of_routing_shards" : 30",
E "number_of shards" : "1"

E 3}

E  "mappings” : {

E "dynamic_templates” : [

E {

E "geo_fields" : {

E "match™ - "* IP_LOCATION",
E "mapping”: {

E "type": "geo_point™
E }

E }

E }

E {

E "ip_fields" : {

E "match_mapping_type" : "string",
E "match" : "IPV4_*",

E "mapping”: {

E "type": "ip",

E "fields": {

E "keyword": {

E "type": "keyword",
E "ignore_above": 256
E }

E }

E }

E }

E }.

E {

E "strings_as_keywords" : {

E "match_mapping_type" : "string",
E "mapping" : {

E "type": "text",

E "norms": false,

E "fields": {

E "keyword": {

E "type": "keyword",

E "ignore_above": 256
E }

E }

E }

E }

E }

E 1,

E "properties” : {

E "@timestamp™: { "type": "date”, "format": "yyyy-MM-dd*T*HH:mm:ss®.0Z"" },
E "type": { "type": "keyword" },
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"@version™: { "type": "keyword", "ignore_above": 256 }

m e
-

- m

ntopngD<REST APIE+ , C—#""bu=>nNEtZGH <E¥FX6 ] NOCMG
K<APIa"KpW|] " Oo—3}FHZ[<g@=Te""7a>*ElasticsearchCD€Z | #&
CMGN ntopngEFXGHK | LZ*#""bu=nNE>XCtZC—" "©g}N

A>FA|2C—D:;z>* 1 |# " "bu>nNETtZCLMGNA>Z (O <\C D<A=>g O | a&E
Pvw klYé;z1i""jJENOC~ "©g}N

) >+ 20. REST APIWXOT1&AG 1 %$\¢3+"678

# curl --user username:password -XPUT -H "Content-Type: application/json”
${SERVER}:9200/_ template/ntopng-3.2 -d @ntopng_idx_tmpl.json

¥ Lz*=CD<#""bu=n>*W{Entopng_idx_tmpl.json™mAq= ] UasC—
FMGN

¥ ${SERVER} ] DElasticsearch K X6 C—~FHA>F>IPajuP\C 'DvPnNnJ
E-ECMGNO6>nH I\U&a | %&—pWC~ "©g}N

¥ A>ga | E<«x—alTEEOO6~3FHY I D<usernameJdpassword*—-EKUa
CGNUA | %&—~TEC— "©g¥N

¥ Kibana*0r<a=>=0>~ 1""I>=q " ?>=mp=P"E+ ,GHJI<*+" i q

P-_seH# " "bu>nNESEGH I IKVvwWCGN
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¥ 15. WebUIwWXOT€1&AG 1 %B\G3+"678

A ] <Kibana*WebUIE+ ,C—qQ""O0sS&éPEOECMGNI ICD< g ""oséeP*1gmAqge=0
SHIKCLH™ ¥ | <q " 6séP*YgcaPETEC~8LMGN REST API<\.C" "D<Kibana* 1 **
I=>=q""?mp>=PE+ ,C—; Z"W{ETZC—" "©Og }N

)*+21. RESTAPIWXO1$BCGI*>""j1)é*678

# curl --user username:password -XPUT -H "Content-Type: application/json”
${SERVER}:9200/ntopng-3.2-000001 -d @- << EOF

"aliases": {
"ntopng-3.2":{
"is_write_index": true
}
}

OF

T M [T M M TP [MTh A
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1 16. WebUIlwxO1l$HcGl1*""J1)e*6738
LzMC*TEKXx ! CZé<ntopngE 1 ""#%5 (D Y& FXCMGN

)+ 22. ntopng""uUVS8

container:~# rc-service ntopng start

A>0 | 2C—O6=>?KYéeéPo>nghHJ<Kibana*q""6s&PO ==« ] ntopng-3.2-000001 I} ¥
g roséPJ* Jj«<—1""NGKA=CMGN J«—T1""NGK2:-:L ] ~6Z1JEOOHCZé<g " "6s
ePV?2=>""*O0EEO}MGN: ; | Kibana*2«<Yé&q ' oséPV?>""EOEGH>=EdCMGN

M~ <Kibana | aEEPCZé<q " 0sé&V?=>""*0O°2«<ErLMGN 1 *2«<x<L* q""0s&P

V?=>""*OE O? "E&cs&GHI< ; z*q  0séPV2>""*6Ea2«KcdghMGN
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1 17. WebUIwXO1$HcG 1 *X23$H""@A(1/3)

I *2«<*>q " O0s&éPV?>""*""] ntopng-3.2-* *~ 1 | BCC—<A*P#sb O?""E&cs&CM
GN

¥ 18. WebUIWXO1$BCG I *X 23" @A(2/3)

6 ]m—=?>*m—->=3J | D<@timestamp E-EC—<q""0s&PV?>""EOECMGN g "6
sSEPKOEghHJ<;z*2«*" 1 | q " 6séPW*m—->=§ JJ?gbKcdghMGN
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T 19. WebUIwxXO1$H5cG 1 *X23PH""@A(3/3)

L=ZMC*TEKXx ! GHJ<ntopngYéaaghzo=?E\J | KibanaLC"™_ ~16*timr=zEo
EGHIJKCLH™ T | ~aMGN Build your own dashboard™EAA | SEC~""©g N

TIM*~OE>E: ; | dCMGN
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! 20.ntopng""FG+H31413— AA""{]1}}8

Lz>*t TMESEGHZ [ *EEm&Ag=D< FITELnet LXCabcd=Qe " "'*TaeYvYa>=p>"-
I IntopngEEMAQq=DPIC— , AC—BUMG*C<jo""U=jg/auUC—¥+ , "©g¥N

I *"EEmAqg=EKibana*O°2«9ueoghZUETpénBY&éq " 6>NGHJI<LzJ+&€tim
JJsQ-0=JKOEghMGN jsQ-0=j*=2«Y&([ntopng 3.2] asnd=emU=aalE!s§
C—"Oog¥N g oséP#""bu>n\j A¢c—SEghH*C<Kibana*O°a«Yéq " os&PV
?>""*O0EEOiTUaD j UMC£EN

Y eC<jg$-sée# " bu>nJq  6séP*YqcaPTEMCDOO~& "
UakK j MGN
¥ EEmMAq=*q""6>n | V}—D< Saved objects" '/ EAAC~ "©g}N
OECZq " 6s8PDC*MMEAC~}HI<_ ACZO>7?* ; OCAq*KA~?
2°—~3FLMGN g ""6séP*Aq>*KoL "~ HJ<Elasticsearch*E£CHw | ©

¥EN?H*C<UA | %&—AACZU<ECA2EYE+G " KE"AJO°GHI1J

KU& | ~aMGN Elasticsearch*q " "6sé&P igmAge=0Tw'"r
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Curator®~ k>0 , ééa>="kE+ ,C~—g° | O0°C~ "©g}N

I 21.Elasticsearch""1$cGl*eldsl1l  aaéée
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A-3: P=KQR+1" A67

SNMPY=Tp""Nn*NCdCZ”~ T |<!""#BODVYE==>7@A*MIBEEE® GH I IJKVvWCGN
I *“eeEElasticsearch | Aa&C—~Vv[5GH 1 IJI\VvwWCGN 1 I CD<filebeatE+ , C—O0=7Eaa
GH=EdCMGN q""?mp=Pe&eDIF-MIB*&=7?E+ , CMGN

filebeat*NEAA | C—< 1 ""#35 O [filebeatEqQ""PN>=C—~TEEO}MGN 6=>?2*aan
D<ElasticscearchE-ECMGNaanDEsnasbCZA>@Eoutput.elasticsearch | - EC—~""©g
3N W{ Dpacketbeat*y ¥ I=~CGNIPajuPro>nHI<E«x-alTEEUAa | %&—-06—~""©
arN

MZ<® CZMIBO=>?EA>@aOaaGHZ[ | </etc/filebeat/filebeatyml | ; z* TEE<=CM
GNmMAQ=STCD " '<TCPE+ ,C— O6=7EaacCMGN

) >+ 23. 67 8(/etc/filebeat/filebeat.ymlq r)

filebeat. inputs:

- type: tcp
E host: "127.0.0.1:9006"
E fields:

E tags: "snmp_ifxtbl"
E pipeline: "snmp_ifxtbl"

==7@Aa>>Giga 1/3, Giga 1/4, Giga 2/1, Tunnel 1*eq""?=>=mp>=P | 2C—< ; Z*MIBO=7E®
~ C—ElasticsearchOaaGH=EdCMGN

=>720Sa*SNMPA>_ Prq " ?mp>PDg® | TEgh—3}H1JEKEJCM
GN, —-D<!i""jcmAu " P-CEEEE"EAAC~ "©g}N

¥ ifHCOutOctets

¥ ifHCOutUcastPkts

¥ ifHCInOctets

¥ ifHCInUcastPkts

M~ <6>?2*® [JVI—D<I"#BH(OC;:z>" i1 P&cbnESECMGNP&cbn*mAq
=JIDYACYMIPMELK<xT CD [send_ifxtbl_counter.shbIC~ ACMGN
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)*+24. IF-MIB""c32L 1 1 Z0>* 1)\ +(send_ifxtbl _counter.sh)8

#1/bin/bash
LANG=ja_JP.UTF-8
progname=$(basename $0)
server=127.0.0.1 ¥
port=9006 "*

interval=5 #

date=

mib="ALL"
dir="/usr/share/snmp/mibs:/usr/share/snmp/mibs/iana:/usr/share/snmp/mibs/ietf"
agent="10.10.30.1" $
community="public" %
ifidx_lan1="401030000" &
ifidx_lan2="401040000" =
ifidx_wan="402010000"
ifidx_tun="1000000001" >

while true ; do

E date=$(date +%s | tr -d "\n")

E  varbinds=$(snmpget -Ln -m $mib -M $dir -IR -Ov -v2c -c $community $agent
ifHCOutOctets.$ifidx lanl ifHCOutUcastPkts.$ifidx lanl ifHCInOctets.S$ifidx lanl
ifHCInUcastPkts.$ifidx_lanl ifHCOutOctets.$ifidx lan2 ifHCOutUcastPkts.$ifidx la
n2 ifHCInOctets.$ifidx_lan2 ifHCInUcastPkts.$ifidx_lan2 ifHCOutOctets.$ifidx_wan
i fHCOutUcastPkts.$ifidx_wan ifHCInOctets.$ifidx_wan ifHCInUcastPkts.$ifidx_wan

i fHCOutOctets.$ifidx_tun ifHCOutUcastPkts.$ifidx_tun ifHCInOctets.$ifidx_tun
ifHCInUcastPkts.$ifidx tun | cut -d : -F2 | tr -d * " | tr "\n" " %)

E [ -z "$varbinds" ] && continue

E varBindList=($(echo $varbinds))
E  echo $varbinds | grep NoSuchObject
E [ $? -eq 0 ] && sleep 5 & continue >

me

varBindList=($(echo $varbinds))
lanl_out_bytes=${varBindList[0]}
lanl_out_pkts=${varBindList[1]}
lanl_in_bytes=${varBindList[2]}
lanl_in_pkts=${varBindList[3]}
lan2_out_bytes=${varBindList[4]}
lan2_out pkts=${varBindList[5]}
lan2_in_bytes=${varBindList[6]}
lan2_in_pkts=${varBindList[7]}
wan_out_bytes=${varBindList[8]}
wan_out_pkts=${varBindList[9]}
wan_in_bytes=${varBindList[10]}
wan_in_pkts=${varBindList[11]}
tun_out_bytes=${varBindList[12]}
tun_out_pkts=${varBindList[13]}
tun_in_bytes=${varBindList[14]}
tun_in_pkts=${varBindList[15]}

me me> e me me e

me me> e me me e

me me> mp rme
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)*+25. IF-MIB*"c32L 1 1 Z0>* 1)\ +(send_ifxtbl_counter.sh)8pT s

E cat << EOF > /dev/tcp/$server/$port +

{ "timestamp':"$date”, "lanl out bytes":"$lanl out bytes", "lanl out pkts":"$lanl out pkts",
"lanl_in_bytes":"$lanl_in_bytes", "lanl in_pkts":"$lanl_in_pkts",
"lan2_out_bytes":"$lan2_out_bytes", "lan2_out_pkts":"$lan2_out pkts", "lan2_in
_bytes":"$lan2_in_bytes", "lan2_in_pkts":"$lan2_in_pkts", "wan_out_bytes":"$wan_out_bytes",

"wan_out_pkts':"$wan_out_pkts"™, "wan_in_bytes":"$wan_in_bytes", "wan_in_pkts":"$wan_in_pkts",
"tun_out_bytes":"$tun_out_bytes", "tun_out_pkts":"$

tun_out pkts"™, "tun_in_bytes":"$tun_in_bytes", "tun_in pkts":"$tun_in pkts" } .

EOF

E sleep $interval
done
! filebeat>~TEAT filebeat.inputs | TECZIPajuPE—-E
" filebeat*~TEAT filebeat.inputs | TECZO6>nHIE-E
# MIBO>?® *6=>c""t]TE-E
BINMPY=>TpP " "NKXOC~FH==>20Sa*IPajuPE—-E
% SNMPY=>TpP""N*1 ——A#-JE-EQI1*>CDv2E+ ,C—® B
& Giga 1/3*ifIndexE—E
" Giga 1/4>ifIndexE—E
C Giga 2/1>*ifIndexE—E
D Tunnel 1*ifIndexE—E
*MIBO=>?ES—® CL-YOZYyIDcniqgEOT
+ pash*asna=ertTwE+ , C—filebeatO® CZMIBO=>?EAaGH
> ® CZMIBO=>7?DJSONT6CAACMG

Lz*P&cbnCD<® CZMIB6>7EJSONmM T > i sn*16Cfilebeat | AMC~3FMGN filebeat
CD< I *&>7?EElasticsearch™ IngestE= j“ | 2C—~aaCMGN

IngestE=§ * TEDRESTAPICOT 1 JKCLMGN : ; | TE=EdCMGN A= () <\C D<A
> |agEPvw klYé;:;z1i""JENOC~ "©g}N

)7+ 26. REST APIwxOlIngesti31""6738

# curl --user username:password -XPUT -H "Content-Type: application/json”
${SERVER}:9200/_ingest/pipeline/snmp_ifxtbl -d @pipeline_snmp_ifxtbl_json
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¥ ${SERVER} ] DElasticsearch K X6 C—~3FHA>F*IPa juP\C 'DvPNnJ
E—-ECMGNO=>nHI\UA | %&—pWC—~ "©g}N

¥ A>ga | E«x—aTEEOO6—~3HYy ! D<usernameJpassword*—-EKU&

CGNUA | %&—TEC~""©g}N
pipeline_snmp_ifxtbl.json*mAEqg= | D<: ; *W{ETECMGN

)>*+27.Ingestn3 1" 67 8(pipeline_snmp_ifxtbl.json)

{

E  "description": "SNMP IF-MIB ifXTable",

E  “processors": [

E{

E "json": { ¥

E "field": "message",

E "add_to_root": true

E }

E 1

E{

E "date": { "

E “field": "timestamp",

E "formats": ["UNIX"]

E }

E 1

E{

E "date_index_name": { #

E “field": "@timestamp”,

E "index_name_prefix": "snmp-ifxtbl-",

E "index_name_format": "yyyy.MM.dd",

E "date_rounding™: "d"

E }

E )

E { "remove": { "Ffield": "message" } },

E { "convert": { "field": "lanl out bytes", "type": "long" } }, b
E { "convert": { "field": "lanl out pkts", "type": "long" } },
E { "convert”: { "field": "lanl in_bytes", "type": "long" } },
E { "convert": { "field": "lanl in pkts", "type": "long" } },
E { "convert": { "field": "lan2_out bytes", "type": "long" } },
E { "convert": { "field": "lan2 out pkts", "type": "long" } },
E { "convert”: { "field": "lan2_in_bytes", "type": "long" } },
E { "convert": { "field": "lan2_in_pkts", "type": "long" } },
E { "convert”: { "field": "wan_out bytes", "type": "long" } },
E { "convert": { "field": "wan_out pkts", "type": "long" } },
E { "convert": { "field": "wan_in_bytes", "type": "long" } },
E { "convert”: { "field": "wan_in_pkts", "type": "long" } },

E { "convert": { "field": "tun_out bytes", "type": "long" } },
E { "convert": { "field": "tun_out pkts", "type": "long" } },
E { "convert": { "field": "tun_in_bytes", "type": "long" } },
E { "convert": { "field": "tun_in_pkts", "type": "long" } }

E 1

}
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! SONDUEsSAYE+ , N 6séP# "bu>nNEc[tZC~3} " —\<aXiA|m—->=§J
J?gbKTEghMGN

"AaGHO>?*mi>isnE—-EN , —D< Date Processor™ ' EAAC~""©g}N

# OEghHg " 6s&P*mT =i sNnE—-EN , —D< Date Index Name Processor™ EAAC~""©
g»N

$ 6=>?*2gbEMIBa0""?20*?2gb ] i Ac—pWN
A | <Elasticsearch*q""0s&P#""bu>nJKibana*2«EOGECMGN

TIFMIBAO " ?EEMAQ=DE jo""'U> j/aUC—<Kibana*O°2«9uisghZUETp&nBY
eq  6>nNC~""©g}NFITELnet LXCabcd=Qe "> Tava>=p>" "] , AC—SUMGN
g oseP# " "bu>nJKibana*timK j AC—OEghMGN

EEMAEq=>q""6>n | V}—D< Saved Objects" EAAC~ "©g}N

1 ""#$ () CfilebeatEFXC—<MIBO=>?7® *Z [*Pé&cbn(send_ifxtbl countersh) ENOGH
Jca=7?gRqg""?mp=Pao""?*o=>?Kv[5ghMGN

root@container:~# rc-service filebeat start
root@container:~# _/send_ifxtbl_counter.sh

xNCdCZ=>CD<LAN/WAN/TUNNEL*&0""?2©JC~timL |czghMGNchTh<:z>q
?mp>P&o""? | UéCMGN
¥ LAN
I Gigal/3 J Gigal/d>17r
¥ WAN
I Giga 2/1
¥ TUNNEL
I Tunnel 1
Kibana*t imCD<chTh>q""?>mp>Pao""?0*a; EtimLCcd
C—3MGN iflIndex*©EpWGHJ&0 " ?©E® GHQq" " ?mp>=PEpWGH
1IJKVWCGN geé | g ?mp=>PELAN | <=CZ3}9\C DAACZ}BY

1 - kD<Pé&cbn<lIngestE=> j <Kibana®™tim *chTh>*TEpWKU&aJ
T UuMGN
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filebeatY @aaCzUto=>?D<Kibana*Ut=2«COOGH I JKCLMGN ElasticsearchrKibana
| <=*TEDUA j ME¢EN

filebeat. inputs:
- type: log
paths:
- /var/log/syslog
fields:
tags: "system log"

me me rme rme
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[1] Elastic Stack https://www.elastic.co/jp/products/elastic-stack

[2] Elastic § o""U= § Aqn https://www.elastic.co/jp/downloads/

[3] Elasticsearch https://www.elastic.co/guide/en/elasticsearch/reference/7.2/setup.html

[4] Kibana https://www.elastic.co/guide/en/kibana/7.2/setup.html

[5] Important Elasticsearch configuration https://www.elastic.co/guide/en/elasticsearch/reference/7.x/
important-settings.html

[6] Secure settings https://www.elastic.co/guide/en/elasticsearch/reference/7.2/secure-settings.html

[7] Configuring Kibana https://www.elastic.co/guide/en/kibana/7.x/settings.html

[8] i18n settings in Kibana https://www.elastic.co/guide/en/kibana/7.x/i18n-settings-kb.html

[9] Step:1 Install Packetbeat https://www.elastic.co/guide/en/beats/packetbeat/7.2/packetbeat-
installation.html

[10] Visualize your data https://www.elastic.co/guide/en/kibana/7.x/tutorial-visualizing.html

[11] FITELnet LXCabcd=Qe"" https://www.furukawa.co.jp/fitelnet/product/container/Ixc/index.html
[12] Saved objects https://www.elastic.co/guide/en/kibana/7.2/managing-saved-objects.html

[13] Exporting flows https://www.ntop.org/guides/ntopng/historical_flows.html#exporting-flows

[14] Elasticsearch™ j q$—sé&#""bu>=nTw https://www.elastic.co/guide/en/elasticsearch/
reference/7.2/dynamic-templates.html

[15] ¥ """ D ==q""?=>=mp=P https://www.elastic.co/guide/en/kibana/7.2/console-kibana.html

[16] " "O6s&P>1TgmAqgé&=0-= https://www.elastic.co/guide/en/elasticsearch/reference/7.2/index-
lifecycle-management.html

[17] Build your own dashboard https://www.elastic.co/guide/en/kibana/7 .x/tutorial-build-dashboard.html
[18] Saved objects https://www.elastic.co/guide/en/kibana/7.2/managing-saved-objects.html

[19] Elasticsearch*>q " 6s &P 1 gmAqg&=0<Tw https://www.elastic.co/guide/en/elasticsearch/
reference/7.2/index-lifecycle-management.html

[20] Curator https://www.elastic.co/guide/en/elasticsearch/client/curator/current/index.html

[21] ® & " § cm/AEu""P-CEEEE https://www.furukawa.co.jp/fitelnet/f/man/70_220/pdf/
cmd_refe_config.pdf

[22] IngestE= J https://www.elastic.co/guide/en/elasticsearch/reference/7.x/ingest.ntml

[23] ISONBUESsA https://www.elastic.co/guide/en/elasticsearch/reference/7.x/json-processor.html
[24] Date Processor https://www.elastic.co/guide/en/elasticsearch/reference/7.x/date-processor.html
[25] Date Index Name Processor https://www.elastic.co/guide/en/elasticsearch/reference/7.x/date-index-
name-processor.html

[26] Saved Objects https://wwwv.elastic.co/guide/en/kibana/7.2/managing-saved-objects.html

[27] journalbeat https://www.elastic.co/guide/en/beats/journalbeat/7.x/journalbeat-overview.html
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Router(config)#container device disk /tmp/usbfl usb 1
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F220#port-monitor mirrored gigaethernet 2/1 in
F220#port-monitor monitor container
F220#show port-monitor

[Current state]

E mirrored port(ingress):
E mirrored port(egress) :
E monitor port: container
F220#

Lz>*" 1 |O6>NSA?2C""tOS*MCNE ! "#$ () | TEGHJI< I ""#$5 (D AaCD eth0 >q""
?mp=>PKaXf | <=ghMGN 1*g""?mp=P | 2C—~IPajuP>*TEDUA&A j UM¢&£N eth0
Q" ?mMp>PKJoO""CZOX*MMC jHY ID<:;z>" 1 |q""?mp>PEasbC—~Y&¥F
- ©g}N

root@container:~# ip link set ethO up
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¥ 00 UCO>?E<ibTiGHY ID<=>7@A*0cHw | = ¥EN?HVvWSK j UMGN
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